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ABSTRACT

Recently,usersandnewsfollowersacrosswebsitesfacemanyfabricatedimages.Moreover,itgoes
farbeyondthattothepointofdefamingorimprisoningaperson.Hence,imageauthenticationhas
becomeasignificantissue.Oneofthemostcommontamperingtechniquesiscopy-move.Keypoint-
basedmethodsareconsideredasaneffectivemethodfordetectingcopy-moveforgeries. Insuch
methods,thefeatureextractionprocessisfollowedbyapplyingaclusteringtechniquetogroupspatially
closekeypoints.Mostclusteringtechniqueshighlydependontheexistenceofaspecificthreshold
toterminatetheclustering.Determinationofthemostsuitablethresholdrequiresahugeamountof
experiments.Inthisarticle,acopy-moveforgerydetectionmethodisproposed.Theproposedmethod
isbasedonautomaticestimationoftheclusteringthreshold.Thecutoffthresholdofhierarchical
clusteringisestimatedautomaticallybasedonclusteringevaluationmeasures.Experimentalresults
testedonvariousdatasetsshowthattheproposedmethodoutperformsotherrelevantstate-of-the-art
methods.
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1. INTRoDUCTIoN

Digitalimagesareeverywhere,andtheyhavethepowertodoinfinitelymorethanadocument.Inthe
latterhalfofthelasttwodecades,theinternet,mobiletechnology,andobsessionofsocialmediahave
highlyaffectedandchangedpeople’slives(Katta&Patro,2017;Mahajanetal.,2018;Muliawatet
al.,2019).Recently,thereisarapidincreaseinimagesshowinginthemediaasinsocialmediaand
televisionthatdon’tseemtobeallastheyappear.Authenticityofdigitalimagesisacriticalissue.
Daybyday,itbecomeseasyforanyonetomanipulateimagesevenwithoutleavinganyvisibleclues.
WideavailabilityofpowerfulimageprocessingsoftwarelikePhotoshopandGimpmakesitmore
challengingfordigitalimageauthentication.

Digitalimageforensicsisthescienceofdetectingtamperedregionsinimages.Identifyingthe
authenticityofdigitalimagesisveryimportantindigitalforensics.Thepurposeofdigitalimage
manipulationistoconcealorhideinformationforseveralintentionsthereforechangetheirmeaning.
Manyareashavebeenaffectedbydigitalforensics.Theimpactofimagemanipulationinmedia,
journalism,digitalcinema,newsandinpoliticstomisleadthepublicopinion.Itcouldalsobeusedin
lawformiscarryingjustice.Manipulatedimagesalsohavebeenfoundinacademicpapers.Inasurvey
byTijdink(Tijdinketal.,2014),inthepastthreeyears,15%ofoffendersareinvolvedinscientific



International Journal of Sociotechnology and Knowledge Development
Volume 12 • Issue 1 • January-March 2020

2

misconductsuchasfabricating,refutationormanipulatingdata.Astudyby(Farid,2006)reported
thatintheJournalofCellBiologyabout20%ofadmittedmanuscriptshaveatleastonefigurethat
mustberestoredduetounsuitableimagemanipulation,andabout1%aredeceitfulfigures.These
consequencesmakeimageauthenticitieslesstrustful.

Rapidgrowthofforgedimagesandtheirinfluenceinmanyareashaveledtothedevelopment
oftamperingdetectiontechniques.Tamperingdetectiontechniquesfallundertwocategories:active
authenticationandpassiveauthenticationmethods(Al-Qershi&Khoo,2013)asshowninFigure
1.Activeauthenticationmethodsrequiresomepreprocessingondigitalimageslikewatermarking,
orsignatures.Digitalwatermarkingconcealsawatermarkintotheimageatthecapturingendand
extractsitattheauthenticationendtoexaminewhethertheimagehasbeentamperedwith(Al-Qershi
&Khoo,2013).Insertingthewatermarkeitheratthecapturingtimeoftheimageusingaspecially
equippedcameraorlaterbyanauthorizedpersonisthemaindrawbackofwatermarking(Qureshi&
Deriche,2015).Moreover,mostofthecamerastodayarenotequippedwithawatermarkembedding
technique.Inaddition,thesubsequentprocessingoftheoriginalimagecoulddegradetheimagevisual
quality.Moreover,digitalsignatureissimilartodigitalwatermarking.Attheimage-capturingend,
uniquefeaturesareextractedfromtheimageasasignature.Attheauthenticationanddetectionend,
thesignatureisregeneratedusingthesamemethodandtheauthenticityoftheimagecanbeidentified
andverifiedthroughcomparison.Digitalsignatureshavethesamedrawbacksofdigitalwatermarking.

Ontheotherhand,Passive(blind)authenticationmethodsauthenticateimageswhilenotrequiring
any previous information of it. It relies on the traces left on the image during manipulation by
variousprocessingoperations.Therefore,passiveauthenticationmethodsareconsideredasthemost
common(Linetal.,2018).Passivedetectiontechniquescanbeclassifiedtoforgery-typedependent
orforgery-typeindependent.Forgery-typeindependenttechniquesdetectforgeriesregardlessofthe
typeoftheforgery.Todetectgeneraltampering,theindependenttechniquesexploitthreediverse
typesofartifacts:tracesofre-sampling,compressionandinconsistencies(Redietal.,2011).The
forgery-typedependenttechniquesareusedforcertaintypesofforgeries.Copy-moveandsplicingare
examplesofforgery-typedependent(seeFigure1).Suchtechniquesdependoncopyingandpasting
imageregionseitherfromthesameimage(copy-move),orfromdifferentimages(splicing).Image
splicingiscreatedfromatleasttwodifferentimages(Sharma&Ghanekar,2019;Walia&Kumar,
2018).AnExampleofimagesplicingisshowninFigure2(d).

Copy-moveorcloningisatechniqueofcopyingaregionandpastingitinthesameimage.It
containsatleasttworegionsalike(seeFigure2(b)).Sincetheduplicatedregionsarefromthesame
image,theyinheritthesamebasicimagepropertiessuchascolorpalette,illuminationconditionsand
noise.Copy-moveforgeryisthemostcommontypeusedforimagemanipulationduetoitssimplicity
andeffectiveness(Al-Qershi&Khoo,2013;Bakiahetal.,2016).Althoughthistechniqueiseasyto
implement,itishardtodetect.Ofteninpractice,forgeryisnotjustlimitedtocopyingandpastingthe
regions,someprocessingoperationsareappliedtotheseregions.Theseoperationscanbeclassified
tointermediateoperations(geometrictransformations)andpost-processingoperations.Intermediate
operationsareusedtoprovideaspatialsynchronizationandhomogeneitybetweenthecopiedregion
anditsneighbors(Al-Qershi&Khoo,2013;Bakiahetal.,2016).Examplesofintermediateoperations
arerotationandscaling.Post-processingoperationsareusedtoremovetracesleftfromforgeryandto
makeitunnoticeable.Additivenoise,JPEGcompressionandblurringareexamplesofpost-processing
operation (Liu et al., 2010). Since all those operations make detecting copy-move forgery more
challenging,numerousmethodshavebeenproposedforCopy-MoveForgeryDetection(CMFD).
Mostofthemcanbeclassifiedeitherintoblock-basedmethodsorkeypoint-basedmethods(Bakiahet
al.,2016).Inblock-basedmethods,theimageisdividedintooverlappingornon-overlappingblocks
offixedsize.Ontheotherhand,keypoint-basedmethodscalculatelocalinterestpoints(keypoints)
fromthewholeimagewithoutanysubdivisions.

Generally,CMFDtechniques followacommonpipelineasshown inFigure3 (Christleinet
al.,2012).Bothblock-basedandkeypoint-basedmethodsfollowthesamepipelinestepsexceptfor



 

 

21 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/article/copy-move-forgery-detection-based-on-

automatic-threshold-estimation/242934

Related Content

Non-Compliant Mobile Device Usage and Information Systems Security: A

Bystander Theory Perspective
Narasimha Paravastu, Claire A. Simmersand Murugan Anandarajan (2018).

International Journal of Information Systems and Social Change (pp. 1-25).

www.irma-international.org/article/non-compliant-mobile-device-usage-and-information-systems-

security-a-bystander-theory-perspective/192092

From Human-Centered Design to Disabled User & Ecosystem Centered

Design in Case of Assistive Interactive Systems
Marine Guffroy, Vigouroux Nadine, Christophe Kolski, Frédéric Vellaand Philippe

Teutsch (2017). International Journal of Sociotechnology and Knowledge

Development (pp. 28-42).

www.irma-international.org/article/from-human-centered-design-to-disabled-user--ecosystem-

centered-design-in-case-of-assistive-interactive-systems/203030

The Civilization Grand Model
Andrew Targowski (2009). Information Technology and Societal Development (pp. 1-

44).

www.irma-international.org/chapter/civilization-grand-model/23585

Telemedicine and Development: Situating Information Technologies in the

Amazon
Gianluca Miscione (2013). Knowledge and Technological Development Effects on

Organizational and Social Structures (pp. 132-145).

www.irma-international.org/chapter/telemedicine-development-situating-information-

technologies/70567

The Keys to the White House: A Preliminary Forecast for 2012
Allan J. Lichtman (2012). Societal Impacts on Information Systems Development and

Applications (pp. 214-225).

www.irma-international.org/chapter/keys-white-house/65012

http://www.igi-global.com/article/copy-move-forgery-detection-based-on-automatic-threshold-estimation/242934
http://www.igi-global.com/article/copy-move-forgery-detection-based-on-automatic-threshold-estimation/242934
http://www.igi-global.com/article/copy-move-forgery-detection-based-on-automatic-threshold-estimation/242934
http://www.irma-international.org/article/non-compliant-mobile-device-usage-and-information-systems-security-a-bystander-theory-perspective/192092
http://www.irma-international.org/article/non-compliant-mobile-device-usage-and-information-systems-security-a-bystander-theory-perspective/192092
http://www.irma-international.org/article/from-human-centered-design-to-disabled-user--ecosystem-centered-design-in-case-of-assistive-interactive-systems/203030
http://www.irma-international.org/article/from-human-centered-design-to-disabled-user--ecosystem-centered-design-in-case-of-assistive-interactive-systems/203030
http://www.irma-international.org/chapter/civilization-grand-model/23585
http://www.irma-international.org/chapter/telemedicine-development-situating-information-technologies/70567
http://www.irma-international.org/chapter/telemedicine-development-situating-information-technologies/70567
http://www.irma-international.org/chapter/keys-white-house/65012

