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ABSTRACT

In-networkaggregationisanaturalapproachinwirelesssensornetworks(WSNs)tocollaboratively
processdatageneratedbythesensornodes.Besidesprocessing,in-networkaggregationalsoachieves
effectiveenergyconsumptionandbandwidthutilization.SincethesensingdevicesofaWSNare
pronetoavarietyofattacksduetowirelesscommunicationandlimitedresources,securein-network
aggregation is a great challenge. This article proposes a secure in-network aggregation (SINA)
protocolforadditiveaggregationfunctions.Thisprotocolintegratesprivacyhomomorphism(PH)
andsecretsharingtoachievebothdataconfidentialityanddataintegrity.Additionally,theproposed
protocolensuresmessageauthenticationanddatafreshness.Moreover,itachievesin-networkfalse
datascreeningwhichconsiderablysavesenergybynottransmittingfalsepackets.Securityanalysis
reveals thatSINAprotects thenetworkfromvarietyofattacks.Performanceanalysisshows that
SINAconsumeslessenergywhileachievingend-to-endsecurity,andtherebyincreasesthelifetime
oftheWSN.
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INTRodUCTIoN

Duetotheadvancesinwirelesscommunicationtechnology,wirelesssensornetworksarebecoming
morepopularinseveralspheresoflife.AWSNiscomposedofanumberoftinysensordevicesand
oneormoreBaseStations(BSs).ThewidespreaddeploymentofWSNsinapplicationsincludes
habitat (temperature, fire, light,humidity,smoke,seismicactivity)monitoring, lawenforcement,
healthcare,ecologicalandmilitarysupervision(Lietal.,2008).

Despiteseveralapplications,twosignificantpropertiesthatarecommontomostofthewireless
sensornetworksare:1.Theydeducesacollectivedecisionorconclusionabouttheenvironmentand2.
Theyfunctionunderrigidtechnologicalconditions:thesensordeviceshavelimitedcommunication,
computation,memoryandbattery(power)capabilities.

Thesepropertiesalongwith thedeployment(untrustedandhostile)natureofWSNs,posea
seriesofsecurityconcerns,forexample,privacy(Ashrafietal.,2005;Rajalakshmietal.,2010),
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authentication,keymanagementandintegrity.Hencethereexistsaneedtoscaledownallservices
tominimizethesecurityoverhead.

The lifetime of wireless sensor network is maximized by reducing the consumption of
energy.Sincetheenergyneededfortransmittingasinglebitisequivalenttotheenergyneeded
forexecuting1000CPUinstructions(Hilletal.,2000),muchattentionhavebeengiventoreduce
datatransmission(Shimetal.,2015).

Dataaggregationorin-networkaggregation(Yaoetal.,2002)isanaturalapproachforreducing
datatransmissioninwirelesssensornetworks.Aggregationtechniquesremoveredundancyinsensed
data.Theaimofin-networkdataprocessingistocombinethesensedrawdatafromseveralsensors
usingaggregationfunctionsnamelyMIN,MAX,MEDIAN,MODE,SUM,COUNT,AVERAGE,
etc.,andforwardtheaggregatedresulttoitsupstreamnode.

The data aggregation process in WSN has two major goals: 1. To send more meaningful
informationtothebasestationsothatmoreappropriateactioncanbeinitiatedand2.Toincreasethe
lifetimeofnetworkbyreducingresourceconsumptionofsensordevices.Theresourceconsumption
andresourceconstrainedsensorsaddvulnerabilitytodataaggregationprocess.Forinstance,asensor
nodethatiscompromisedcanrevealthedataoralterthedataduringaggregation.Thereforesecurity
becomesanimportantconcernindataaggregationprocess.HenceseveralSecureDataAggregation
(SDA)protocolshavebeenproposed.Theprominentsecurityrequirementsofsecuredataaggregation
are:dataintegrity,dataconfidentiality,dataauthenticationanddatafreshness.

Securedataaggregationprotocolsareclassifiedintotwocategories.1.Hop-by-hopsecuredata
aggregation2.End-to-endorconcealeddataaggregation(Ozdemiretal.,2009).Inhop-by-hopSDA,
everyintermediate(aggregator)nodedoesthefollowing.(i)shareakeywithneighbors(ii)decrypt
theciphertextssentbyitschildren(iii)aggregatethedecrypteddata,and(iv)encrypttheresultand
transmitittoitsparentnode.Eventhoughthisapproachisfeasible,thereisapossibilityofbreachingthe
security.Bycompromisingprivacy(Krishnamoorthyetal.,2017;VidyaBanuetal.,2012)information
maybeleakedduringthedecryptionprocess.Alsoitcomplicatesthekeymanagementasitshares
asinglekeywithneighbournodes.Inaddition,itassumesthatallthesensordevicesaretrusted.

Inend-to-endorconcealeddataaggregation,theintermediatenodesdonotneedtocarryout
thecostlydecryptionandencryptionanddonotneedtosharethekeywithneighbors.Insteadthe
encrypteddatacomingfromtheirchildnodesaredirectlyaggregatedandaredecryptedonlyatthe
basestationtoobtaintheresult.Thisisachievedwiththehelpofprivacyhomomorphismtechniques.
Figure1showstheconcealeddataaggregationprocesswithprivacyhomomorphism.Theencrypted
datam1’andm2’fromsensorsSN1andSN2areaddedbytheaggregatorA1anditsresultandencrypted
datam3’fromsensorsSN3areaddedbytheaggregatorA2andtheresultisforwardedtotheuser.

Figure 1. Data aggregation with PH
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