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ABSTRACT

Privacyisthekeyfactortohandlepersonalandsensitivedata,whichinlargechunks,isstoredby
databasemanagementsystems(DBMS).Itprovidestoolsandmechanismstoaccessandanalyze
datawithinit.Privacypreservationconvertsoriginaldataintosomeunknownform,thusprotecting
personalandsensitiveinformation.Differentaccesscontrolmechanismssuchasdiscretionaryaccess
control,mandatoryaccesscontrol isusedinDBMS.However, theyhardlyconsiderpurposeand
role-basedaccesscontrolinDBMS,whichincorporatespolicyspecificationandenforcement.The
rolebasedaccesscontrol(RBAC)regulatestheaccesstoresourcesbasedontherolesofindividual
users.Purposebasedaccesscontrol(PuBAC)regulatestheaccesstoresourcesbasedonpurposefor
whichdatacanbeaccessed.Itregulatesexecutionofqueriesbasedonpurpose.ThePuRBACsystem
usesthepoliciesofboth,i.e.PuBACandRBAC,toenforcewithinRDBMS.
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1. INTRoDUCTIoN

Nowadays,thelargechunksofpersonalandsensitivedataofindividualsarestoredandprocessed
throughonlinesurveysandonlineproductpurchases.Theorganizationshandlingsuchdatamust
takecareoftheprivacyofindividuals.Privacypreservationisthemainrequirementinprocessing
personalandsensitivedata(Byun&Li,2008;Kabir&Wang,2009;Colombo&Ferrari,2014).The
databasemanagementsystemplaysavitalroleinstoringthedata.TheDatabasesupportsvarious
accesscontrolmechanismssuchasdiscretionary,mandatorywhichareoperatingatdifferentlevels
oftablestothecellsortuplesinthedatabase.Theideawithaccesscontrolisthateachdatabaseuser
getsaccesstoasubsetofdatabasestowhichtheycanqueryandgetdatathattheyrequired.

ForanyInformationManagementSystem,themajorrequirementisprotectingtheinformation
andresourcesfromunauthorizedusers.Theorganizationsthathandlesuchsensitiveinformationmust
takecareoftheprivacyofindividuals.Theprivacy-preservingisthekeyrequirementinprocessing
personalandsensitivedata(Byun&Li,2008;Kabir&Wang,2009;Colombo&Ferrari,2014).The
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privacypreservationistheprerequisiteinexchanginginformation.Themainobjectiveofprivacy
preservationistotransformoriginaldataintosomeanonymousformtoprotectsensitiveinformation.
Toachievedataprivacy,itisnecessarytoidentifythetypeofinformationthatisgoingtobeprotected
andwherethatinformationisexposed.

WithinDatabaseManagementSystems(DBMS),privacypoliciesregulatethecollection,access,
anddisclosureofthestoredpersonal,identifiableandsensitivedata.Policiesspecifyactionsthat
mustbeexecutedorconditionsthatmustbesatisfiedbeforeorafterdataareaccessed(Colombo&
Ferrari,2014).Purposeofaccessisoneofthemajorcomponentsinprivacywhichconsidersdata
asakeyfactorinaccesscontroldecisions(Jafarietal.,2011).Therearedifferentaccesscontrol
mechanismsareavailablelikediscretionary,mandatorywhichprovidesprivacy.Thepurposeand
role-basedaccesscontrolmodelhelpinbridgingthegapbetweensecurityandprivacy-orienteddata
protection(Colombo&Ferrari,2015).Itenforcesfine-grainedaccesscontrolonthebasisofpurpose
ofaccess,actionsexecutedbySQLqueriesonaccesseddata,categoriesofdataandroleoftheuser.
ItregulatestheexecutionofSQLqueriesbasedonpurposeandrole-basedprivacypolicies.Data
categoriesarealsousedtoregulateaccesscontrol.

ThePurposeandRoleBasedAccessControl(PuRBAC)modelhelpsinbridgingthegapbetween
securityandprivacy-orienteddataprotection(Colombo&Ferrari,2015).ThePurposeBasedAccess
Control(PuBAC)allowssystemaccesstotheusersbasedonthepurposeforwhichtheyareaccessing
thedata.TheRoleBasedAccessControl(RBAC)allowssystemaccessonlytoauthorizedusers.
RBACgivesprivilegestotheusersbasedontheirroleintheorganization.ThePuBACandRBAC
togetherwillenforcefine-grainedaccesscontrolonbasisofpurposeofaccess,actionsexecutedby
SQL(StructuredQueryLanguage)queriesonaccesseddata,categoriesofdataandroleoftheuser.
ItregulatestheexecutionofSQL(StructuredQueryLanguage)queriesbasedonpurposeandrole-
basedprivacypolicies.Onlyauthorizedandauthenticateduserscanaccessthedatafromthesystem.
Datacategoriesarealsousedtoregulateaccesscontrol.

Accesscontrolisusedtoprotectthepersonalandsensitiveinformationofindividuals.Itisthe
processoflimitingaccesstoresources(Kabiretal.,2010).TheRoleBasedAccessControl(RBAC)
regulatesaccess to resourcesbasedon the rolesof individualuserswithinanorganization.This
canrestrictsystemaccesstoauthorizedusersonly.Rolesarecreatedaccordingtofunctionsinthe
organization.ThePurposeBasedAccessControl(PuBAC)regulatestheaccessbasedonthepurpose
forwhichdatacanbeaccessed.ItregulatestheexecutionofSQLqueriesbasedonpurpose.Ithelps
toachieveprivacyaswellasthesecurityofdata.

Dataisanimportantassetforanyorganization.Lossofinformationcanleadtodirectorindirect
losses.So,Privacyisakeyrequirementintheapplicationsthatcollectandprocesspersonaland
sensitivedataofindividuals.Preservingtheprivacyandprovidingaccesscontrolmechanismsto
achievesecurityisaneedfordatabasemanagementsystems(DBMS).Tomaintaindataqualityand
dataprivacyweneeddifferentaccesscontrolmechanisms.Providingpersonaldataaccording to
theuserpurposeforwhichtheyaretobeused.Thepurposetoaccessthedataismustbeaccurate
andcomplete.Accesscontrolmechanismsareneededtoprotectpersonalandsensitivedatafrom
unauthorized access. The PuRBAC model introduces a framework that integrates action aware
purposeandrole-basedaccesscontrolmechanismsintoRelationalDatabaseManagementSystems.
ThePuRBACmodelisthecombinationoftwoexistingsystemsi.e.PurposeBasedAccessControl
(PuBAC)andRoleBasedAccessControl(RBAC).ThePuRBACusestheadvantagesofboththe
existingsystemsandenforcesthepolicieswithinRDBMS.

2. LITeRATURe ReVIeW

J.ByunandN.Li(2008)proposedthereferencepurpose-basedmodelforrelationalDBMSwhich
regulatestheaccessbasedonpurposecompliance.Theaccessisgrantedifthepurposesforwhich
theaccesseddatahavebeencollectedcomplywithpurposesforwhichthequeriesaccesseddata.The
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