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ABSTRACT

This paper proposed a reversible medical image watermarking scheme using Redundant Discrete
Wavelet Transform (RDWT) and sub-sample. To meet the highly demand of the perceptional quality,
the proposed scheme embedding the watermark by modifying the RDWT coefficients. The sub-sample
scheme is introduced to the proposed scheme for the enhancement of the embedding capacity. Moreover,
to meet the need of security, a PWLCM based image encryption algorithm is introduced for encrypting
the image after the watermark embedding. The experimental results suggests that the proposed scheme
not only meet the highly demand of the perceptional quality, but also have better embedding capacity
than former DWT based scheme. Also the encryption scheme could protect the image contents efficiently.

INTRODUCTION

Digital watermark has been widely used in the copyright protection of digital image. In medical area,
reversible watermarking scheme is more preferred than irreversible scheme because of the highly demand
on the perceptional quality of the image. Based on the algorithm used to achieve reversible embedding,
the reversible watermarking scheme could be categorized into three types: lossless compression based
schemes, difference expansion (DE) based schemes and histogram shifting / histogram modifying (HS/
HM) based schemes.
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The lossless compression based schemes first compressed the cover image using lossless compressing
scheme(Kountchev, Todorov, Kountcheva, & Milanova, 2006; Maxwell, Handel, & Bradley, 1998; Shih
& Wu, 2005). After the compression the size of the cover image has been reduced, the watermark could
be embedded into the image by exploit the space generated by the compression. During the extraction
process, the watermark was extract from the image, then the compressed image was decompressed using
the lossless compression algorithm.

Lossless compression based schemes are easily to achieve. The performance of these schemes is
highly depends on the performance of the lossless compression algorithm. The draw back of lossless
compression based scheme are robustness and perceptional quality. Because the compressed cover image
is vulnerable to the tamper of the stego-image, this kind of scheme usually is not robust against tampering
attack. Moreover, since the cover image had been compressed, the visual quality of the stego-image is
significantly deduced, which made lossless compression based schemes not suitable for used in medical
image watermarking.

Difference expansion based scheme was first proposed by Tian(Tian, 2003) .The main idea of Tian’s
scheme is as follows: For an 8-bit grayscale image, a pixel pair (X, y) is used to embed a secret bit S,
S€{0,1}. In the embedding phase, the difference value h and the integer average value I are defined as:
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The inverse transform is
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Next, the new difference h' is obtained as follows:

h'=2xh+S 3)

Finally, the stego-pixel pair (x', y’) is obtained by the following transform:
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In order to prevent underflow and overflow, the absolute of new difference |h'| after a secret bit S
has been embedded must satisfy the following condition:
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