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ABSTRACT

There are many freeware and commercial tools which can be used to provide

forensics information based on dead and live forensics acquisition. The main problem
with these tools is that in many cases the investigator cannot explain the script
functionality and generated results and information during the trial. Because of
this reason there is an increased need for developing and using script which can be
easy explained and adapted to any analysis which should be made by the examiners.
The chapter presents a novel developed First Responder script which can be used to
perform a live and dead forensics analysis in support of Law Enforcement during
the investigation process.
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Novel First Responder Digital Forensics Tool as a Support to Law Enforcement
INTRODUCTION

Nowadays, the security of information systems is crucial. There is almost no
organization that does not take appropriate security measures onits own level in order
to protect systems from external and internal attacks. To ensure an adequate level
of security, the organizations have started establishing special CERT (Community
Emergency Response Team) teams whose key objective is to increase information
security in the organization. In case if there are no such teams established, this role
is undertaken by system administrators, who must attend specialized training to
perform those unique duties connected with cyber security.

In order to increase the information security and users’ awareness, all the users
of the information systems in the organization should be trained about the secure
usage of the systems, ethics in information system, and the way of reporting for any
registered computer incident. The need for this training is because each of them
can, intentionally or unintentionally, harm the security of the information systems,
and consequently harm the security of the organization.

However, no matter how much the companies invest in information security
and no matter how much the staff is trained, there will always be malicious users,
which driven by different motives will try to exploit vulnerabilities in hardware and
software solutions in the company, as well as employees’ negligence. Very often,
the attackers in their intentions are supported by internal attacks made by employees
in companies (insiders).

The goal of the companies is to stop attackers in the perimeter network, i.e.
not to allow them to enter the internal network of the company/organization. The
reason for this is that when the attacker enters in the internal network and systems
the only thing left is to resist malicious users using computer forensics. However,
very often the responsible for information security in the companies cannot catch
the attackers at the perimeter network, so after registering intrusion into the system
they must react immediately and analyze the intentions of the attackers. In order
the analysis to be at the highest level the responsible for information security must
be trained to make a detailed analysis of the attack and, if it is possible, to discover
as much information about the attacker. Sure that, even the attacker is discovered,
the intrusion must be reported and companies need to ask for assistance from the
competent authorities to tackle cyber threats (law enforcement), and to initiate
appropriate action against the attackers.

In this whole process of discovering the intentions of the attack, as well as
detection of offenders, the computer forensics takes a main role. In the process of
information gathering basic analysis will be performed using traditional forensics,
but if there is the slightest chance, live forensics should be performed on the running
computer systems. Using the live response the investigator can capture all the
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