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ABSTRACT

Cybercrime causedby exploitedvulnerabilities bears a hugeburdenon societies.Most of these
vulnerabilitiesaredetectable,andthedamageispreventableifsoftwarevendorsandfirmsthatdeploy
suchsoftwareadoptrightpractices.BugBountyPrograms(BBPs)byvendorsandintermediariesare
oneofthemostimportantcreationsinrecentyears,thathelpssoftwarevendorstocreatemarketplaces
andtodetectandpreventsuchexploits.ThisarticledevelopsthetheoryofBBPsandpresentatypology
ofBBPsusingestablishedtheoriesofincentivecompatibilityandmechanismdesign.Theauthors
empiricallyanalyzethemarketcreationfunctionofBBPsusinggranulardatafromtwodifferenttypes
ofBBPsonapopularintermediaryplatform.TheresearchfindingssuggestthatBBPsarevaluable
opportunitiestosourcevulnerabilitiesinsoftware;nevertheless,therateofdisclosureandhacker
participationmarginallyincreaseswithvendor’srewardsandotherincentives.Similarly,theresults
showthatsecurityresearchersaremotivatedtocontributetoBBPsthatofferhigherremunerationand
notjustthoseprogramswithahigherlikelihoodforbugdiscovery.Ourfindingswillhelpresearchers
andpractitionersininformationsecurityandallieddomainstodevelopatheoreticalandempirical
perspectiveofBBPs,andtheirusefulnesstocurbincidentsofcybercrime.
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INTRoDUCTIoN

Staggeringannualcybercrimecostsofnearly$600billion(Gilles,2014),andongoingincidentssuch
as2019breachatCapitalOnewhichaffected100millionuserswillconstantlypromptquestionson
howtopreventcyberattacks1.Attheheartofaddressingsuchconcernsistheabilitytotackleaunique
classofsoftwaresecurityvulnerabilitiescategorizedasZero-dayVulnerabilities(ZDV),oftentraced
toberootcausebehindsecurityattacks(McKinney,2007;Miller,2007).ZDVsrefertovulnerabilities
thatremainunknowntovendorsandcanbeexploitedbyhackersbeforetheyarefixed(Radianti,
Rich,&Gonzalez,2009).LucrativeblackmarketswhereZDVsaretradedasinformationgoodsfor
downstreamexploitationoftennecessitatethatvendorsshoulddiscoverandfixvulnerabilitiesbefore
animpendingattack.
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Givensuchapossibilityofharm,vulnerabilitiescreatea“raceforaccess”amongstthreeactors
i.e.,buyers,blackhatsellersandwhitehatsellers2.Buyersareeitherlegitimateentities(e.g.software
vendors,etc.)orillegalactors(e.g.hackers,black-marketbrokers,etc.),eachwithdifferentmotives
andincentives.Blackhatseitherdiscoverandexploitvulnerabilitiesorselltheminblackmarkets
where these vulnerabilities are used to create exploits, resold downstream or used to blackmail
vendors(Denning,2015).Whitehatsdiscoverandresponsiblydisclosevulnerabilitiestovendors
orlegitimateintermediariestoearncompensationandtoincreasetheirreputationinthesecurity
community.Timelyactionsbywhitehatscandetermisusebyblackhats.However,intheabsence
of disclosure channels, white hats face a dilemma and cannot responsibly report discoveries to
vendors.Asaresult,vendorsmustinitiatemechanismstocollaboratewithwhitehatstonoticeand
fixvulnerabilitiesbeforeexploitation.

Withinthiscontext,BugBountyPrograms(BBP)arerecognizedasalegitimatechannelfor
responsible disclosure among white hats, vendors, and intermediaries (Malladi & Subramanian,
2019).BBPsareenteringthemainstreamcybersecuritytoolkitsinorganizationssuchasMicrosoft,
Google, Apple andTesla. There aremore than 300 active BBPs rewarding researchers between
$100-$2,50,000pervulnerability,demonstratingthatBBPsareacost-andtime-effectivesolutionto
crowdsourcevulnerabilitydiscovery(Ring,2014).AsseenfromFigure1(a),TippingPoint-aprivate
intermediaryreceived100disclosuresin2006whichsubsequentlyincreasedto700disclosuresin
20153.Similarly,Figure1(b)showsdatafromBugcrowdplatformthat1000vulnerabilitiesthatwere
reportedin2013increasedto100000disclosuresin2017.Table1showstherewardpriceranges
offeredforvulnerabilitiesbyBBPoperators.

Table2depictstherepresentativecategoriesofvulnerabilitiesthatwerecompensatedbyfourof
theleadingBBPs5.Severalofthesecategorieshaveresultedinmassivecyberattacks(Laszka,Zhao,
Malbari,&Grossklags,2018).Forexample,acriminalcartelstoleconfidentialdatafromnearly
420,000websitesusingSQLinjectionsamassing1.2billionIDcredentials6.

Figure 1. (a) Tipping Point platform’s growth in rate of disclosures; (b) Bugcrowd’s growth in disclosures4. Dotted line depicts 
accepted disclosures; straight line depicts total disclosures.
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