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Reducing the Risk of Failure by 
Deliberate Weaknesses
Michael Todorov Todinov, Oxford Brookes University, Oxford, UK

ABSTRACT

Thedeliberateweaknessesarepointsofweaknesstowardswhichapotentialfailureis
channeledinordertolimitthemagnitudeoftheconsequencesfromfailure.Thearticle
showsthatreducingriskbydeliberateweaknessesisapowerfuldomain-independent
method which transcends mechanical engineering and works in various unrelated
areasofhumanactivity.Aclassificationhasbeenproposedofcategoriesandclasses
ofdeliberateweaknessesreducingriskaswellasdiscussionrelatedtotheunderlying
mechanismsofriskreduction.Itisshownthatintroducingandrepositioningexisting
weaknessesisaneffectiverisk-reductionstrategywhichtranscendsengineeringand
canbeappliedinmanyunrelateddomains.Thearticleshowsthatinthecasewherethe
costoffailureoftheseparatecomponentsinasystemvariessignificantly,anapproach
basedondeliberateweaknesseshasasignificantadvantagetotheequal-reliability/
equal-strengthdesignapproach.
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1. INTRoDUCTIoN

Thecommonapproachtoriskreductionisthedomain-specificapproachwhichrelies
heavily on root-cause analysis and detailed knowledge in the specific domain. To
reducethelikelihoodoffailureortheconsequencesfromfailure,measuresspecific
totheparticulardomainareselectedandtheriskreductionisconductedexclusively
byexpertsinthedomain.Thiscontributedtothefalseperceptionthatefficientrisk
reductioncanonlybedeliveredsuccessfullybyusingmethodsofferedbythespecific
domain,withoutresortingtogeneralmethodsforriskreduction.Thiscommonapproach
resultedinineffectivereliabilityimprovementandriskreductioninallareasofthe
human activity. Valuable opportunities for improving reliability and reducing risk
havebeenoverlookedwhichledtoseriousaccidentsresultinginbigfinanciallosses,
fatalitiesanddamagetotheenvironment.Themosteffectiveresultsinriskreduction
areobtainedwhendomain-independent risk reductionmethodsare combinedwith
domain-specificknowledge.Thegreatadvantageofthedomain-independentthinking
inimprovingreliabilityandreducingriskacrossmanyunrelateddomainsofhuman
activityhasbeenrecentlydemonstratedin(Todinov,2019).

Accordingly, the present paper focuses on an important domain-independent
methodforriskreductionbasedonintroducingdeliberateweaknessesorrepositioning
existingweaknesses.Thedeliberateweaknessesaredeliberatelycreatedweakspots
towardswhichapotentialfailureischannelled.Bychannellingfailureintoweakspots,
designedtofailinapredictableway,theconsequencesfromfailurearereduced.Should
theunfavourableconditionsoccur,thedeliberateweaknessistheonetofailandprotect
theexpensivepartsofthesystem.Inthisway,thelossesarelimited.Anotheradvantage
isthatthedeliberateweaknessesaremaintenance-freeandconstantlyreadytooperate.

Riskreductionbyintroducingweaklinksandstresslimitershasalreadybeenused
inengineeringforpreventingthestressesfromreachingdangerouslevels(Ederand
Hosnedl,2008).Familiarexamplesofdeliberateweaklinksaretheelectricalfuses
andcircuitbreakers,thecrumplezonesinroadcars,thecrashconesinracingcars,
theshearpins,thesacrificialanodesandtherupturedisksinpressurevessels.

Althoughtheweaklinkshavebeenusedwidelyinengineering,theirdiscussionin
thereliabilityandriskliteratureisverylimited,restrictedaroundthefewverywell-
knownapplicationsmentionedearlier.Althoughstandardreliabilitytextbooks(e.g.
Lewis,1996;Ebeling,1997;O’Connor2002;Dhillon2017;Modarresetal,2017)do
allocatesubstantialspacefordiscussingriskreductionmethodssuchasintroducing
redundancy, derating, eliminating common cause and condition monitoring, there
isasurprisinglackofdiscussionrelatedtoreducingriskbyintroducingdeliberate
weaknesses.

Acommonreliabilityallocationstrategyinengineeringdesignistomakeallparts
withcomparablereliabilityorstrengthandnottoleavedeliberateweaklinks.Such
is,forexample,theAGREEmethodsdescribedin(Ebeling,1997)andthemaximum
“distance”totheconstraintsstrategydescribedin(Thomson,1999).Tothebestof
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