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ABSTRACT

Thedevelopmentofcommunicationstechnologyhasenabledtheinternettobecomeanewtheatre
ofmilitaryoperations.Theinfluenceaspectsofmilitaryoperationsininformationbattlespace,
however,aredifficultbothintheoryandinpractice,especiallyconcerninginternationallaw.As
a result, there is avarietyofnational andorganizational solutionsofhow todivide tasks and
responsibilitiesbetweenauthorities.Thisasymmetrygeneratedbydifferentapproachesandrules
ofconductprovidesopportunitiesforactorswithmorerelaxedinterpretationofinternationallaw,
allowingthemtouseweaponsofinfluenceinordertopursuemilitarygoals.Inthisarticlethe
authorsaskwhethermilitaryinfluenceoperations,justlikecyberoperations,couldbetreatedas
actsofwar.Tohelpmilitariesaddressthecomplexissueofinfluenceoperations,aframework
consistingofthreecategoriesissuggested.
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INTRodUCTIoN

ThedevelopmentofcommunicationstechnologyhasenabledtheInternettobecomeanewtheatre
ofoperations.Today it isused forcommercial,political andmilitarypurposes inaddition to its
recreationalandscientificuse.Thevastpossibilitiesprovidedbythisdigitalenvironmenthavenot
goneunnoticed,andthereisagrowingbodyofevidenceshowinganincreasinguseofthedigital
sphereformilitarypurposes.

Simultaneously, the rules of military conflict seem to be challenged by the changes in the
informationbattlespace.EspeciallyintheWesternhemispherethereisagrowingfeelingoflosing
theinformationwar,orratherbeingunabletofight it.TheWest,proudof its technicalprowess,
somehowseemstostrugglewhenithastofacethehumanfactorsoftheinformationbattlespace
andsomeof itsnewfrontlineweapons.Oneof thereasonsfor this,weargue, is theasymmetry
inhowwarfare,andthustheroleofthemilitary,isperceived.Inthebroadspectrumofinfluence
projectedontargetaudiencesinvariousnations,theroleofthemilitaryasanactorvaries.Inthe
Westernhemisphere,militariestypicallyengageinarmedconflictwithinverystrictrulesofconduct.
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Weaponsofinformation,however,tendtoblurtheboundariesoftheserules.Thisblurringeffectcan
beexploitedbydoctrinallyanddigitallyagileactors.

Ifwetakealookatfuturebattlefields,wecanonlyexpecttheweaponsofinformationtoplayan
increasinglyimportantpartinachievingnationalandmilitaryobjectives.Inthisarticlewesuggest
anewframeworkformilitaryinfluenceoperations,onethatwearguewillinpartassistmilitaries
inbothunderstandingandaddressingthevariousfactorscontributingtothephenomenon.Thekey
questionsweaskusingtheframeworkiswhether(justlikecyberweapons)theweaponsofinformation
shouldactuallybetreatedasweapons,andcouldtherebesimilarrulesofconductforinformation
warsastherearefor“traditional”,kineticwarfare?Inourarticlewetakealookattherhizomatic
informationbattlespace,whatweaponsofinformationlooklike,howtheyshouldbetreatedinterms
ofinternationalconflict,andhowtheirusecouldbeattributedtoanactor.

BACKGRoUNd

Acertainutopianhype,promisingtodelivermorethanitactuallydoes,alwaysaccompaniesthe
appearance of new technology. At the same time there are fears that new technologies, such as
militaryrobots,willdestroyus.Thecommunicationtechnologiesthatdominatetoday’sinformation
battlespacearerelativenewcomers.PrintmediastartedintheWestinaroundthe17thcentury,and
theaudio-visualmediawaslargelydevelopedduringthe20thcentury.However,cellphones,laptops
andGPSasdigitalphenomenaareonly20-30yearsold,andthusitisstillquiteearlytoestimate
thelong-terminfluencetheywillhaveonthedeepcultureofsocieties.Themostimportantchange
causedbythesetechnologies,however,isthatwecarry“theonline”constantlyinourpocketsoron
ourwrists(VanDenEedeetal.,2017,p.xvii).

OnemajoradvantageprovidedbytheInternetistheglobalreachincommunications,which
isanassetforanyonewillingtoinfluencelargeaudiences.Ifwetakealookathistory,theability
toinfluencetargetaudienceshasalwaysbeenlargelydefinedbytechnology.Theintroductionof
theaircraftallowedforpropagandaleafletstobedistributedamidsttheenemycombatants,andthe
introductionofradioandTV(orratherthemassnumberofreceivers)allowedforpropagandatobe
transmittedmoreeffectivelyacrossnationalbordersorfrontlines.Thereachofthesepropaganda
meanswas,however,mostlylocal.Equally,mitigatingthesemeansofinfluencewasstillmanageable
inasense,sinceitwaspossibletophysicallyshootdowntheaircraftcarryingleafletsortocompete
in termsof transmittingpower,usingelectronicwarfare to limit the reachofhostilepropaganda
(Jowett&O’Donnell,2012).

TheabilitytocarrytheInternetwithusatalltimeshasenabledourlivestobepermeatedby
technology.Weliveinaninterconnectedworld,ofwhichweincreasinglymakesensebybrowsingthe
Internetforinformationandsharingourlivesonsocialmedia,sharingbothintentionalandunconscious
informationaboutourselves.Althoughtheabilitytochoosetheinformationweseekgivesusafalse
senseofcontrol,theinformationseekingprocessisnotobjective,assomeoneorsomethingfilters
throughthevastdigitalstorageofbillionsofrelatedtopics,articlesandcommentsforusintheform
ofvarioussearchengines.Additionally,thedigitalfootprintsweleavebehindandourdependence
ontheInternetanditsfiltersaregoldenopportunitiesforanyonewhowishestoadvanceanagenda
andshapeourperceptions(Sartonen,Huhtinen,&Lehto,2015).

Theglobalandpermeating(bothinreachandfieldsitconcerns)natureoftheInternet,combined
withoureverydaydependenceonit(includingtheInternetofThings,IoT,devices),meansthatitis
difficultto“shuttheInternetdown”,shoulditscontentsnotpleasethelocalauthorities.Thereare,
ofcourse,multiplewaysofcontrollingtheinfluxofinformation,rangingfromlegalandtechnical
meanstoinvokingsocialandpeerpressureontheuseoftheInternet.Still,thesheeramountofdata
flowingwithintheInternetmakesit,atleastforthetimebeing,hardtocontroltheinfluencesand
perceptionsthesedataflowspresent.
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