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ABSTRACT

Cyber-physicalsystems(CPS)isanexcitingemergingresearchareathathasdrawntheattention
ofmanyresearchers.However,thedifficultiesofcomputingandphysicalparadigmintroducealot
of trialswhiledevelopingCPS,suchas incorporationofheterogeneousphysicalentities, system
verification,securityassurance,andsoon.Acommonorunifiedarchitectureplaysanimportant
roleintheprocessofCPSdesign.Thisarticleintroducesthearchitecturalmodelingrepresentation
ofCPS.ThelayersofmodelsareintegratedfromhighleveltolowerleveltogetthegeneralMeta
model.ArchitecturecapturestheessentialattributesofaCPS.DespitetherapidgrowthinIoTand
CPSageneralprincipledmodelingapproachforthesystematicdevelopmentofthesenewengineering
systems isstillmissing.Systemmodeling isoneof the importantaspectsofdevelopingabstract
modelsofasystemwherein,eachmodelrepresentsadifferentvieworperspectiveofthatsystem.
WithUnifiedModelingLanguage(UML),thegraphicalanalogyofsuchcomplexsystemscanbe
successfullypresented.
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1. INTRodUCTIoN

AccordingtoRobertMinerva(Larruceaetal.,2017),“IoTasmadeoutofnetworkedsensorsand
smartobjectswhosepurposeistomeasure/control/operateonanenvironmentinsuchawaytomake
itintelligent,usable,andprogrammableandcapableofprovidingusefulservicestohumans”.And
cyber-physicalsystems(CPSs)or“smart”systemsas“co-engineeredinteractingnetworksofphysical
andcomputationalcomponents.CPStechnologiesincludetheIoT,IndustrialInternet,Smartcities,
Smartgrids,and“smart”anything(forexample,cars,buildings,homes,manufacturing,hospitals,
andappliances).ThethinlinedifferencebetweenIoTandCPSisIoTincludethosesituationsinwhich
smartobjectsorthingsinteractwiththeirenvironmentintelligentlyandprovidevaluetostakeholdersor
customers.So,alltheseaspectsshouldbetakenintoaccountfromasoftwareengineeringperspective.
IdentifiedobjectsinanIoTsystemcanstillbenetworkedtogethersoastocontrolacertainscenarioin
acoordinatedway,inwhichcaseanIoTsystemcanbeconsideredtogrowtothelevelofaCPS.The
IoTisseenasanenablingtechnologyforCPSorCPSoS(SystemofSystems)(Xabeiretal.,2017;
Borjaetal.,2017;Reggio,2018;Thramboulidis&Foradis,2015).ThemergingofIoTandCPSinto
closed-loop,real-timeIoT-enabledcyber-physicalsystemsisseenasanimportantfuturechallenge.
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Cyber-PhysicalSystemscanbeconsideredasthenextgeneralofEmbeddedSystems(Quadriet
al.,2015).Inrecentyears,thegrowthofconnectedCyber-PhysicalSystems(CPSs)andInternetof
Things(IoT)deviceshasincreasedtremendouslyduetotheavailabilityofhigh-capacitynetworks
(3Gand4G/LTEnetworks),advancedsensors(e.g.RFID,NFC,etc.),protocols(e.g.IPv6,MQTT,
etc.),mobileInternetandwearabledevices.Thisparadigmshiftwillaccelerateincomingyearsto
drivethenexttechnologicalrevolutionforCPSs,whereaplethoraoflight-weightinterconnected
deviceswillbeabletointeract,communicateandsharevastamountsofdata(Quadrietal.,2015).

ThespreadofIoT(InternetofThings)(Afzaal&Zafar,2017;GonzálezBustamanteetal.,2014;
Guptaetal.,2016;Hafidhetal.,2017;Thramboulidis&Foradis,2017)categorizedintoatypeof
cyber-physicalsystemmakesfuturesystemslargerandmorecomplexthanever.Variouscomponents
suchascloudservices,edges,devicesandenergysuppliersplayimportantroleswhenconstructingan
IoTsystem.Moreover,componentsinsuchsystemshavevariousrelationshipstoothercomponents.
Hence,a simple specificationnotation forgraspingsuch relationships is sought forarchitectural
designofIoTsystems.

Asfarastheexamples(Jiang,2018;Tanetal.,2018;Yuetal.,2012;Karsai&Sztipanovits,
2008)ofcyber-physicalsystemsareconcerned,letusconsideradriverlesscarthatisproficientof
sensingitsenvironmentandmovingwithlittleornohumanintervention.Theseautonomouscars
havevarietyofsensorstoperceivetheirsurroundingenvironmentlikeradar,computervision,sonar,
GPSetc.Advancedcontrolsystemstakesensoryinformationtoidentifypropernavigationpaths,
aswellasobstaclesandrelevant trafficor roadsigns.Anotherexample isamedicalmonitoror
physiologicalmonitorisamedicaldeviceusedformonitoring.Itconsistsofoneormoresensors,
processingcomponents,displaydevicesaswellascommunicationlinksfordisplayingorrecording
theresultselsewherethroughamonitoringnetwork.Themonitoringmaybecardiacmonitoring,
bloodglucosemonitoring,neurologicalmonitoringetc.

Thedesigningofsuchsystemsisimpossiblewiththeclassicalapproach(Karsai&Sztipanovits,
2008)–thedesignofthephysicalandcomputationalaspectsisanintegratedactivity.Sincedesign
isacreativeprocessinvolvingdesigndecisions,hencedesignmadeinonephase(e.g.selectingthe
schedulingtechniqueusedin theembeddedsoftware) interactswith thephysicalcomponentand
hasintensesignificancesonthedynamicpropertiesofthewholesystem.Ithasbeendebatedthat
thedesignofsuchsystemscouldonlybeaccomplishedbytakinganintegratedperspectiveandco-
designingthephysicalwiththecomputationalpart.

AgeneralorunifiedarchitectureplaysanimportantpartintheprocessofCPSdesign.This
article introduces the architectural modeling representation of CPS which captures the essential
attributesofaCPS.DespitetherapidgrowthinIoTandCPSageneralprincipledmodelingapproach
forthesystematicdevelopmentofthesenewengineeringsystemsisstillmissing.Systemmodeling
is theprocessofdevelopingabstractmodelsofasystem,witheachmodelpresentingadifferent
view or perspective of that system. System modeling plays an important role in representing a
systemusingsomekindofgraphicalnotation,whichisnowalmostalwaysbasedonnotationsinthe
UnifiedModelingLanguage(UML).Theimportanceofthearchitecturalsystemmodelinghasledto
developmentofOMGSysML(Karsai&Sztipanovits,2008;Feileretal.,2006;Holt&Perry2008)
widelyusedforsystemsengineering,andArchitectureAnalysisandDesignLanguage(AADL)(Karsai
&Sztipanovits,2008;Feileretal.,2006;Holt&Perry,2008),Modelica(Grajaetal.,2018),MontiArc
(Ringertetal.,2015)formodelingofhardwareandsoftwarearchitecturesinembeddedsystems(Zhu
etal.,2014).Thishelpstheanalysttounderstandthefunctionalityofthesystemandmodelsareused
asapartofcommunicationtoolwithstakeholderorcustomers.Thedifferentperspectivesofsystem
modelingare:Anexternalperspective,wherewemodelthecontextorenvironmentofthesystem.An
interactionperspective,thefocuswillbeontheinteractionsbetweenasystemanditsenvironment,or
betweenthecomponentsofasystem.Astructuralperspectivecapturestheorganizationofasystem
orthestructureofthedatathatisprocessedbythesystem.Abehavioralperspective,wherewemodel
thedynamicbehaviorofthesystemandhowitrespondstoevents.
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