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INTRODUCTION

The Internet of Things (IoT) is a concept that describes the large and growing number of digital devices
that operate between networks of potentially global scale. Unlike the conventional Internet, in which
interaction is essentially performed by people, 10T is composed only of sensors and other intelligent
devices (Chou, 2016). Therefore, we are facing a technological revolution that includes the interaction
between objects and simple actions of daily life to the most complex processes of organizing entire
industrial productions. IoT provides new and innovative ways for organizations to manage and monitor
remote operations (Vermesan & Friess, 2014). Conceptually, it offers the possibility of connecting the
physical world with the digital world through the Internet.

Significant social and material vulnerabilities can appear with the advancement of IoT. The Internet
exposes people to new risk situations, which although they already exist in the physical world, are en-
hanced in the virtual world, due to the greater exposure and range that technologies provide. Several risks
may arise due to IoI”’s lack of privacy and security. For example, hackers can open the door of a house
remotely by knowing access security codes, can know user behaviors through access to the network of
home light sensors or temperature sensors, can spy a person through access to security cameras, etc.
(Eastwood, 2017; Karlov, 2017). Therefore, it is critical that IoT provides strong security mechanisms
in a way that the benefits of this technology could be safely exploited by people.

The large network of connected devices and the enormous flow of data that IoT will generate turn
data security and privacy a fundamental challenge. In this sense, this study aims to characterize how
IoT service providers address the challenge of data privacy and security. By conducting case studies
with leading companies in this sector we seek: (i) to identify the main privacy risks that IoT devices
can expose; (ii) analyze the main privacy and security barriers in IoT devices; and (iii) propose counter-
measures that can be adopted by companies and users to increase the security of IoT. The manuscript is
organized as follows: initially a literature review on the concept of IoT and security and data protection
is performed. After that, the adopted methodology is presented. Consequently, the main identified solu-
tions and recommendations are presented and discussed. After that, some indications for future research
are given. Finally, the main conclusions are drawn.

DOI: 10.4018/978-1-5225-9715-5.ch051

Copyright © 2020, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.




Privacy and Security Challenges in the Internet of Things

BACKGROUND
Concept, Evolution and Technologies of loT

IoT is a concept in which the devices and objects of our day-to-day life are equipped with sensors ca-
pable of intelligently communicating between them. According to Hanes et al. (2017) a “thing” in the
context of the IoT is a connected object which may be, for example, a person with a heart monitor, an
industrial tank with level sensors, a car with sensors that warn of tire pressure, a public lighting of a
city, an outlet at home, or any other natural or man-made object. IoT collects information from various
devices (computers, vehicles, smartphones, traffic lights, etc.) and applications (anything from a social
media application like Twitter to an e-commerce platform, from a production system to a traffic control).

IoT has the potentiality to transform the way we live, work and learn. It is the beginning of a cycle of
technological renewal that will aid in the optimization and automation of basic daily tasks. In addition,
it may bring important information for the public benefit, and for private companies to be more assertive
in their products and services rendered. The virtual connection of data, people, processes and things
promises to create a world of new economic opportunities, including Smart Cities, Smart Environment,
Smart Metering, Security & Emergencies, Retail, Logistics, Industrial Control, Smart Agriculture, Smart
Animal Farming, home automation and e-Health (Talari et al., 2017). For Kash (2014), some practical
examples of IoT application are:

e Intelligent parking systems for cities will provide real-time visibility into the availability of park-
ing spaces throughout the city;

e  Teleworking can eliminate the daily path of the workplace, allowing employees to work from
home. In remote locations, it would reduce costs and improve productivity for employers and em-
ployees. The impacts would result in reduced employee spending, office maintenance and clean-
ing, increased employee retention, increased productivity and new job opportunities;

Intelligent transportation solutions improve traffic flows and reduce fuel consumption;
Intelligent power grids more efficiently connect renewable resources, improve system reliability,
and consumers are charged based on the efficiency of the operation;

e  Through intelligent medicine, doctors and hospitals can receive and organize data from connected
medical devices, including wearable and health monitors installed in patients’ homes. By receiv-
ing the data in real-time, medical professionals thus obtain more complete information of their
patients, improving care through more effective diagnoses and treatments;

e  Machine monitoring sensors diagnose and anticipate pending maintenance problems and lack of
stock.

IoT encompass every aspect of our daily lives, because it literally enables billions of things to be con-
nected anytime, anywhere, to anything or any person. Its applications are many, such as smart houses,
connected cars, energy systems, agriculture, transport, health, etc. A single technology cannot effectively
meet all the needs of IoI’s many applications. Therefore, although some objects use wired connections
like Ethernet, Wireless communication technologies play a crucial role in enabling IoT connectivity.
According to Kranz (2016), an ideal IoT communication network will be a mixture between the two
types, Wired and Wireless. Several technologies can be used in IoT, respectively:
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