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ABSTRACT

The Internet has dramatically transformed our lives in the past generation; and as our society has become
dependent on information technology and more and more of our sensitive information is stored and trans-
ferred in electronic form, greater attention is being paid to privacy and security concerns. Governing bodies
from states to national entities have passed laws and regulations that are designed to address and impact
security and privacy practices. In this article we will examine the laws and regulations of the United States
and the European Union (EU) in relationship to the issue of information security and privacy.
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INTRODUCTION

Administrators responsible for securing data
and applications have two main goals. One is
to prevent unauthorized access to information
technology (IT) resources, suchas aconsumer’s
orpatient’s information. The other is to maintain
IT services so that they are kept up-to-date.
To address the first goal, access controls
are an obvious tool for preventing unauthorized
access; butless obvious practices, such as audit-
ing for unauthorized hardware, are also impor-
tant. As an example, consider an unauthorized

wireless access point in an office transmitting
confidential consumer or patient information
over an unencrypted Wi-Fi network. Anyone
with a wireless network card could intercept
the traffic. This highlights the fact that all the
effort that went into defining, implementing,
and managing access control policies could
easily be circumvented.

The second goal of the administrator is
the maintenance of IT services. This generally
requires a multifaceted approach that includes
firewalls and intrusion detection systems, as
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well as antivirus services, scanning for vul-
nerabilities, and system configurations for
controlling system security. Another important
measure is to ensure that operating systems are
appropriately patched. Both of these goals are
important to protect information and for the
network to function effectively. If guidelines,
policies, and management recommendations
are not followed, systems are vulnerable to
security breaches that can range from simple
nuisances, such as the implanting of spyware
that slows the performance of desktops, to the
crippling of networks through a distributed de-
nial-of-service (DoS) attack that can effectively
disable network services.

Of course, these in-house measures are
necessary but in themselves insufficient to
guarantee full security and protectionintoday’s
world of ever-expanding Internet use. As in
every other aspect of our modern lives where
communication and exchange occur between
individuals, institutions, agencies, and busi-
nesses, the government has had to step in to
regulate and legislate proper use and protection
from abuse of the technologies that facilitate
that communication.

To reach these aforementioned goals and
repair breaches, systems administrators must be
aware of and address current laws, directives,
and regulations dealing with privacy and secu-
rity issues. Certainly, the growth of the Internet
as afile storage and transfer medium has forced
society to reexamine the notions surrounding
privacy and security.

This reexamination is especially necessary,
as the use of the Web permeates our society,
and the skills of those who use the Internet for
criminal purposes also become more and more
sophisticated. This in turn necessitates increas-
ingly sophisticated and restrictive legislation
and regulation in an attempt to maintain the
clearly beneficial uses of the Internet, while
keeping the forces of abuse and the temptation
to violate privacy rights at bay.

To further complicate the issue, defini-
tions of “privacy” protection differ depending
on the country or the area of the world. In the
United States protection of privacy is grounded

in the protection of “liberty.” In United States
it is understood that privacy is ensured only
when the government does not interfere. As a
consequence of this conception of privacy as
liberty, the legal framework for privacy in the
United States is disjointed and piecemeal. The
legal theory connecting the various protec-
tions of privacy is disjointed; several branches
of law have developed, all growing from the
seed of privacy protection but based on differ-
ing theories of what should be protected (De
Vries, 2003).

In the European Union, however, the
approaching to the question of privacy relies
on the “dignity” of the individual. This legal
framework responds to the concept of protec-
tion of privacy as protection of dignity which is
different from the protection of liberty. Dignity
isasocial concept, whereas liberty is a political
value. To protect dignity is to protect a certain
social status, a certain image of one that society
holds. Following Levin and Nicholson (2006),
the concept of privacy as dignity explains much
about Europeans” aggressive position on private
sector regulation as well as their relative lack
of concern over government intrusion.

These two differing approaches to the
concept of privacy explain the differences
between United States and European Union
in their regulation. While the European Union
centrally supervises the private sector’s use
of personal data, the regulation of the private
sector is minimal in the United States (Levin &
Nicholson, 2005). It is beyond the scope of this
article to deal fully with both systems.

For the purpose of our research we focus
our attention on the security and privacy of
information in the electronic communications
sector. Therefore, it is the purpose of this article
to provide a brief overview of the development
ofthe Internet and to review certain major laws
in the United States and the European Union
that demonstrate the attempts to control secu-
rity while protecting privacy. In particular, we
will focus on the 2006 EU Directive which is
significantbecause notonly does itamend Direc-
tive 2002/58 EC (2007), but it also prioritizes
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