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ABSTRACT

Growthofmobiledevicesuseshasfavoredtheuserexperiencewithdifferentdigitalplatforms,from
basicactivitiessuchassendingmessages,phonecalls,takingpicturesforsocialnetworks,email,
bankaccountmanagement,andcommerce.Thesearesomeexamplesofdailytasksperformedfrom
mobiledevices,whichmakesitessentialtoprovidesecurityofinformation.Therefore,privacyof
storedinformationhasbecomeamainpointinthedevelopmentofmobiledevices.Thisarticlepresents
researchabouttheimpactthatmobiledeviceshaveinpeople’slivesandthepresenceofbiometric
systemsinthiskindofdevice.Papersrelatedwithbiometricsonmobiledeviceswereexaminedto
findwhichdeviceshaveintegratedbiometricsystems;inadditiontoidentifyingbiometricfeatures
usedtoauthenticatepeopleandfindoutwhatmobileplatformswerecreatedfor.Itwasfoundthatthe
smartphoneisthedevicewithmorebiometricssystems,andfingerprintsarethemostusedfeature;
also,thattheAndroidoperatingsystemisthemostwidelyusedmobileplatformforthesepurposes.
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INTRoDUCTIoN

Currentlytheuseofmobiledeviceshasbeenexcitingenormousboomdue,toagreaterextent,to
theweightandsizeofthesedevices,whichoffersthepossibilitytotakethempracticallyanywhere;
toitsabilitytoconnecttotheinternetandotherdevices;besidesitscostsareaccessible.Duetothe
advancetechnological,mobiledeviceshandledifferenttypesofinformationsuchas:personal,health,
banking,andlabor,amongothers;thisimpliesthatyourlevelofsecuritymustbesufficienttomaintain
theprivacyofdevicecontent.Varioussecuritymechanismshavebeenusedintheprotectionofthe
informationofthedevicesmobilephones,includingpasswordsandpatterns.However,thereisa
riskthattheusermayforgetthemorthatsomeoneelsestolenandusesthem(Yang&Bal,2012).To
dealwiththissituationthereareothermeansthatprovidethepossibilitytoprotectthecontentofthe
devicemorereliablewaythantypicalmethods;andthesearebiometricsystems(Tao&Veldhuis,
2010;Ben-Asher,Sieger,Ben-Oved,Kirschnick,Meyer,&Moller,2011).

Biometric Systems
Biometricsystemsuseautomatedmethodstorecognizeorverifyaperson’sidentitybasedonphysical
characteristics(face,fingerprint,irisandfingerknuckleprint),orbehavioralcharacteristics(voice,
signature, gait) (Jain, Ross, & Prabhkar, 2004). A biometric recognition system consists of the
followingstagesasshowninFigure1:
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• Acquisition:thebiometricfeatureisacquiredfromuserthroughadevice.
• Pre-processing: the acquired data are processed to locate the used biometric pattern, which

involvesremoveinformationthatdoesnotbelongtothebiometriccharacteristic.
• Extractionofcharacteristics:theresultsextractbythepreviousstagefromuser’scharacteristics

areconvertedintonumericalcharacteristics.
• Classification:theextractedcharacteristicsarecomparedtothepreviouslystoredpattern.
• Takedecision:thisphaseisusedtomakethefinaldecisionabouttheidentityoftheuser.

Biometric Traits
The identityofapersoncanbeknown through its featuresorbiometriccharacteristics,whether
physicalandbehavioral.Thephysicalfeaturesinclude,forexample:theface,thefingerprint, the
iris,theretina,handgeometry,fingerknuckleprintandtheear.Thebehavioraltraitscontain:the
voice,thewriting,gait,thewayinwhichuserputspressureonthescreenorkeyboardofthedevice
(keystroke),amongother.

Biometric Systems in PDA
ThenumberofpeopleusingPDA(PersonalDigitalAssistant)issmallerascomparedtothosewho
usedeviceslikesmartphone(10millionPDA’s:hundredsofmillionsofsmartphones).However,it
mustmaintainthesafetyofthedevicesandanalternativetothisistoincludebiometricsystemsin
thePDAsforprovideprotectiontouserinformation.Amongthebiometricfeaturesmostlyusedin
thesetypesofdevicesarefound:writingandkeystrokes(Clark,Furnell,&Reynolds,2012;Zoebisch
&Vielhauer,2003).

Biometric Systems in Smart -phones and Tablets
Currently,smartphonesarethemostusedmobiledevices(Clark,Furnell,&Reynolds,2012);maintain
theprivacyofuser’scontenthasbecomeasensitivetopicandcompanyareresponsibleforproducing
thesuchapplicationanddeviceswhichremainsafeandsecure.Thebiometricsystemsintegrated
intothesedevicesareanalternativeforthesafetyofthese.Amongthemostusedbiometricfeatures
inthesemobilesare:theface,thefingerprint,theiris,thevoice,andkeystroke.Toimplementthese
biometricfeaturestherearesomepartsofthedeviceare:thekeyboard,theaccelerometer,theglobal
positioningsystem(GPS),thecameraandthemicrophone(Yang&Bal,2012;Saevanee,Clarke,&
Furnell,2012;Vildjiounaite,Makela,,Lindholm,Kyllönen,&Ailisto,2007;Trewin,Swart,Koved,
Martino,Singh,&BenDavid,2012;Derawi,Nickel,Bours,&Busch,2010;Derawi,Yang,&Busch,
2012;Ijiri,Sakuragi&Lao,2006;Seo,Kim,&Kim,2012;Kang,2010;Kurkovsky,Carpenter,&
MacDonald,2010;Kwapisz,Weiss,&Moore,2010).

Biometric Systems in Smart watches
Thebiometricsystemsincorporatedinmobilephonesaremainlyfocusedonsmartphonesandtablets
devices,howeveranewopportunitywiththeuseofsmartwatches.Thesmartwatchesgainpopularity
amongpeoplethankstothefactthattheypresentanewwayofinteractingwiththeapplicationsbecause
thetechnologyofamobiledeviceisliterallywithinreachofthehand;besidesthattheyhaveprograms
suchas:messaging,multimedia,weatherprediction,likewisehaveapplicationsdedicatedtomonitoring
thestateofhealthoftheuser,amongothers.Astheconsumptionofthesedevices,manufacturers

Figure 1. Phases of a biometric system
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