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ABSTRACT

Thearticletoassesseswhetheritmaybepossibletorecommendasolutiontoenableautomationof
theprocessofdetectionandfaultmanagementofcommonconclusiveloss-of-connectivitylast-mile
outages,withintheaccessnetwork.Toascertaintheutilityoftheresearch,UKbasedMPLSVPN
managedserviceproviders,theirfaultmanagementstaffandtheirbusinesscustomers,weresurveyed
usingonlinequestionnairesfortheirviews.UKpublicInternetuserswereadditionallysurveyedviafive
UKInternetforums.UKcommunicationprovidersofferingMPLSVPNsolutionswerecharacterised.
Accessnetworkconnectivitytechnologiesandfaultmanagementfunctionswerecompared,contrasted
andanalysed.Anaspirationforthesolutiontobebeneficialtothelargestpotentialpopulation,meant
thatcurrentnon-proprietaryInternetStandardtechnologieswereselected,justifiedandidentified
whichcouldberecommendedforuse. Itwasfound thatof theparticipatingsurveyrespondents,
two-thirds were in favour of automation. Many current communication provider processes were
foundtobemostlyautomated.Thearticleconcludeswithrecommendationsofhowanautomated
solutioncouldpotentiallybeenabled.Thisinvolvesfurtheruseofbusiness-to-businessinterfacing
betweencommunicationproviders,automationoftheirFaultManagementSystemsandintroducing
Bi-Directionalforwardingfordetectionbetweenlast-mileactivenetworkelements.
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1. INTRODUCTION

In the field of Internet connectivity and wide-area-networking, communication providers (CPs)
shouldnotbecomplacentabouttheneedtoensureend-to-endconnectionavailabilityforconnectivity
servicessuppliedtotheircustomers.ItwasreportedinOctober2013thatanumberofbusinesses
lost critical voice and data services, when storms knocked down several telephone poles in the
localaccessnetwork.Onecompanywasquoted,“Sofarithascostusover£6,000sincelosingthe
connection”(Knowles,2013).Geographically,accessnetworks(T822a,2003)reachmostruraland
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urbanareas.Oftenutilisinglegacynationaltelephonyinfrastructure,anaccessnetworkconnectswith
aregionalcommunicationnetworkatapoint-of-presence(POP)location,oftenalocaltelephone
exchange.WithinaPOP,orwithinaspecialisedcabinetdeepwithintheaccessnetwork,aggregation
nodeequipment isused toconvergesinglecustomerconnectionsontoshared trunkcabling.The
communicationsinfrastructurebetweentheCPaggregationnodeandthecustomerpremisesisknown
asthe‘last-mile’.Manybusinessesandthegeneralpublicareunlikelytoinvestinlast-milebackup
connectionsduetotheexpenseinvolved.Occasionallyacustomermayexperiencealast-mileloss-of-
connectivityoutageandneedtocontacttheirCP(Jinetal,2010).ACPfaultmanagementteamthen
initiatesmanuallyselectedtestsinanattempttodiagnosethecauseoftheoutage.Manyoutagesare
causedbycommonconclusivefaults(BendoudaandHaffaf,2019).Theprocessofverballyinforming
CPsofoutagesandthemanualfaultmanagementfunctionsundertakenbyCPengineerspotentially
increasetheoutagerestorationtimebydays.Outagesincurcosts.Thesooneranoutageisdetected
andresolvedthelowerthecostsincurred(Ayoubi,2018).

Themainjustificationfortheresearchisbasedonthebenefitstowideareanetwork(WAN)
connectivityusers.Notallbusinesscustomersareabletoaffordtobuildresilienceintotheirnational
andinternationalnetworks.Resilienceisexpensive(WosinskaandChen,2009)andoftenusedfor
‘highvalue’sites.Forexample,nationalstorechainssuchacharityshops,maynotaffordtohave
last-milebackuplinks toeachof theirsites.Customersorusersof the last-mileconnectionmay
experiencelossoftrade,connectivitytoorganisationalcentraldataprocessingsystems,telephony,
staffproductivity,staffconfidenceinWANnetworkadministrationandlossofclientconfidence.
TheCPmayexperiencecompensationpaymentsresultingfrombreachedServiceLevelAgreement
(SLA),blightedbrandreputation,lossofinvestor(Bharadwayetal.,2009)andcustomerconfidence.
Andcostsincurredduetoincorrectlyinstigatedengineeringvisits.Thecostisrelativetothetime
anddurationoftheoutage(Lyonsetal.,2012).Thesecostsmaybemitigatedbyremovingtheneed
forcustomerstocontacttheirCPandforCPfaultmanagementstafftomanuallydiagnosecommon
last-mileoutages.Withanautomatedsolutionalast-milecustomercouldbeassuredtheCPwould
diagnoselast-mileconnectivityoutagesontheirconnectionwithoutbeingcontactedandbeassuredthat
last-mileoutagesmaybedealtwithpromptlyandefficiently.Inaddition,withanautomatedsolutiona
CPcouldreducecompensationpayments(Hajdarbegovic,2013)forbreachedSLAs,arrangeformore
timelyrepairsandreducemistakenengineercalloutsandremovebasictediouscommondiagnostic
tasksfromfaultmanagementstaffprocessespermittingthemtospendmoretimeoncomplexfault
issues.Oppositionmaycomefromproprietaryfaultmanagementsystemmanufacturerswhomay
havedesignedautomatedsystemsbasedonspecificunderlyinghighvalueconnectivitytechnologies
suchasEthernet.Accessnetworkequipmentmanufacturersmaynotacceptthevaluetobegained
inaddingadditionalfunctionalitytotheirdevices.CPsmaynotrealisethesavingstobegainedin
introducingmoreautomationtotheirbusinessenvironment.Faultmanagementstaffmayfearfor
theirrolesduetotheintroductionofautomation.

Therefore,thisresearchisfocusedonUnitedKingdombased,last-milefixed-lineWANaccess
networkconnectivitytechnologiesandtopologies.Thesetechnologiesmaytransmitdataand/orvoice
traffic.Thediscussionfocusesprimarilyonthepowered(active)elementsutilisedwithinlast-mile
connectionslocatedbetweenthecustomerpremisesequipmentandaCPsPOPequipmentincluding
elementssuchasaggregationnodeequipment.Onlylast-mileconnectivityoutagesareresearched.
Otherconnectivityissuessuchasperformancewillnotbeincluded.Metallicleasedlinesarenot
includedastheyarebeingphasedoutbyfibreEthernet(Ofcom,2012).Theresearchisrestrictedto
investigatingonlythoseCPsinvolvedintheprovisionandfaultmanagementassuranceoflast-mile
andaccessnetworkconnectionswhicharephysicalmediaconnectivityCPs,wholesaleconnectivity
CPsandmanagedserviceproviders(MSP)whoofferMulti-ProtocolLabelSwitching(MPLS)virtual
privatenetworks(VPN)solutionstobusinesscustomers(Nyasuluetal.,2018).Primarydatahasbeen
sourcedfromorganisationsprovidingandusingMPLS/IPVPNsolutionsthatmayhaveatleastone
MPLSVPNconnectedsiteintheUK.DetaileddiscussionofMPLSandMPLSVPNisout-of-scope.
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