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ABSTRACT

The authors implement common attacks on a DNS server and demonstrate that DNSSEC is an
effectivesolutiontocounterDNSsecurityflaws.Thisresearchdemonstrateshowtocounterthezone
transferattackviathegenerationofDNSSECkeysonthenameserverswhichpreventattackersfrom
obtainingafullzonetransferasitsrequestforthetransferwithoutthekeyswasdeniedbytheprimary
server.ThisarticlealsoprovidesadetailedscenarioofhowDNSSECcanbeusedasamechanism
toprotectagainsttheattackifanattackertriedtoperformCachePoisoning.Theauthorsultimately
showthataDNSSECserverwillnotacceptresponsesfromunauthorisedentitiesandwouldonly
acceptresponseswhichareauthenticatedthroughouttheDNSSECchainoftrust.
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1. INTRoDUCTIoN

DNSisacriticalpartofnetworkandinternetworkinfrastructure.However,itisvulnerable,and
attackers have exploited vulnerabilities within the protocol to launch various kinds of attacks
againstit(Gupta,2018).TheDNSprotocoldoesnotprovideoriginofdataforauthenticityandit
alsolacksthemechanismtoprovidedataintegrity.Takingadvantageofthesevulnerabilities,the
attackerscanforgetheDNSrecordsanddirectlegitimateclientstomaliciousdomainstofulfil
theirownvestedinterests.Toovercometheproblemsoforiginauthenticationanddataintegrity,
DNSSECwasproposed.Itistheresultoffocusedandcontinuouseffortsofthesecuritycommunities
tosecuretheDNSprotocol(Krishnaswamyetal.,2009).DNSSECsolvesthesevulnerabilities
whereinsecurityparametersareaddedtotheDNSresponsesfromtheserverwhichallowsthe
client toverify that the responsesoriginated from the intendedserverand that thedata in the
responsesisnotforged.Overthepastdecade,attacksontheInternetandprivatenetworksareon
therise.Attackerslookforvulnerabilitieswithinprotocolsandsoftware,whichinturnassistthem
inexploitingthosevulnerabilitiestolaunchattacks(Stergiouetal.,2016;Tewari&Gupta,2017;
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Memosetal.,2017).TwoofthemostfundamentalandpopularattacksagainsttheDNSprotocol
areCachePoisoningandMan-in-the-Middle(MITM)attacks.InaCachePoisoningattack,the
DNSserverismanipulatedinawaysothatitacceptsandstoresfalsedatainitscache.Thisdata
doesnotcomefromanauthoritativeDNSserverbutinsteaditcomesfromamalicioususerwho
triestocorrupttheDNSservercachebyprovidingfalseinformation.BestpracticeforDNSserver
administratorsistorandomizetheUDPsourceportnumberfromwhichcachingDNSserverssend
outquerypacketsasamitigationagainstcachepoisoningattacks.Ineffect,theUDPportused
foraqueryshouldnotbethedefaultport53,butinsteadaportrandomlychosenfromtheentire
rangeofUDPports(lessthereservedports).ThisUDPsourceportrandomization(SPR)makes
itmoredifficultattackerstoguessqueryparameters(RFC5452,2009).

OncetheDNSservercachehasbeencorrupted,thefalseinformationwillremaininthecache
untiltheTimetoLive(TTL)expires.Thisattackhasadverseeffectsontheclientswantingtoaccess
thedomainnamesfromtheservers.DNSdatathatisprovidedbynameserverslackssupportfordata
originauthenticationanddataintegrity.ThismakesDNSvulnerabletomaninthemiddle(MITM)
attacks,aswellasarangeofotherattacks(AriyapperumaandMitchell,2007).InMITMattacks,an
attackercaninterceptandmodifythenetworktrafficbetweentheresolverandtheserver.Thisoccurs
becausetheDNSprotocoldoesnotprovideintegritychecksandhenceitispossiblefortheattacker
tointerceptandmodifythedatawithinDNSrequestsorresponses.In2018,amajorDNSspoofing
attacklefttheMyEtherWallet(MEW)servicecompromised(Nation,2018).

ThepurposeofDNSSECistoaddsecuritymechanismssuchasoriginauthenticityanddata
integritytomakesurethattheuserscanverifytheoriginofthedataandbeassuredthatthedata
has not be tempered with by anyone from its inception to reception. DNSSEC was designed to
mitigatetheCachePoisoningattacksagainstDNS(Yuetal.,2011;Gupta,2016).Italsoaddresses
theproblemsofMan-in-the-Middleattacks.DNSSECaddsdigitalsignaturestotheresponsesbythe
serverandhenceprotectsclientsfromdeceptionbythemalicioususerwhoprovidefalsedata(Zouet
al.,2016;Plagerasetal.,2018).ThisisachievedbytheintroductionofnewResourceRecord(RR)
typessuchasDNSKEY,DS,NSEC,RRSIGandothernewrecords(Larsonetal.,2005).Forensics
playasignificantroleindeterminingthenatureoftheattacksonsystems.Properdeploymentand
useofforensictoolscanmitigatethoseattacksandprovideameanstospecifythetypeanddegreeof
theattacks.Consequently,theinformationgainedduringtheforensicinvestigationcanthenbeused
bythesecurityexpertstoplancountermeasuresagainsttheattacks.(ShulmanandWaidner,2014)
claimthatDNSSECisnotonlythemostappropriatedefencemechanismagainstCachePoisoning
attacks,butitalsoprovidesameanstocarryoutanalysisoftheattacksanddeliversevidencebased
ontheinformationgained.DNSSEChasbeenaroundformorethanadecade,butmuchresearchhas
focusedmoreonthechallengesindeployingDNSSEC,theoperationalimpactsandperformanceof
deployingDNSSECinsteadofprovidingpracticalsolutionsusingDNSSECasamitigationmechanism
againstDNSattacks.WethereforedemonstratetheimplementationofpracticalattacksagainstDNS
andtheirpreventionusingDNSSEC.

In thispaper,weperformattacksonDNS,showmitigationsusingDNSSECanddetermine
whetherthecapturednetworkdatacanbeusedasamechanismtocreateafingerprinttoidentifyan
attack.ThenoveltyliesspeciallyinhowweshowhowaZoneTransferattackcanbecounteredwith
DNSSECkeyspreventingattackersfromobtainingafullzonetransferandhowaCachePoisoning
canbepreventedusingtheDNSSECchainoftrust.Theresearchquestionsare:

RQ1: What effect does cache poisoning and man-in-the-middle attacks have on the DNS
messagesinterchange

RQ2:HowcantheseattacksbemitigatedusingDNSSEC?
RQ3:Doesthecapturednetworkdataprovideanopportunitytocreateanattackfingerprintand

provideamechanismtoidentifytheattack?



 

 

21 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/article/a-demonstration-of-practical-dns-attacks-

and-their-mitigation-using-dnssec/249154

Related Content

Collaborative e-Learning and ICT Tools to Develop SME Managers: An

Italian Case
Genoveffa (Jeni) Giambonaand David W. Birchall (2012). Wireless Technologies:

Concepts, Methodologies, Tools and Applications  (pp. 1606-1617).

www.irma-international.org/chapter/collaborative-learning-ict-tools-develop/58858

A Simulation Framework for the Evaluation of Frequency Reuse in LTE-A

Systems
Dimitrios Bilios, Christos Bouras, Georgios Diles, Vasileios Kokkinos, Andreas

Papazoisand Georgia Tseliou (2014). International Journal of Wireless Networks and

Broadband Technologies (pp. 56-83).

www.irma-international.org/article/a-simulation-framework-for-the-evaluation-of-frequency-reuse-

in-lte-a-systems/115590

Increasing Spatial Awareness by Integrating Internet Geographic Information

Services (GIServices) with Real Time Wireless Mobile GIS Applications
Ming-Hsiang Tsouand Ick Hoi Kim (2012). Wireless Technologies: Concepts,

Methodologies, Tools and Applications  (pp. 624-637).

www.irma-international.org/chapter/increasing-spatial-awareness-integrating-internet/58808

DMT Optimal Cooperative MAC Protocols in Wireless Mesh Networks with

Minimized Signaling Overhead
Benoît Escrig (2011). International Journal of Wireless Networks and Broadband

Technologies (pp. 56-72).

www.irma-international.org/article/dmt-optimal-cooperative-mac-protocols/53020

A Demonstration of Practical DNS Attacks and their Mitigation Using

DNSSEC
Israr Khan, William Farrellyand Kevin Curran (2020). International Journal of Wireless

Networks and Broadband Technologies (pp. 56-78).

www.irma-international.org/article/a-demonstration-of-practical-dns-attacks-and-their-mitigation-

using-dnssec/249154

http://www.igi-global.com/article/a-demonstration-of-practical-dns-attacks-and-their-mitigation-using-dnssec/249154
http://www.igi-global.com/article/a-demonstration-of-practical-dns-attacks-and-their-mitigation-using-dnssec/249154
http://www.igi-global.com/article/a-demonstration-of-practical-dns-attacks-and-their-mitigation-using-dnssec/249154
http://www.irma-international.org/chapter/collaborative-learning-ict-tools-develop/58858
http://www.irma-international.org/article/a-simulation-framework-for-the-evaluation-of-frequency-reuse-in-lte-a-systems/115590
http://www.irma-international.org/article/a-simulation-framework-for-the-evaluation-of-frequency-reuse-in-lte-a-systems/115590
http://www.irma-international.org/chapter/increasing-spatial-awareness-integrating-internet/58808
http://www.irma-international.org/article/dmt-optimal-cooperative-mac-protocols/53020
http://www.irma-international.org/article/a-demonstration-of-practical-dns-attacks-and-their-mitigation-using-dnssec/249154
http://www.irma-international.org/article/a-demonstration-of-practical-dns-attacks-and-their-mitigation-using-dnssec/249154

