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ABSTRACT

Pastbehaviorresearchoverwhelminglyfocusedoninformationsecuritypolicycomplianceandunder
exploredtheroleoforganizationalcontextinshapinginformationsecuritybehaviors.Toaddressthis
researchgap,thisstudyintegratedtwothreadsofliterature:organizationalculture,andinformation
security behavior control, and proposed a framework that integrates mid-range theories used in
empiricalresearch,connectsthemtoorganizationalculture,andpredictsitsroleininformationsecurity
behaviorcontrol.Consistentwiththecultural-fitperspective,thisframeworkshowsthatinformation
securitypolicycompliancefitshierarchicalcultureandtheapproachofpromotingpositive,proactive,
andemerginginformationsecuritybehaviorsfitsparticipativeculture.Contributionsandpractical
implicationsofthisframework,togetherwithfutureresearchdirections,arediscussed.
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INTRoDUCTIoN

Given the importanceof information security toorganizations, security-oriented technologyand
databasemanagementtechniques(forafewexamples,seePatnaik&Panda,2003;Reid&Dhillon,
2003;Thompson, 2005;Wang,Zhao,&Chen, 2012;Wei,Lin,&Loho-Noya, 2013;Wilson&
Rosen, 2003)havebeendeveloped tomanage information.However, organizational information
assetsareultimatelyhandledbyemployees.Itiswelldocumentedthatalotofincidentsandlosses
related to informationsecurityaredue to ignorance,errors, andevendeliberatecomputerabuse
behaviorsofemployeesinorganizations(Lee&Lee,2002;Lee,Lee,&Yoo,2004).Thisshowsthat
organizationalinformationsecurityisnot“onlyanopinionofofficialsresponsibleforinformation
security”(Baskerville&Portougal,2003,p.4).Toaddressthisissueofsecuritythreatstemmingfrom
internalemployees,informationsystems(IS)researchers,borrowingbehaviortheoriesfromsocial
sciences,haveexaminedavarietyoffactorsthatcontributetoindividualemployees’securitybehaviors.
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Understandingthesebehaviorsandtheirprecursorsisequallyimportant.However,significantissues
concerningpastandcurrentresearchinthesetwosub-areashaveemerged.Researchers(e.g.,Poseyet
al.,2013)havered-flaggedthetendencyinpastresearchtofocusonjustasinglebehaviororsubset
ofbehaviorssuchasinformationsecuritypolicycompliance(ISPC).Similarly,itraisedoureyebrows
thatorganizationalstimulithatcontextualizethecognitiveprocessesleadingtoinformationsecurity
behaviors(ISBs)wereunderexploredinpastresearch(Hu,Dinev,Hart,&Cooke,2012).Ideally,
bothissuesshouldbeaddressedinempiricalresearch.Todothiscallsforuseofaframeworkthatcan
integratebothefforts.Inthisstudy,weproposesuchaframeworkthatusesorganizationalculture,a
majorconceptoforganizationalcontext,toenvelopcognitiveandbehaviortheoriesthathavebeen
utilizedinempiricalresearchonISBsandsimultaneouslytoexaminedifferentsetsofISBs.

Althoughorganizationalculturehasbeenexaminedinpreviousresearch,itwas,however,either
investigatedforitsimpactonjustonebehaviorsuchasISPC(see,e.g.,Huetal.,2012),orproposed
tobean informationsecurityculturehelpingorganizations tomanage informationsecurity (see,
e.g.,DaVeiga&Eloff,2010;Ruighaver,Maynard,&Chang,2007;VanNiekerk&VonSolms,
2010).Thelatterapproachappearedtobetoofunctionaltobeenoughanalytic.Further,itdidnot
connectcurrentcognitiveandbehaviortheoriestoaddresshoworganizationalcultureshapesISB
control(ISBC).Tomakefurtherimprovementinthisdirection, thisstudyproposesaframework
thatconceptualizesorganizationalcultureasafoundationsupportingorganizations’approachesto
ISBC.Theproposedframeworkrestsontheideaof“cultural-fit”betweenanorganizationalpractice
andtheexistingcultureofanorganization(Ansari,Fiss,&Zajac,2010;Canato,Ravasi,&Phillips,
2013).Consistentwiththecultural-fitperspective,wearguethatanorganization’sapproachtoISBC
shouldbeculturallyfit.Byconnectingcurrenttheoriesusedtohighlightcognitiveprocessesleading
tobehaviorsinempiricalISBCstudiestoorganizationalculture,weshowhowthatcultural-fitcan
beaccomplished.

Byproposingthisframework,weaimtomakethefollowingcontributions.First,ourframework
theoreticallyintegratespastandcurrentresearchonISBC.Thisintegrationwillinformfutureresearch
inthisarea.Second,thisframeworkshowsthatorganizationalcultureisnotjustonetypeofISBC.
Itservesasafoundationfororganizations’approachestoISBC.Third,thisframeworkextendsthe
cultural-fit perspective in the area of organizational ISBC, showing the importance of adopting
culturallyfitapproachestoISBC.ThiswilleffectivelyinformorganizationsintheirISBCpractices.
The restof thepaper isorganizedas follows.First,we survey thecurrent literatureon ISBC to
provideacomprehensivereviewofmajortheoriesusedinthisareaofresearchandthemajorfindings
regardingISBs.Suchareviewwillhelpustoidentifyareasofimprovementinthisfieldand,more
importantly,lookfordirectionsforfutureresearch.Next,weintegratethatreviewandabriefreview
oforganizationalcultureinordertoshowhoworganizationalcultureservesasbothaplatformfor
andaneffectivecontrolmechanismforISBCinorganizations.Lastly,wediscusscontributionsofour
framework,itspossibleimplicationsfororganizationalpractice,andfutureresearchdirections.More
specifically,wefocusondemonstratinghowdifferentapproachestoISBCshouldbeculturallyfit,
particularlybyshowingthattheISPCapproachfitshierarchicalcultureandthepromotingproactive,
emerging,andpositivebehaviorsapproachfitsparticipativeculture.

LITeRATURe ReVIew: THeoRy AND ReSeARCH IN 
INFoRMATIoN SeCURITy BeHAVIoR CoNTRoL

Information Security Behavior Control
Asemployeesaredeemedastheweakestlinkinorganizations’effortsinaddressinginformationsecurity
(Warkentin&Willison,2009),ISresearchershavemadeeffortstogainathoroughunderstandingof
thisissue.Theyexaminedpossiblefactorsthatinfluenceemployees’ISBandsearchedforeffective
meanstocontrolit.AreviewoftheISBresearchliteratureshowsthattwomajorapproacheshave



 

 

19 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/article/the-cultural-foundation-of-information-

security-behavior/249169

Related Content

A Content-Based Approach to Medical Image Database Retrieval
Chia-Hung Wei, Chang-Tsun Liand Roland Wilson (2009). Database Technologies:

Concepts, Methodologies, Tools, and Applications  (pp. 1062-1083).

www.irma-international.org/chapter/content-based-approach-medical-image/7959

Adversarial Training for Predicting the Trend of the COVID-19 Pandemic
Haishuai Wang, Jiali Ma, Ziping Zhao, Zhenyi Jia, Zhenyan Jiand Jun Wu (2022).

Journal of Database Management (pp. 1-16).

www.irma-international.org/article/adversarial-training-for-predicting-the-trend-of-the-covid-19-

pandemic/299560

Semantically Modeled Databases in Integrated Enterprise Information

Systems
Cheryl L. Dunn, Gregory J. Gerardand Severin V. Grabski (2009). Handbook of

Research on Innovations in Database Technologies and Applications: Current and

Future Trends  (pp. 221-239).

www.irma-international.org/chapter/semantically-modeled-databases-integrated-

enterprise/20707

An Efficient Concurrency Control Algorithm for High-Dimensional Index

Structures
Seok Il Songand Jae Soo Yoo (2006). Advanced Topics in Database Research,

Volume 5 (pp. 249-272).

www.irma-international.org/chapter/efficient-concurrency-control-algorithm-high/4396

XTOPO: An XML-Based Topology for Information Highway on the Internet
Joseph Fongand Hing Kwok Wong (2004). Journal of Database Management (pp. 18-

44).

www.irma-international.org/article/xtopo-xml-based-topology-information/3314

http://www.igi-global.com/article/the-cultural-foundation-of-information-security-behavior/249169
http://www.igi-global.com/article/the-cultural-foundation-of-information-security-behavior/249169
http://www.igi-global.com/article/the-cultural-foundation-of-information-security-behavior/249169
http://www.irma-international.org/chapter/content-based-approach-medical-image/7959
http://www.irma-international.org/article/adversarial-training-for-predicting-the-trend-of-the-covid-19-pandemic/299560
http://www.irma-international.org/article/adversarial-training-for-predicting-the-trend-of-the-covid-19-pandemic/299560
http://www.irma-international.org/chapter/semantically-modeled-databases-integrated-enterprise/20707
http://www.irma-international.org/chapter/semantically-modeled-databases-integrated-enterprise/20707
http://www.irma-international.org/chapter/efficient-concurrency-control-algorithm-high/4396
http://www.irma-international.org/article/xtopo-xml-based-topology-information/3314

