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Abstract

In this article we have designed and developed a framework for sharing data in an assured manner in 
case of emergencies. We focus especially on a need to share environment. It is often required to divulge 
information when an emergency is flagged and then take necessary steps to handle the consequences of 
divulging information. This procedure involves the application of a wide range of policies to determine how 
much information can be divulges in case of an emergency depending on how trustworthy the requester 
of the information is. 
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INTRODUCTION 
Organizations including healthcare, military, 
and financial have to form coalitions and col-
laborate to solve a particular problem such as 
the global war on terror or provide joint services 
to customers. However each organization of a 
coalition has to enforce policies to ensure that 
information is shared in a secure manner. This 
concept as come to be known as assured infor-
mation sharing (AIS). In our previous article 
we have described our approach to AIS. Our 

work was initially based on a need to know 
paradigm where the organizations share data 
according to the policies. However in many 
situations information has to be divulged in 
case of emergencies. For example, in a high 
security building, the building plan is not easily 
accessible and distributable information. But 
in case of an emergency such as an evacuation 
in case of fire, people normally unauthorized 
to such information are permitted to access it. 
For example consider a case of fire where some 
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employees may be trapped and the building 
maintenance personnel are unavailable to help 
out. But using devices that may be able to fetch 
data, they may be able to use exit routes. 

The work described in this article discusses 
the design and implementation of a XML-based 
framework for a need to share environment. In 
particular, we have designed and developed a 
Trusted Computing Base (TCB) which is essen-
tially our framework for Assured Information 
Sharing that deals with the “need-to-share” 
paradigm. This paradigm shift is one of the 
recommendations of the 9/11 commission. This 
deals with dynamic environments with better 
flow of information. A Trusted Computing base 
creates a hierarchy for users of the system based 
on how trustworthy a user is. The level of trust 
can be as fine grained as possible. Based on 
the trust level and severity of the emergency, 
information is disseminated to the user. 

The organization of our article is as follows. 
In the Assured Information Sharing section we 

provide some challenges in assured information 
sharing including aspects of policy enforce-
ment. The design and implementation of our 
prototype framework is discussed in the Design 
and Implementation of the Framework section. 
The article is concluded in the Summary and 
Directions section. The appendix consists of 
a set of policies that we have defined for our 
environment. 

ASSURED INFORMATION 
SHARING 
A coalition consists of a set of organizations, 
which may be agencies, universities and 
corporations that work together in a peer-to-
peer environment to solve problems such as 
intelligence and military operations as well 
as healthcare operations. Figure 1 illustrates 
our architecture for a coalition where three 
agencies have to share data and information. 
Coalitions are usually dynamic in nature. That 
is, members may join and leave the coalitions 

Figure 1. Architecture for organizational data sharing 

Data/Policy for Coalition / Federation

Export
Data/Policy

Export
Data/Policy

Export
Data/Policy

Component
Data/Policy for
Agency A

Component
Data/Policy for
Agency B

Component
Data/Policy for
Agency C



 

 

22 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/article/design-implementation-framework-

assured-information/2493

Related Content

The Adoption of Information Security Management Standards: A Literature

Review
Yves Barletteand Vladislav V. Fomin (2009). Cyber Security and Global Information

Assurance: Threat Analysis and Response Solutions  (pp. 119-140).

www.irma-international.org/chapter/adoption-information-security-management-standards/7413

Malware Methodologies and Its Future: A Survey
Chandan Kumar Beheraand D. Lalitha Bhaskari (2017). International Journal of

Information Security and Privacy (pp. 47-64).

www.irma-international.org/article/malware-methodologies-and-its-future/187076

Entrepreneur Behaviors on E-Commerce Security
Michael Kyobe (2008). Information Security and Ethics: Concepts, Methodologies,

Tools, and Applications  (pp. 2704-2723).

www.irma-international.org/chapter/entrepreneur-behaviors-commerce-security/23250

A Novel Chaotic Shark Smell Optimization With LSTM for Spatio-Temporal

Analytics in Clustered WSN
 Kusuma S. M.,  Veena K. N.and  Varun B. V. (2022). International Journal of

Information Security and Privacy (pp. 1-16).

www.irma-international.org/article/a-novel-chaotic-shark-smell-optimization-with-lstm-for-spatio-

temporal-analytics-in-clustered-wsn/308310

Cybersecurity: An Emerging ICS Challenge
Selem Charfiand Marko Mladenovic (2020). Handbook of Research on Intrusion

Detection Systems (pp. 326-340).

www.irma-international.org/chapter/cybersecurity/251809

http://www.igi-global.com/article/design-implementation-framework-assured-information/2493
http://www.igi-global.com/article/design-implementation-framework-assured-information/2493
http://www.igi-global.com/article/design-implementation-framework-assured-information/2493
http://www.irma-international.org/chapter/adoption-information-security-management-standards/7413
http://www.irma-international.org/article/malware-methodologies-and-its-future/187076
http://www.irma-international.org/chapter/entrepreneur-behaviors-commerce-security/23250
http://www.irma-international.org/article/a-novel-chaotic-shark-smell-optimization-with-lstm-for-spatio-temporal-analytics-in-clustered-wsn/308310
http://www.irma-international.org/article/a-novel-chaotic-shark-smell-optimization-with-lstm-for-spatio-temporal-analytics-in-clustered-wsn/308310
http://www.irma-international.org/chapter/cybersecurity/251809

