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ABSTRACT

The problem of priority inversion occurs when a high priority task is required to wait for completion of
some other task with low priority as a result of conflict in accessing the shared system resource(s). This
problem is discussed by many researchers covering a wide range of research areas. Some of the key
research areas are real-time operating systems, real-time systems, real-time databases, and distributed
real-time databases. Irrespective of the application area, however, the problem lies with the fact that
priority inversion can only be controlled with no method available to eliminate it entirely. In this chap-
ter, the priority inversion-related scheduling issues and research efforts in this direction are discussed.
Different approaches and their effectiveness to resolve this problem are analytically compared. Finally,
major research accomplishments to date have been summarized and several unanswered research ques-

tions have also been listed.

DOI: 10.4018/978-1-7998-2491-6.ch001

Copyright © 2020, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.



Causes, Effects, and Consequences of Priority Inversion in Transaction Processing

INTRODUCTION

Today, the systems/ applications are not only supposed to provide correct results, but these results
should also come on or before some predefined time. Consequently, it has become very critical to design
application-specific and time-constraint aware scheduling algorithms. The problem of priority inversion
is a most talked about topic which requires wider researchers’ attention as there are not vital solutions
proposed till date to resolve this problem completely. It is a situation where task with high priority has
been put on hold so that a low priority task may finish its execution. In the beginning of the research in
this direction, priority inheritance approach was tried to resolve this problem. However, this approach
does not actually eliminate the priority inversion completely but reduces its negative impact to some
extent on the system by reducing the duration of it.

Let us suppose that two tasks are involved in a priority inversion problem. One is low priority task
and another one is high priority task. Low priority task is currently holding the shared resource which
is being requested by the high priority task. High priority task is waiting for completion of low priority
task since low priority task is already holding the required resource. This is the case of priority inver-
sion. It is done by upgrading the priority of low priority task to that of high priority task. The debate on
usefulness of priority inheritance approach as a solution to the priority inversion problem is more than
three decades old. Interestingly, researchers still do not agree and come to a conclusion whether this ap-
proach has a potential to address the ever-changing today’s complex system requirements or not. More
specifically, in some environments, this approach was proven to be an effective one while in others the
completely contrary results were obtained.

Real-time computing systems are vital to a wide range of applications such as in the control of nuclear
reactors & automated manufacturing facilities, in controlling & tracking air traffic, in advanced aircraft
and in communication systems etc. All such systems control, monitor or perform critical operations, and
must respond quickly to emergency events in a wide range of embedded applications (Rajkumar, 1989).
They are, therefore, required to process tasks with stringent timing requirements and must perform these
tasks in a way that these timing requirements are guaranteed to be met. Real-time scheduling algorithms
attempt to ensure that system timing behavior meets its specifications, but typically assume that tasks
do not share logical or physical resources. Since resource sharing cannot be eliminated, synchronization
primitives must be used to ensure that resource consistency constraints are not violated.

Later, Lui Sha et al. analyzed the general priority inheritance class and proposed two protocols —
the basic priority inheritance protocol and the priority ceiling protocol (Sha, Rajkumar, & Lehoczky,
1990). The objective of both the protocols was to solve the uncontrolled priority inversion problem. It
has been claimed that the priority ceiling protocol solves this uncontrolled priority inversion problem
particularly well and reduces the worst-case task blocking time to at most the duration of execution of a
single critical section of a lower-priority task. This protocol also prevents the occurrences of deadlocks.

In software systems using preemptive scheduling based on task priorities, it is desirable to include
a priority inheritance mechanism. This is an arrangement by which a task’s priority is temporarily in-
creased when it is blocking a task of higher priority. Although, it is easy to work out the time and way
to increase a task’s priority, the subsequent reduction of that task’s priority involves some hidden traps.
It is shown that the “obvious” solutions are flawed, in that they can reduce the priority either too early
or too late (Moylan, Betz, & Middleton, 1993).
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