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ABSTRACT

Aninsiderthreatcantakeonmanyformsandfallunderdifferentcategories.Thisincludesmalicious
insider, careless/unaware/uneducated/naïve employee, and the third-party contractor. Machine
learningtechniqueshavebeenstudiedinpublishedliteratureasapromisingsolutionforsuchthreats.
However,theycanbebiasedand/orinaccuratewhentheassociateddatasetishugelyimbalanced.
Therefore, this article addresses the insider threat detectionon an extremely imbalanceddataset
whichincludesemployingapopularbalancingtechniqueknownasspreadsubsample.Theresults
showthatalthoughbalancingthedatasetusingthistechniquedidnotimproveperformancemetrics,
itdidimprovethetimetakentobuildthemodelandthetimetakentotestthemodel.Additionally,
theauthorsrealisedthatrunningthechosenclassifierswithparametersotherthanthedefaultones
hasanimpactonbothbalancedandimbalancedscenarios,buttheimpactissignificantlystronger
whenusingtheimbalanceddataset.
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1. INTRoDUCTIoN

Insiderattackspresentaconsiderableissueinthecyber-threatlandscape,with40%oforganisations
labellingthevectorasthemostdamagingattackfaced(Cole,2017)and(Moradpoor,2017).In2016,
thecontainmentandremediationofreportedinsiderthreatscostaffectedorganisations4milliondollars
onaverage(PonemonInstitute,2016).Inaddition,insiderthreatsareextremelycommonamongcyber-
incidents;in2015,55%ofcyber-attackswereinsiderthreatcases(Bradley,2015).Despitethehigh
costandfrequentoccurrenceofinsiderthreatattacks,detectionandmitigationremainaproblem.
In2018,90%ofcompaniesareregardedvulnerable(Insiders,2018).Afurther38%ofcompanies
acknowledgethattheirinsiderthreatdetectionandpreventioncapabilitiesarenotadequate(Cole,
2017).Thisdisparitydemonstratesasignificantgapbetweenthecurrentadvancementsininsiderthreat
detection,andtherequirementsofbusinesses.Giventheavailabilityofcomputationalresources,itis
feasibletouseMachineLearning(ML)techniquestosolveproblemsoflargercomplexitythanhas
previouslybeenpossible.Astrongprecedentofthiscanbeobservedinrecenthistorywiththegrowth
ofthefieldofBigData.ThisisalsoexemplifiedbythehistoricachievementofGoogleDeepmind
(Hassabis,2017),creatingamachinelearningalgorithmwhichmasterstheimmenselycomplexboard
gameGo(Silver,2016).Mostorganisationshavetheresourcestokeeplogsofemployeeinteractions
withtechnology.Byharnessingthedataproducedthroughlogging,thisinformationcouldbedigested
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intoaformatuponwhichpredictionsregardinginsiderthreatcasescouldbemade.Havingsaidthis,
adatadrivenapproachtoinsiderthreatmitigationisnotanewidea,thisisafieldexperiencingan
increasingrateofpublication.However,vanguardattemptsstillreportmoreeffectivemodelsthan
latercaseswheremachinelearninghasbeenapplied(Gheyas,2016).

Inmachinelearning/dataminingprojects,animbalanceddatasetisadatasetinwhichthenumber
ofobservationsbelongingtooneclassisconsiderablylowerthanthosebelongingtootherclass/
classes.Apredictivemodelemployingconventionalmachinelearningalgorithmscouldbebiasedand
inaccuratewhenbeingemployedonsuchdatasets.Thisispurelybecausemachinelearningalgorithms
aredesignedtoimproveaccuracybyreducingtheerrorinthenetwork.Therefore,theydonotconsider
theclassdistribution,classproportion,orbalanceoftheclassesintheirclassificationprocess.A
predictivemachinelearningmodelbeingbiasorinaccuratecanbepredominantinscenarioswhere
theminorityclassbelongstothemaliciousactivitiesandtheanomalydetectionisextremelycrucial.
Thisincludesscenariossuchas:occasionalfraudulenttransactionsinbanks,irregularinsiderthreats,
rarediseaseidentification,naturaldisastersuchasearthquakes,andperiodicmaliciousactivitieson
criticalinfrastructures(e.g.infrequentattacksonnuclearpowerplantsorwatersupplysystemsina
city).Giventheimportanceofthesescenarios,aninaccurateclassificationbyapredictivemachine
learningmodelcouldcostthousandsoflivesorhugecosttoindividualsand/ororganisations.There
areseveraltechniquestosolvesuchclassimbalanceproblemsusingvarioussampling/non-sampling
mechanismse.g.oversampling,undersealingandSMOTEaswellasensemblemethodsandcost-
based techniques. However, the importance of an imbalanced dataset has not been clearly and
adequatelyinvestigatedintheliteratureparticularlyformachinelearning-basedsolutionsforinsider
threatdetections.

Therefore,inthispaper,ourfocusisonanextremelyimbalanceddatasetofinsiderthreatswhere
thenumberofeventsbelongingtothemaliciousclassisconsiderablylowerthanthosebelonging
tothebenignclass.Weusespreadsubsample(Weka.ClassSpreadSubsample,2018)asapopular
balancingtechnique.Thefilterallowsyoutospecifythemaximumspreadbetweentherarestclass
andthemostcommonone.Forexample,givenanimbalanceddataset,youmayindicatethatthere
shouldbeafigureof3:1differenceinclassfrequency.Forthis,theoriginaldatasetfirstfitsinthe
memory then a randomsubsampleof adatasetwill beproducedgiven the identifiedmaximum
spreadbetween twoclasses. In thispaper,wespecify themaximum“spread”between therarest
class (i.e.maliciousevents)and themostcommonclass (i.e.benignevents)as“1” representing
uniformdistributionbetweentwoclasses.Thisallowsustokeepallthemaliciouseventsplusthe
equalnumberofthebenigneventsselectedrandomlywhichresultsinhavingauniformdistribution
ofmaliciousandbenignevents.

Inthispaper,weraisethefollowingspecificresearchquestions:

RQ1: Does balancing the dataset during the pre-processing phase improve metrics such as:
ClassificationAccuracy(CA),TimetakentoBuildthemodel(TB),TimetakentoTestthemodel
(TT),TruePositive(TP)rate,FalsePositive(FP)rate,Precision(P),Recall(R),andF-measure
(F)incomparisonwiththesamemetricsbutonanimbalanceddataset?

RQ2:Whataretheimportantparametersforeachclassifierthatconfiguringthemcouldhavean
impactontheclassificationresults?

RQ3:Doeschangingtheseparameterswithdifferentvaluesimprovemetricssuchas:Classification
Accuracy(CA),TimetakentoBuildthemodel(TB),TimetakentoTestthemodel(TT),True
Positive (TP) rate,FalsePositive (FP) rate,Precision (P),Recall (R), andF-measure (F) in
comparisonwithrunningtheclassifierswiththedefaultparameters?

Additionally,thispaperprovidesacomprehensiveexplanationandinvestigationonthedatapre-
processingstagewhichisacrucialpartofanydatamining/machinelearningprojects.Forthis,aclear
step-by-stepdescriptionisprovidedbytheauthors.Furthermore,weprovidedsixcomprehensive
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