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ABSTRACT

Mobile botnets are gaining popularity with the expressive demand of smartphone technologies.
Similarly,themajorityofmobilebotnetsarebuiltonapopularopensourceOS,e.g.,Android.A
mobile botnet is a network of interconnected smartphone devices intended to expand malicious
activities,forexample;spamgeneration,remoteaccess,informationtheft,etc.,onawidescale.To
avoidthisgrowinghazard,variousapproachesareproposedtodetect,highlightandmarkmobile
malwareapplicationsusingeitherstaticordynamicanalysis.However,fewapproachesintheliterature
arediscussingmobilebotnetinparticular.Inthisarticle,theauthorshaveproposedahybridanalysis
frameworkcombiningstaticanddynamicanalysisasaproofofconcept,tohighlightandconfirm
botnetphenomenainAndroid-basedmobileapplications.Thevalidationresultsaffirmthatmachine
learning approaches can classify the hybrid analysis model with high accuracy rate (98%) than
classifyingstaticordynamicindividually.
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INTROdUCTION

AlthoughAndroidOSbeinganopensourcehaspromotedmobileapplicationsdevelopers,yetmalware
programmershavealsocontributed toexploit itsopensourcenature tocarryoutmaliciousacts.
MacAfee,anantimalwareplatform,hasdiagnosedmorethan700Kmobilemalwareinthesecond
quarterof2014(Weafer,2014).Anotherreport(Chebyshev,2016)publishedin2016discoveredthat
Internetaccessonsmartphonedeviceshadexceeded61%inthefirstquarterof2015.Thisstudy
alsorevealedthat60.85%ofAndroidusershadstartedInternetaccessontheirsmartphonedevices.
Consequently,thesimilargrowthisobservedinmalwareprogramconstruction,i.e.,40,267newmobile
malwarevariantswereanalyzedanddiagnosedbythesecurityagenciesattheendof2015(Millman,
2015).InQ22016, itwasobservedthatAndroidwasusedby86.2%ofsmartphoneusers(Paul,
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2017).Similarly,itswidespreadadaptationtootherplatformssuchastelevisions,tablets,wearable,
andvehiclesopenedthenewdimensionsformulti-platformattacks.Inthesimilarpace,IoT(Internet
ofThings)wouldbethenexttargetformalwareprogrammers.Amorerecentreport(BILIĆ,2017)
statesthatthegrowthofmobilemalwareisconstantlyincreasingsince2013.Onaverage200new
maliciouscodevariantshavebeendiscoveredpermonthduring2015,thisnumberroseto300per
monthbytheendof2016.Asaresult,onaverage400newmaliciouscodevariantsareexpectedto
evolvebytheendof2017(Weafer,2016).

MobilebotnetorSMARTbot(Karim,Salleh,&Khan,2016)isamalevolentactionwhichis
inspiredfromtraditionalbotnets(PCbased).Thebasicmotivebehindbotnetistogainillegitimate
accesstosomeone’spersonaldevice(smartphone,tablets,etc.)andmakesthisdevicecompromised
byabotbinary(app).Afterbecomingthepartofabotnetwork,anotherpivotalrole(botmaster)is
responsibleforcontrollingthisdeviceremotelyandtoinitiatevariousattacksusingsomecommand
andcontrol(C&C)channel.Consequently,thesedevicesarethenparticipatinginnumerousmalicious
activitiesincludingDDoS,ransom,makingpremiumcalls,sendingtextmessagesandemailswithout
user’sconsent.

There are two most common analysis strategies exist, static and dynamic analysis. In static
analysis, structural properties of program code are observed including permission usage, CFGs,
functioncallgraphsandAPIcalls,etc.Forstaticanalysis,reverseengineeringtools(Lukan,2012)
aredeployedtodisassembleprogramcode(Schmidtetal.,2009)ordirectlyfetchingparameters
from executable binaries (Petsas, Voyatzis, Athanasopoulos, Polychronakis, & Ioannidis, 2014;
Yousafzaietal.,2016).Incontrast,dynamicanalysisrequiresexecutionofmalwarebinariesina
secureenvironment(calledsandbox)toextractruntimebehavioroftheseapplications.Followingare
someoftheparameterswhichareofinterestduringdynamicanalysis:(a)fileoperations(b)network
traces(c)initiatedservices(d)HTTPandDNStrafficetc.Currently,somemobilemalwaredetection
approaches(Arp,Spreitzenbarth,Hubner,Gascon,&Rieck,2013;Chen,Rong-Cai,ZHENG,Jia,
&Li-Jing,2016;Fereidooni,Conti,Yao,&Sperduti,2016;Yang,Wang,Ling,Liu,&Ni,2017)
areintroducedtargetingeitherprogramcodeorruntimeexecutiontraces.However,atahigherlevel
ofabstraction,theseapproachesaretargetingmobilemalwaredetectionratherthanmobilebotnet.
Thisistheextensionofourpreviouslyproposedapproaches(AhmadKarim&Shah,2015;Karim,
Salleh,Khan,Siddiqa,&Choo,2016)inawaythatitcanhighlighttheneedforahybridanalysis
frameworkforthedetectionofbotnetmobilebinaries.

Inthispaper,wewillinvestigateandhighlighttheproblemofthemobilebotnetbycomparing
botnetpropertiesofknownbotnetapplicationswithexistingmalwarefamiliesandbenignsamples.

Thus,thebasicmotiveofthisresearchistoconfirmtheexistenceofmobilebotnetphenomenon
inAndroid-basedsystemwhichiscontinuouslyprogressingwiththetechnologicaladvancements.
Moreover,wearguedthathybridanalysissystemscandetectmobilebotnetbinariesmoreaccurately.
Consequently,mobilebotnetproblemmaysupersedetraditionalPCbasedbotnetsiftheprecautionary
measureshavenotbeendevisedtimely.Overallthepaperobjectivesaresummarizedasfollows:

• Tostrengthentheexistingefforts(mobilemalwaredetectioningeneral)towardsmobilebotnet
(C&C)detectionbyidentifying,highlightingandcomparingthepropertiesofknownmobile
botnetswithexistingmalwareandbenignapplications;

• We have divided our hybrid analysis framework into three different categories for mobile
applicationswhichincludesbotnet,malwareandbenignsetofapplications.Throughthissetup,
weneed toobserve themost inherentproperties andongoing trendsofmobile applications
havingbotnetcapabilities;

• Ourclaimofahybridanalysisismoreefficienttodetectmobilebotnetmalwareisverifiedby
machinelearningapproaches;

• Conclusively,wehaveprovidedsomeguidelinestepstoavoidthisgrowinghazard.
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