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ABSTRACT

Thevolumeofdataindiversedataformatsfromvariousdatasourceshasledthewayforanewdrift
inthedigitalworld,BigData.Thisarticleproposessl-LSTM(sequencelabellingLSTM),aneural
networkarchitecturethatcombinestheeffectivenessoftypicalLSTMmodelstoperformsequence
labelingtasks.Thisisabi-directionalLSTMwhichusesstochasticgradientdescentoptimization
andcombinestwofeaturesoftheexistingLSTMvariants:coupledinput-forgetgatesforreducingthe
computationalcomplexityandpeepholeconnectionsthatallowallgatestoinspectthecurrentcell
state.Themodelistestedondifferentdatasetsandtheresultsshowthattheintegrationofvarious
neural network models can further improve the efficiency of approach for identifying sensitive
informationinBigdata.
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INTRODUCTION

Data thatprimarily focuseson3V’s:Velocity,VarietyandVolumecanbe termedasBigData.
SomeofthekeysourcesofBigDatacomprisesocialnetworkingsitessuchasTwitterandFacebook,
health-caredatafromvarioushospitals,sensordataandsearchlogs.BigDataAnalyticsreferstothe
approachofanalyzingbigdatasetstorevealtheinformationwhichisconcealedinthesesets.The
majorbenefitsofBigDataAnalyticsincludeperformingriskanalysis,creatingnewrevenuestreams,
offeringtailoredhealthcareetc.But,oneoftheprimaryconcernswithBigDataispreservingthe
privacyofdatathatispublished(Victor,Lopez,&Abawajy,2016).

Preservingtheprivacyofsocialnetworkdataisnotaneasytaskasthedatawillusuallybein
unstructuredformats.Mostofthesocialnetworkusersarenotawareoftheprivacyriskshidden
behindtheirFacebookpostsortweets(Vallor,2016).Therecanbeasituationwhereyoumaynotbe
awarethatyouarecontinuouslybeingfollowedbysomeonewhocanpossiblyharmyoubyknowing
aboutyourday-to-dayactivities.Asystemthatpublishessocialnetworkdataforpublicusemust
confirmtotheprinciplethatnodetailsshouldbeobtainedaboutaparticularindividualfromthe
publishedinformationevenbylinkingthesamewithsomeexternaldata.Thisispossibleonlyby
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applyingsomeanonymizationtechniquesbeforesharingthedataforpublicuse.Inordertoidentify
thesensitiveinformationfromunstructureddataliketweets,naturallanguageprocessingtechniques
(NLP)canbeused(Victor,&Lopez,2018).

NaturalLanguageprocessingtechniquesenablecomputerstoanalyzehuman/naturallanguage
andderivemeaningfulinformation(Ma,2006).Thiswayofhuman-computerinteractionprovestobe
efficientintheareasofautomatictextsummarization,sentimentanalysis,namedentityrecognition,
opticalcharacterrecognitionandsoon.Namedentityrecognition(NER)referstothetechniqueof
identifyingandclassifyingtheentitiesintosomesetofcategoriessuchasname,locationetc.(Jin,
Ho,&Srihari,2009).

SensitiveinformationcanbeextractedfromsocialnetworkdatabyapplyingNERtechniques.
RecurrentneuralnetworkscanbeusedforNERbecauseofthefactthatitprovestobemoreefficient
in terms of processing sequential data, as each neuron can utilize its internal memory to retain
informationregardingthepriorinput.(Camron,2016).

ReLATeD WORK

Named entity Recognition
NamedEntityRecognitionreferstoaninterestinginformationextractiontechniqueintheareaof
machinelearning,withthehelpofwhichcertaintypesofentitiescanbeidentifiedusingannotations.
Thisplaysamajorroleingivingsolutionstorealworldqueriessuchaswhetheratweetmentionsa
particularperson’snameorlocation,tofindthesentimentsaboutaparticularproductetc.Figure1
showsthevariousNamedEntityRecognitionandInformationExtraction(IE)techniques(Christopher,
Prabhakar,&Hinrich,2008).

TheefficiencyoftheNERapproachcanbeevaluatedusingthefollowingmeasures(Powers,
2011).TP,FPandFNreferto“Truepositives”,“Falsepositives”and“Falsenegatives,”respectively.

Precision(P):Thisreferstotheratioofcorrectlypredictedentitiestoalltheentitypredictions.

P
TP

TP FP
=

+
 (1)

Recall(R):Thisreferstotheratioofcorrectlypredictedentitiestoalltherealentities.

Figure 1. NER techniques
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