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ABSTRACT

This chapter is intended to deal with the topic of standardization as a solution for risk control and deci-
sion making, mainly in high technologized context. For that purpose, this document starts introducing 
the reason of controlling risk as well as the uncertainty background that lays in different sectors. After 
that, the risk management evolution is outlined, defining briefly the risk concept, mentioning some 
current management models and enumerating the more relevant norms, standards, and guidelines for 
risk management. From this point, an overview on the standard ISO 31000 about risk management is 
provided in order to finally summarize some possible future research lines and some conclusions about 
this groundwork on risk and uncertainty.

INTRODUCTION

Nowadays, digital transformation allows the reduction of risk and uncertainty associated with decision 
making and the choice between alternatives. However, in order to meet properly this goal, it seems to 
be necessary a kind of standardization or levelness on processes and management frameworks. As a 
consequence, controlling risk is a task that has to be consistent with organization’s values and policies. 
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In order to manage risk, the organization’s processes have to provide tools for the identification and 
assessment of risks to be avoided, eliminated or controlled (BS25999-1:2006). Since risk can change 
with time, condition and usage, mitigation actions should be documented and monitored for a proper 
control. Therefore, the use of nowadays disrupted and practical technologies related to data mining and 
analytics is a requirement for managing risk, aligned to the overall company management process. Of 
course, risk management shall be proportionate to the level of risk under consideration so, every risk 
should not be treated in the same way (Jakoubi & Tjoa, 2009). On the contrary, it is understandable to 
vary risk management effort to reflect the level of risk.

As commented, risk can vary with time, boundary condition, environment, customer expectations etc. 
Thus, the method or models for risk management should be consistent with the organization operating 
experience and capability (BS25999-2:2007). In other words, it is important to manage properly the 
organizational knowledge, which reflects basically how the organization manages risk. Risks have to be 
classified and managed appropriately i.e. avoided, eliminated or controlled. Consequently, risk manage-
ment includes monitoring of control or mitigation actions in order to ensure they are implemented in 
an effective way and in timely manner. Of course, it is clearly better to be proactive applying preventive 
tasks, rather than reactive. Hence, establishing the context of the risk provides alignment with asset 
strategy and objectives and the organizational strategic plan. Additionally, a monitoring and review 
process needs to be in place to ensure that the assessment process is appropriate and to create feedback 
if revision is required. At each stage there needs to be appropriate consultation and communication with 
affected stakeholders (Tjoa et Al., 2011).

In search of that purpose, this chapter analyzes the state of the art today, observing recent trends and 
studies regarding risk management and uncertainty control, mainly in its application to different areas 
or sectors. With this, it will be reviewed the concept of risk, the evolution of its management, and some 
application models that can be improved or complemented by the use of emerging technologies. After 
that, norms and standards will be indicated that aim to facilitate and / or standardize decision making, in 
order to achieve a better knowledge management and, consequently, risk control. Finally, possible future 
research lines will be discussed, together with some conclusions about the key aspects of this document.

Background

The application of a standard for controlling uncertainty can provide principles and guidelines for a clear 
system and reliable management of any sort of risk within any application and context. An integrated 
approach is the best solution for the problem of risk management in organizations of all kinds (Canterla, 
2016). This ensures compliance with international standards and those regulatory requirements of sectors 
under study. Here below is some background on risk management in different sectors or areas:

Financial Sector

The advantage of a standardized model (in comparison to other existing methods), is its amplitude, with 
room for continuous improvement, usability and detailed description of the successive stages. Such stages 
for the application of an integrated risk management system in organizations, promotes a better structure 
and consistency in decision-making related to risk management (Tumenbayeva & Zhaksybekova, 2016).
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