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ABSTRACT

Cloud computing has now become a part of many businesses. It provides on-demand resources to its 
users based on pay-as-you-use policy, across the globe. The high availability feature of this technology 
is affected by distributed denial of service (DDoS) attack, which is a major security issue. In this at-
tack, cloud or network resources are exhausted, resulting in a denial of service for legitimate users. In 
this chapter, a classification of various types of DDoS attacks has been presented, and techniques for 
defending these attacks in cloud computing have been discussed. A discussion on challenges and open 
issues in this area is also given. Finally, a conceptual model based on extreme learning machine has 
been proposed to defend these attacks.

INTRODUCTION

Cloud computing is one of the most promising technologies today. The services provided by cloud com-
puting are grouped into three types, Software-as-a-Service (SaaS), Platform-as-a-Service (PaaS) and 
Infrastructure-as-a-Service (IaaS). SaaS provides various application programs. PaaS provides application 
development environments. IaaS provides processing power, memory etc. Security is a major concern 
in this area. The issues related to security in clouds are confidentiality, privacy, access control, integrity, 
and availability. Confidentiality means only authorized entities should have access to the data stored 
in the cloud. In the cloud, the data of users are stored away from their site and users do not have direct 
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control over data. Strong data confidentiality techniques are thus needed. The controlled disclosure of 
personal information of users comes under privacy. Only authorized entities should be provided informa-
tion about cloud users. Access control ensures that a user should be able to access only those services to 
which he/she is authorized, not more. Access control should be provided fine-grained. Integrity means 
only authorized entities should be able to make changes in the data. If there is any change in the stored 
data, the owner of data should be able to identify the change. Also, if there is any loss or corruption of 
stored data, there should be a way to retrieve it. Availability means the services should be available all 
the time to legitimate users. There should be no denial of provided services to its users.

High availability is one of the most important features of cloud computing, it is affected by Distrib-
uted denial of service (DDoS) attacks. These attacks have made a huge loss to cloud computing as well 
as traditional IT infrastructure. In this attack, the attacker uses many compromised hosts to launch the 
attack. All these hosts work on the instructions provided by the attacker and send traffic to the target, to 
disrupt the services provided by it. Cloud computing has now become the new target for DDoS attackers 
as predicted in (Patrick, 2015). This was evidenced by (Seals, 2015) that most of the attacks in the first 
quarter of 2015 were on cloud-based systems. According to (Global IT security risks survey, 2015), 
50% of the surveyed businesses experienced DDoS attacks in the year of 2014. The business’ public 
website is the most affected service. In most of the cases, the website is not accessible. In some cases, a 
particular area of the website is affected, like login area. The most commonly reported effect of DDoS 
attack was increased page load time. The loss due to DDoS attacks to small and medium organizations is 
$52,000 per attack, while for large organizations this loss is $444,000 as depicted in (Global IT security 
risks survey 2014-Distributed denial of service (DDoS) attacks, 2014). The gaming industry has been 
the highest target for DDoS attacks in 2017 as shown by (McKeay & Fakhreddine, 2017a; McKeay & 
Fakhreddine, 2017b; McKeay & Fakhreddine, 2017c; McKeay & Fakhreddine, 2017d). Organization 
wise DDoS attack target information for the year 2017 is shown in figure 1. Average numbers of attacks 
per target have been 25, 32, 36 and 29 for Q1 2017, Q2 2017, Q3 2017 and Q4 2017, respectively. In 
view of these facts, there is a strong need of developing solutions for DDoS attack defense in cloud com-
puting. The solutions for DDoS attacks can be developed using two approaches, proactive and reactive. 
The first approach is based on avoidance of attack and, the second approach is based on detection and 
mitigation of attack. In this chapter, some recent works done in DDoS attack defense in cloud computing 
have been discussed. A prediction based model for attack detection has also been proposed. Specifically, 
our contributions in this chapter are summarized as follows.

•	 To give a taxonomy of DDoS attacks.
•	 To present a literature survey on recent DDoS attack defense solutions in Cloud Computing.
•	 To discuss challenges and open issues in DDoS attack defense in cloud computing.
•	 To propose an extreme learning machine based model for defending DDoS attacks.

DDoS ATTACKS AND ITS TYPES

In DDoS attack, the attacker uses many machines to launch the attack. To perform the attack, a botnet 
of compromised machines is created. These machines are scattered through the Internet and follow 
instructions of the attacker during the attack. Some other machines called handlers are also used, which 
are more powerful than the bots. These handlers are directly connected to the attacker and relay the 



 

 

17 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/distributed-denial-of-service-attacks-and-

defense-in-cloud-computing/261997

Related Content

Russian Active Measures and September 11, 2001: Nostradamus Themed Disinformation?
Michael Bennett Hotchkiss (2020). Cyber Warfare and Terrorism: Concepts, Methodologies, Tools, and

Applications  (pp. 1029-1047).

www.irma-international.org/chapter/russian-active-measures-and-september-11-2001/251477

An Efficient Protocol for Privacy and Authentication for Resource-Constrained Devices in

Wireless Networks
Clifton Mulkey, Dulal Karand Ajay Katangur (2013). International Journal of Cyber Warfare and Terrorism

(pp. 38-57).

www.irma-international.org/article/an-efficient-protocol-for-privacy-and-authentication-for-resource-constrained-devices-

in-wireless-networks/101939

Islamists vs. Far Right Extremists: Insights Derived From Data Mining
Yeslam Al-Saggafand Patrick F. Walsh (2021). International Journal of Cyber Warfare and Terrorism (pp.

74-92).

www.irma-international.org/article/islamists-vs-far-right-extremists/289387

Web Defacements and Semantic Attacks
Lech J. Janczewskiand Andrew M. Colarik (2005). Managerial Guide for Handling Cyber-Terrorism and

Information Warfare (pp. 97-105).

www.irma-international.org/chapter/web-defacements-semantic-attacks/25670

The Double Edge of the Information Sword
Aki-Mauri Huhtinen (2015). International Journal of Cyber Warfare and Terrorism (pp. 21-30).

www.irma-international.org/article/the-double-edge-of-the-information-sword/138276

http://www.igi-global.com/chapter/distributed-denial-of-service-attacks-and-defense-in-cloud-computing/261997
http://www.igi-global.com/chapter/distributed-denial-of-service-attacks-and-defense-in-cloud-computing/261997
http://www.irma-international.org/chapter/russian-active-measures-and-september-11-2001/251477
http://www.irma-international.org/article/an-efficient-protocol-for-privacy-and-authentication-for-resource-constrained-devices-in-wireless-networks/101939
http://www.irma-international.org/article/an-efficient-protocol-for-privacy-and-authentication-for-resource-constrained-devices-in-wireless-networks/101939
http://www.irma-international.org/article/islamists-vs-far-right-extremists/289387
http://www.irma-international.org/chapter/web-defacements-semantic-attacks/25670
http://www.irma-international.org/article/the-double-edge-of-the-information-sword/138276

