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ABSTRACT

Due to its nature, cyber security is one of the fields that can benefit most from the techniques of arti-
ficial intelligence (Al). Under normal circumstances, it is difficult to write software to defend against
cyber-attacks that are constantly developing and strengthening in network systems. By applying artifi-
cial intelligence techniques, software that can detect attacks and take precautions can be developed. In
cases where traditional security systems are inadequate and slow, security applications developed with
artificial intelligence techniques can provide better security against many complex cyber threats. Apart
from being a good solution for cyber security problems, it also brings usage problems, legal risks, and
concerns. This study focuses on how Al can help solve cyber security issues while discussing artificial
intelligence threats and risks. This study also aims to present several Al-based techniques and to explain
what these techniques can provide to solve problems in the field of cyber security.

INTRODUCTION

In the beginning, Artificial Intelligence (AI) emerged as a concept that mimics the human brain and
tries to bring a human perspective and approach to the problems encountered. Al enables large amounts
of data to be stored and intelligently processed with functional tools. Al has been widely used to create
smart applications in a variety of fields, such as health, advertising, defense, industry 4.0, intelligent
transportation systems, or space exploration. Cybersecurity systems are another critical area that Al
mechanisms can be used for them to improve these systems.

Al can be defined as intelligence created to solve complicated and difficult problems in a computer
or machine. It uses the combination of soft information technology and concrete human intelligence to
solve problems. By recognizing artificial intelligence patterns, adaptive choices can be made, and the
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ability to think by learning from experience can be provided. Al can briefly make machines behave like
humans, but it performs much faster than them. These features of Al provide an important advantage in
solving its cybersecurity problems.

Cybersecurity covers all of the technologies used to protect networks, data, computer software, and
hardware from attacks and unauthorized access (Kaspersky Lab, 2018). Cybersecurity can also be called
information technology security. It is a broad concept that includes many issues, from information secu-
rity to end-user education. Al has a strong relationship with cybersecurity as cybersecurity is based on
people’s activities, organizational processes, and information technology (Vihékainu and Lehto, 2019).

Organizations started using cybersecurity artificial intelligence to provide better information security
against attackers who continuously improve their attack methods. Artificial intelligence helps to identify
attacks and fight against information security breaches. As more cybersecurity attacks are specifically
targeted to the networks every day, to address the challenge of defeating novel complex threats can be
possible with using Al techniques. Cybersecurity practices are becoming more effective and compre-
hensive by using these techniques. Zero-day and multi-step attacks are among the most common attacks
in the networks. Besides statistical analysis, machine learning can also be used to track these attacks in
the Al field. Machine learning (ML) includes the detection of behavioral anomalies and event sequence
tracking. Applications of Al involve online intrusion detection and offline security investigation. A recent
study has provided a review of both statistical analysis and ML approaches to track some cyber-attacks
which are hard to detect. They proposed a comprehensive framework for the study of detection and
investigation of complex attacks. This work primarily facilitates the reduction of new complex threats
by using Al-based countermeasures (Parrend et al., 2018).

Using Al for cybersecurity is for monitoring and analyzing the events that occur in a computer
network to detect malicious activity that is mostly based on behavioral or signature. Therefore, most of
the cybersecurity studies have focused on these fields. However, some traditional security mechanisms
such as intrusion detection and prevention systems and Access control are not adequate to detect specific
types of attacks, including zero-day threats. Because these types of attacks exhibit unknown misbehavior,
which is not defined in the signatures’ database of the cybersecurity systems. Recently, new cybersecurity
mechanisms based on artificial intelligence (AI) have been developed to protect CPS from these zero-
day attacks. Machine learning technologies are used to generate different types of attacks automatically,
thereby managing a large amount of complex data from different sources of information to predict the
wrong behavior of future attackers accurately. Game theoretical approaches have also been used in the
context of cyber defense to solve whether the suspect device is an attacker and predict the attack. This
approach is used to examine the interaction between security agents and competitors, such as IDS and
IPS, to determine the optimal decision of security agents to classify or not classify the suspect opponent
as an intruder.

This study discusses some artificial intelligence techniques which are suitable to be used in the
cybersecurity domain. These can be used to predict and prevent information security threats and abnor-
malities. An overview of cybersecurity solutions using artificial intelligence and their capabilities and
effectiveness is presented in this paper.

The aim of this study is mainly to highlight the shortcomings of traditional security measures and
to demonstrate the progress made so far by applying Al techniques to cybersecurity. It reviews recent
studies related to Al-based cybersecurity solutions applied to cyber-physical systems (CPSs). Most of
these studies focus on Al-based cyber defense mechanisms to detect abnormalities in the network and
attackers targeting CPS. The other studies investigate the cyber protection based solutions with machine
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