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ABSTRACT

The issue of security is paramount in any organisation. Therefore, the authors intend to aid in the security 
of such organisations by bringing a video based human authentication system for access control which 
is a type of cyber physical system (CPS). CPS is an integration of computation and physical processes; 
here the computation is provided by face detection and recognition algorithm and physical process is 
the input human face. This system aims to provide a platform that allows any authorized person to enter 
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INTRODUCTION

There are many methods available around us that grant access after authenticating the person. For example, 
many of the organizations use an RFID base id-card scanning system or password-based authentica-
tion system to grant access, but in these kinds of systems, flaws are always there because as we know 
ID-cards can be stolen or we can miss-place it. Passwords are not secure every time. So nowadays most 
popular and secure methods are used for this kind of application such as biometrics identification. Many 
biometric identification systems are used like eye-retina, fingerprints, voice, face, etc. but while designing 
the system we must consider many factors as all of these methods have some pros and cons. We must 
take care of measures like cost, accuracy, reliability of the system, etc. In this chapter, the authors have 
used a face-based authentication system because nowadays spoofing is something which is a prominent 
threat associated with a fingerprint-based authentication system. Also, a voice-based authentication 
system is not that secure as face-based as we are aware that there may be a possibility that the biometric 
may get confused between voices or anyone can mimic anyone’s voice. So, amongst all the biometrics, 
the face-based authentication system seems more secure. Currently, various methods available are face 
detection and face recognition. Like face recognition can be classified based on appearance, feature, or 
a hybrid mixture of both. The authors have implemented face recognition using the DLIB library which 
uses convolutional neural networks (CNN), a feature-based classification for face recognition. Using 
Face detection algorithm human faces are detected from the surrounding environment (background). 
At the time of face detection, various features like eyes, nose, jaw, etc. are identified and encoded. The 
encodings are stored in a database for further comparisons. When a person is detected, to recognize the 
person the features are encoded, and the encodings are compared with those stored in the database. If 
the encodings are nearly the same then that person is said to be authorized and the door is unlocked for 
him/her else an alert is passed to the security guard whenever an unknown person is detected. The objec-
tive of making this kind of system is to protect the organization from an unauthorized person right from 
the entrance of the premise only. If an un-authorize person tries to break into the building the security 
guards are alerted by sending the notification through the system and a photo of the person is captured 
and stored in the database so that even if he/she breaks into the building forcefully than he/she could be 
traced easily through this system. This system can also manage visitors as well as the interns coming 
to the organization and require only temporary access to the premise. They are given permission for a 
specific period and after that, the system will automatically deny his/her request to enter. Though this 

or leave the premise automatically by using face detection and recognition technology. The system also 
provides the administrator with the access to the logs, wherein he/she would be able to access the details 
of the people entering or leaving the organisation along with the live video streaming so that there is 
no sneaking of any unauthorized person with any other authorized person. The administrator can also 
do registration on behalf of a new person who requires access to the premises for a restricted amount 
of time only as specified by the administrator.
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