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ABSTRACT

AnonymousnetworkcommunicationusingonionroutingnetworkssuchasTorareusedtoguard
theprivacyofsenderbyencryptingallmessagesintheoverlappednetwork.Thesedaysmostofthe
onionroutedcommunicationsarenotonlyusedfordecentcausebutalsocyberoffendersareill-using
onionroutingsforscanningtheports,hacking,exfiltrationoftheftdata,andothertypesofonline
frauds.Thesecyber-crimeattemptsareveryvulnerableforcloudsecurity.Deeplearningishighly
effectivemachinelearningmethodforpredictionandclassification.Ensemblingmultiplemodelsis
aninfluentialapproachtoincreasetheefficiencyoflearningmodels.Inthiswork,anensembledeep
learning-basedclassificationmodelisproposedtodetectcommunicationthroughTorandnon-Tor
network.Threedifferentdeeplearningmodelsarecombinedtoachievetheensemblemodel.The
proposedmodelisalsocomparedwithothermachinelearningmodels.Classificationresultsshows
thesuperiorityoftheproposedmodelthanothermodels.
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1. INTRODUCTION

TheonionroutedorTortrafficshieldstheidentityofclouduserbycommunicatinghisdataacross
diverseTorserversandbyapplyingencryptionthatnetworktraffic.Duetotheserandomisedrouted
itisnoteasytotracebacktotheclouduser.Tornetworksaredesignedtoprovideconfidentiality,
autonomy,othernetworkthreatstocloudhandlers.However,Tortrafficisunsafeforcloudarchitectures
duetothehackingattempts,malwares,DDoSattacks,bypassingsecuritycontrols,informationtheft,
andothercyber-crimeattempts.

ThecommonapproachestoblockTORtrafficarebasedonthelistofidentifiedmaliciousIP
addressesandlistofrecognizedTORExitNodes.EnteringTORtrafficiscomfortabletoidentify
incomparisontooutgoingTORtrafficsinceallTORleavingnodesarewidelyrecognized.Itcan
beexaminedbytheIPaddressofthesenodes.ToidentifytheoutgoingTORtrafficisconsiderably
tougher,ifnotdifficulttoidentifysinceallentrynodesarenotpubliclyidentified.Onecanexamine
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byIPaddressoffewincomingnetworknodesofwhichtheIPisknown,howeveritnotsoeasyto
considerallTORtraffic.Duetothesedifficulties,themachinelearningbasedapproachesaremore
suitablefortrafficidentification.

Thesedaysduetohighavailabilityofcomputationalresources,deeplearningbasedclassification
approacheshavebecomeaneffectivetoolforprediction.Deeplearningisasubclassofmachine
learningdomain.Deeplearningisbuiltuponbothsupervisedandunsupervisedlearningmethods,
whicharebasedonArtificialNeuralNetwork(ANN).Itsarchitectureconsistsofmultipleprocessing
layers.Eachlayerproducesnonlinearresponse,whichisgeneratedusingtheresponseofprevious
layer.Deeplearningfunctionsbyimitatingthehumanbrainworkingfordataprocessingandpattern
creation.Itusesanetwork,whichiscapableoflearningfromunsuperviseddata.Duetoresemblance
ofthisnetworkwithnetworkofneuronsinhumanbrain,deeplearningisalsoreferredasdeepneural
networkordeepneurallearning(LeCunetal.,2015).ThisworkutilizestheDeepNeuralNetwork
Model(DNNM)foronionroutedtrafficdetection.Theproposedapproachiscomparedwithother
machine learningmodels.Theperformancemetrics shows that ensembledDNNbasedmodel is
superiortoothermodels.Therestofthepaperisdividedintofivemoresections.Inthesubsequent
SectionandSection3theliteraturereviewanddeeplearningmodelsarepresented.Section4presents
theinformationaboutuseddatasetandSection5discussesperformancemetrics,simulationresults
andresultanalysis.AttheendconclusionisdiscussedinSection6.

2. LITERATURE REVIEw

Thesedaysmachinelearningmethodsanddeeplearningapproacheshaverevolutionarychanged
decision making process including the cloud security domain. Deep learning is not a universal
toolwiththeabilitytosolveallthecloudsecurityproblemsduetotherequirementoflargesized
trainingdatasets(Najafabadietal.,2015).Still,therearenumerouscloudsecurityproblemswhere
thedeeplearningnetworkshaveshownnoteworthyenhancementstothetraditionalsecuritysolutions
(Papernotetal.,2016).Fewcloudsecurityproblemsaregivenbelowwheredeeplearningmodels
havedisplayednoteworthyenhancementsoverthetraditionalmachinelearning-basedapproaches
(DengandYu,2014;Liuetal.,2017):

1. Networkintrusiondetectionsuchasscanning,spoofingetc.;
2. Phishingattacks(maliciousURLidentification);
3. ApplicationattackidentificationsuchasOWASP-Top10attacks;
4. Malwareidentificationandcategorization;
5. Ransomware,spywarerecognition;
6. Userbehaviourstudy;
7. Suspicioussign-inactivitydetection;
8. Bruteforceattackdetectionandothercloudsecurityrelatedproblems.

Anetworkintrusionrecognitionsystemsupportssystemtodetectnetworksecuritybreachesin
thebusinessorganizations.Hodoetal.(2017)havepresentedanontortrafficdetectionschemeusing
thesupportvectormachineandartificialneuralnetworkbasedmachinelearningmodels.Theyhave
alsousedcorrelationbasedfeatureselectionschemetoreducethefeaturedimension.

Adeeplearningbasedmethodfordesigningsuchacapableandflexibleintrusiondetectionsystem
ispresentedbyJavaidetal.(2016).Malwarehasturnouttobeaseverethreatinthecloudsecurityand
confidentiality.Specificallyonthecommoncloudandroidplatform,numerousmaliciousapplications
areconcealedinsidetheenormousnormalapplications,whichcreatesthemalwarerecognitionmore
demanding.AdeeplearningbaseddynamicandstaticanalysisformalwaredetectionisgivenbyYuan
etal.(2014).SoftwareDefinedNetworking(SDN)hasappearedtogrowintoonecapableanswer
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