
DOI: 10.4018/IJDCF.2021010101

International Journal of Digital Crime and Forensics
Volume 13 • Issue 1 • January-February 2021


Copyright©2021,IGIGlobal.CopyingordistributinginprintorelectronicformswithoutwrittenpermissionofIGIGlobalisprohibited.



1

Drone Forensics:
A Case Study of Digital Forensic Investigations 
Conducted on Common Drone Models
Khalifa Al-Room, Zayed University, UAE

Farkhund Iqbal, Zayed University, UAE

Thar Baker, Liverpool John Moores University, UK

 https://orcid.org/0000-0002-5166-4873

Babar Shah, Zayed University, UAE

Benjamin Yankson, University of Ontario Institute of Technology, Canada & Sheridan College, Canada

Aine MacDermott, Liverpool John Moores University, UK

 https://orcid.org/0000-0001-8939-4664

Patrick C. K. Hung, University of Ontario Institute of Technology, Canada

ABSTRACT

Drones(a.k.a.unmannedaerialvehicles–UAV)havebecomeasocietalnorminourdailylives.
Theabilityofdronescapturehigh-qualityphotosfromanaerialviewandstoreandtransmitsuch
datapresentsamulti-facetproblem.Theseactionspossessprivacychallengestoinnocentuserswho
canbespiedonordroneowner’sdatawhichmaybeinterceptedbyahacker.Withalltechnological
paradigms,utilitiescanbemisused,andthisisanincreasingoccurrencewithdrones.Asaresult,it
isimperativetodevelopanovelmethodologicalapproachforthedigitalforensicanalysisofaseized
drone.Thispaperinvestigatessixbrandsofdronescommonlyusedincriminalactivitiesandextracts
forensicallyrelevantdatasuchaslocationinformation,capturedimagesandvideos,drones’flight
paths,anddatarelatedtotheownershipoftheconfiscateddrone.Theexperimentalresultsindicate
thatdroneforensicswouldfacilitatelawenforcementincollectingsignificantinformationnecessary
forcriminalinvestigations.
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1. INTRoDUCTIoN

Recently there has been a rapid growth in the interest of UAV technology. Unmanned Aerial
Vehicles(UAVs),commonlyreferredtoasdrones,areaircraftwithnopilotsthatcanbecontrolled
eitherremotelyorautonomouslybasedonapre-programmedflightpath.Duetothevariedusesin
civillife,thetechnologyoncereservedformilitaryusehasevolvedgreatly.Suchusesincludearea
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surveillance,inspection,surveying,unarmedcargo,andaerialphotography.Asairspacebecomes
morecongested,theriskofcollisionsincreases.Safeguardsagainstdroneincidentsarelikelytobe
considerablymorechallengingthanforconventionalaircraft.Thisincreasedcongestioncanresultin
highlevelsofsignalinterference,andhencegeneratingunreliableandintermittentdataandcontrol-
streams.Incontrolledairspace,dronescreatenewchallengesfortheinteractionsbetweenpilotsand
airtrafficcontrollers(Matyszozyk,2016).

Dronesarebecomingapopularthingtoseeinsharedusespaceorwhenevervisitingpublicevents.
Tomostpeople,adroneisoneoftwoverydifferentoftypesofpilotlessaircraft:atoy,oraweapon.
Itiseitherasmallinsect-likedeviceflyingaroundinparksoronbeachesoralargeaircraftspying
onciviliansequippedwithaweapon.Thefirstcategory‘recreational drones’isaimedatconsumers.
Therewerearoundtwomillionitemssoldaroundtheworldin2014,andthisisincreasingswiftly
(Clarke&Moses,2014).Thesecondcategory,‘military drones’,accountsfornearly90%ofthe
worldwidesalesofdrones(Clarke&Moses,2014).

TheDJIPhantom4,isoneofthemostpopulardronesonthemarket.TheDJIPhantom4weighs
3poundsintotalandcanflyatleast4milesawayfromitsoperatorwithoutlosingitsvideostreamor
remotecontrols.WhilethePhantomcancarryjustover1poundwhileinflight,itsbeefierbrother,
theDJIS900,hasamaximumpayloadofjustunder7pounds.Anyonelookingtospendabout$2000
dollarstopurchaseonecanlikelyflyoveraprisonyard,anddeliverasizeableillicitcontraband
packagetotheirfriendsontheinside(FoxNews,2017).Dronesallowtheiruserstoaccomplishcertain
taskssuchastakinginaerialviews,orhardtoaccessspaces;whichinthepasthasprovendifficult
duetophysicalrestrictionorbarrier.Themainmotivationbehindusingdronesinthismanneris
toexploreanewwayofgainingaccesstouncharteredenvironmentstocapture(filmingortaking
pictures)ordeployresources.

Theuniquefeaturesofdroneapplicationareits’capacitytobedeployedalmostanywhere(in
theory)toconductreconnaissance,retrievedataorresources,deployresources,anditsflexibilityin
carryingdifferentpayloads.Thesefunctionalitiesexplainwhydifferentagenciesandorganizations
havelookedtowardsimplementingtheuseofdroneswithintheirservices.Forexample,theAmerican
RedCrossislookingtowardusingdronesintheirsearchandrescuemissions(McFarland,2015;
Preston,2015).InthestateofVirginia(USA),firedepartmentsareconsideringtheuseofdronesin
theessenceofspottingemergingfireandlocatinglosttourists(Preston,2015).

Withtheabilitytoreachplacesthatcannotbeaccessedphysically,andinastealthymanner,the
dronecanbeusedtoperformcriminalactivitiesforreconnaissance.Forexample,anenemymilitary
intelligencecanusedronestotakepicturesofsensitivelocalterritories.Someonecoulduseadrone
toviolatetheprivacyofotherpeoplebytakingpicturesoftheirownhomebackyard.OnJanuary
26thin2015,adronecrashedontheWhiteHouselawnbuttheincidentwasruledasanaccident
(Sanchez,2015).Thisincidenthighlightedaclearvulnerabilitythataterroristcouldhaveusedthe
functionofthedrone,suchasacameratobreachprivacy.Thematterisnotonlylimitedtothecamera
beingusedbutalsothedronecouldhavebeencarryingapayloadtocommitthemaliciousactonthe
WhiteHousegrounds.SuchnotableissuesfortheUSgovernmentisdrugsmugglingusingdrones
isanissuefortheAmericanandMexicanbordersince2010(Sanchez,2015).

Several law enforcement agencies across the globe have identified the drone as the go-to
machinerytoinfiltratejailsanddropcontrabands.Smallcommercialdronesarebeingusedtolift
packagescontainingillicitgoodssuchasguns,tosyntheticdrugsintojailsinCanada,USA,Russia,
Australia,Greece,andEngland;wheretheythreatenthesecurityofthejail(Milmo,2015)(FoxNews,
2017).Recordedincidentsincludea2011incidentwherestaffataMoscowprisonconfiscated700
gramsofheroindroppedbyadrone.In2016,ariotbrokeoutoverapackagedroppedbyadroneat
MansfieldCorrectionalInstitution(aprisoninthestateofOhio,USA).Thesameyearadronewas
discovereddroppingmobilephones,drugs,hacksawblades,andothermaterialsintoaprisoninthe
stateofOklahoma.Thethreatofdronesisnotjustlimitedtoprisons;countriesacrosstheglobeare
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