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ABSTRACT

Inthisage,wherecryptocurrenciesareslowlycreepingintothebankingservicesandmakinganame
for them, it isbecomingcruciallyessential to figureout thesecurityconcernswhenusersmake
transactions.Thispaperinvestigatestheuntrustedusersofcryptocurrencytransactionservices,which
areconnectedusingsmartphonesandcomputers.However,astechnologyisincreasing,transaction
fraudsaregrowing,andthereisaneedtodetectvulnerabilitiesinsystems.Amethodologyisproposed
toidentifysuspicioususersbasedontheirreputationscorebycollaboratingcentralitymeasuresand
machinelearningtechniques.Theresultsarevalidatedontwocryptocurrenciesnetworkdatasets,
Bitcoin-OTC,andBitcoin-Alpha,whichcontaininformationofthesystemformedbytheusersandthe
user’strustscore.Resultsfoundthattheproposedapproachprovidesimprovedandaccurateresults.
Hence,thefusionofmachinelearningwithcentralitymeasuresprovidesahighlyrobustsystemand
canbeadaptedtopreventsmartdevices’financialservices.
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INTRoDUCTIoN

Duetoadvancementsintechnologies,onlinebankingservicesviamobileapplicationsanddesktop
applicationsholdcontinuedgrowthamongcustomers(Teutsch,Jain,&Saxena,2016).Thisgrowth
mayincreasethecomplexityofthebankingsystemandraisesecurityconcernsamongusers.Also,
therearemanycurrenciesexhibitintherealworld,andeachcountryhasitscurrency,whichagain
increasesthecomplexityof thefinancialsystem(Sklavos,&Koufopavlou,2005).Tobypassthe
bankingsystems’complexity,anewtypeofcurrencycameintothepicturecalledcryptocurrency
(Ahmad,Kumar,Shrivastava,&Bouhlel,2018),whichhasnowallsorboundariesandusedglobally
anywhereintheworld.Theconceptofcryptocurrencyisnew;itmayraisesecurityconcernswhen
usingmobileapplicationsordesktopapplicationstopreventfraudandprotectpersonalinformation.

Thisarticle,publishedasanOpenAccessarticleonFebruary4,2021inthegoldOpenAccessjournal,InternationalJournalofDigital
CrimeandForensics(IJDCF)(convertedtogoldOpenAccessJanuary1,2021),isdistributedunderthetermsoftheCreativeCommonsAt-
tributionLicense(http://creativecommons.org/licenses/by/4.0/)whichpermitsunrestricteduse,distribution,andproductioninanymedium,

providedtheauthoroftheoriginalworkandoriginalpublicationsourceareproperlycredited.
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Acryptocurrencyisadecentralizedformofmoneycomparedtoanycentralbankingsystem.
In this age,where cryptocurrencies are slowlycreeping into thebanking services andmakinga
namefor them, it isbecomingcruciallyessential to figureout thesecurityconcernswhenusers
make transactions. With the high instability of cryptocurrencies and highly competitive central
bankcurrencies,mostofthepopulationishesitantwheninvestingincryptocurrenciesandskeptical
ofhowtodifferentiatethetrusteduser,untrustedusers.Cryptocurrenciesaremainlyworkingwith
blockchainmechanism,initiallyproposedbySatoshiNakamotoin2009.SatoshiNakamotonamed
theproposedbitcoin(Schwartz,Youngs,&Britto,2014)cryptocurrency.Figure1showsthebasic
workflowofthecryptocurrencyusingtheblockchainmechanism.Here,clientAsendsmoneytoB
withouttheinvolvementofanyotherthirstparty.

Thispaperinvestigatestheuntrustedusersofcryptocurrencytransactionservices,whichare
connectedusingsmartphonesandcomputers.Thoughthecryptocurrencyusersareanonymous,itis
necessarytomaintaintheusers’reputationinformationtoidentifyriskyusers.

As technology is increasing, transaction frauds are growing, and there is a need to detect
vulnerabilities insuchsystems.Several typesof riskexist in financialsystems,suchashacking,
fraud,passwordleak,andsoon(Niu,Ji,&Tan,2005).Variouskindsofattackscanbeconducted
byattackerstobreachsmartdevices’securityandobtainillegalaccess(Upadhyaya,&Jain,2016).
Suchasexistingwebpagesarereplacedwithfraudulentwebpages,brokenfirewallsformobileapps
usingfinancialservices,olddesktopappsthatarenotupdatedwithtechnologies,andencourage
fraudsecurityparameters.Manythirdpartiesareinvolvedinfinancialservicesthatmaypromote
risks,Hackers,orun-trustedusers.Hence,authorspickuponeofsuchrisksinvolvedinthelatest
cryptocurrencyfinancialsystem,i.e.,identifyinguntrustedusersfromthenetworks.Suchproblems
motivateustofindchancesbycollaboratingwithdifferentdomainstofindtheoptimalandreliable

Figure 1. Cryptocurrency workflow
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