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ABSTRACT

Internet of things (IoT) is a worldwide network of interconnected objects. However, the things-
oriented,internet-oriented,semantic-oriented,andtactile-orientedversionsofIoTaremeaningless
iftheIoTobjectsarenotequippedwithintelligence.Forthis,currentresearchtrendsareoriented
towardscognitiveradio.ThispaperpresentsIoT,itsdefinition,itspotentialapplications,itschallenges,
aswellasitsenablingtechnologies.Amongthesetechnologies,particularimportanceisgivento
cognitiveradio.Theoverallobjectiveofthispaperistomakeaglobalsynthesisonthemotivations
aswellasonthechallengestoberaisedbytheintegrationofcognitiveradioinIoTinordertoserve
asself-reconfigurablesolutionsforacertainnumberofIoTapplications.
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1. INTROdUCTION 

InternetofThings(IoT)isthetermusedforubiquitous,intelligentandinterconnectedobjectsthat
interactwitheachotherusingstandardcommunicationprotocols.IoTmeanstheubiquityofvarious
objectsaroundus,suchassensors,RadioFrequencyIdentification(RFID)tags,mobilephones,and
others.Itwillhaveastrongimpactondailylifeinthefuture,suchasassistedliving,automation,
industrialmanufacturing,logistics,processmanagement,intelligenttransportationofpeople/materials,
real-timemonitoringofindustrialprocesses,onlinehealthfacilities,etc...(Aijazetal.(2015)).

The IoTobjectswillbe interconnectedviawiredandwirelesscommunication technologies.
However, accessibility issues for remoteusersmakewirelesscommunication themost attractive
solution.Sincewirelessspectrumisapreciousresource,wecanthereforesufferfromthescarcity
ofspectrumforIoTapplications.

Tosolvespectrumproblems,IoTobjectsshouldhavecognitiveabilities(Tragosetal.(2013)).
Thus,trendsareevolvingtowardstheadaptabilityofcognitiveradionetworks(CRN)toIoT.The
radiospectrumislargelyunderusedmostofthetime,somethingthathascreatedspectrumshortage
issues.Theunderusedspectrumiscalled thespectrumholeorwhitespace(Khanetal. (2016)).
Totakeadvantageofthesewhitespaces,cognitiveradio(CR)becomesessentialandpromisingin
variousfieldsofapplicationssuchasintelligentnetworks(Amraouietal.(2014)andZhangetal.
(2012a))andcognitiveradiosensornetworks(CRSNs)(Rawatetal.(2016)andLinetal.(2013)).
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CRnodesareintelligentwirelessdeviceswithcognitivecapabilitiestosearchforgapsinthe
spectrumandmakeopportunisticdecisionstotransmitwithoutinterferingwithlegitimateusers.

Themaincontributionsofthispaperareasfollows:

• resentacomprehensivestudyonthechallengesandenablingtechnologiesoftheIoT.
• Presentacomprehensivestudyonthemotivationsandchallengesoftheapplicationofcognitive

radioinIoT.Forthislastpoint,taxonomyofchallengesispresented.
• Categorizesthepapersstudiedaccordingtothechallenges,thetypeofnetworkaswellasthe

usedvalidationtool.

Therestofthepaperisorganizedasfollows:
Section2presentstheinternetofthings,wepresentitsdefinition,itsapplications,itschallenges

aswellasitsenablingtechnologies.
Section3presentscognitiveradio;weareobviouslyinterestedinitsmotivationsanditschallenges

ofapplicationintheinternetofthings.
Finally,thelastsectionisdevotedtotheconclusion.

2. INTeRNeT OF THINGS

2.1. definition of IoT
AccordingtoPereraetal(2013),“TheIoTisaglobalnetworkofinterconnected,uniquelyaddressable
objects,basedonstandardcommunicationprotocols,andallowspeopleandthingstobeconnected
anytime,anywhere,withanythingandeveryone,ideallyusinganynetworkandanyservice.“

As shown in Figure 1, the IoT has four specific visions; things-oriented, internet-oriented,
semantic-orientedandtactile-oriented.Themotivationbehindthethings-orientedvisionistracking
objectsusinganetworkbasedonubiquitoussensorsandtechnologiesusingRFID,becauseeach
objectcanbeuniquelyidentifiedbyitsEPC(electronicproductcode).

TheInternet-orientedvisionhasgainedinterestthankstothealreadydevelopedIPnetwork.

Figure 1. The four visions of IoT (Akinyoade et al. (2019))
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