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ABSTRACT

In this present era, where everything is getting digitalized, information or data in any form, important
to an organization or individual, are at a greater risk of being attacked under acts, commonly known as
cyber-attack. Hence, a proper and more efficient cryptosystem is the prime need of the hour to secure the
data(especially the image data). This chapter proposes an efficient multi-point crossover operation-based
chaotic image encryption system to secure images. The multi-point crossover operation is performed on
both the rows and columns of bit-planes in the images. The improved one-dimensional chaotic maps are
then used to perform pixel-permutation and diffusion operations. The main advantage of this technique
is the use of multi-point crossover operation in bit-levels. The multi-point crossover operation not only
increases the security of cipher images but also increases the key space of the algorithm. The outcomes
and analyses of various parameters show the best performance of the algorithm in image encryption
and different common attacks.
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INTRODUCTION

In today’s information age, the two parties communicate large amounts of multimedia information
(particularly images). However, the rapid growth of emerging technologies and developments has
made the securities of multimedia information quite vulnerable. Hence, it becomes very necessary to
keep such information secure, which otherwise could result in a big loss. In the preliminary research
method, scientists have developed numerous traditional image encryption techniques to encrypt images
such as RSA, AES, and DES (Coppersmith, 1994; Pub, 2001). The traditional methods are not suffi-
ciently effective for encrypting images, due to the large data requirement and the strong association of
neighboring pixels in an image (Gao, Zhang, Liang, & Li, 2006; Sambhita, Prasad, Patro, & Acharya,
2016). To address this issue, it is necessary to concentrate on methods that satisfy the need for diffusion
and confusion in the encryption process (Zhang & Liu, 2011). Confusion is a cryptographic technique
which is intended to increase plaintext vagueness. The technique ensures no indication of the plaintext
is given in the ciphertext. The relation between ciphertext statistics and the value of the encryption key
is retained as complex as possible in the confusion technique. The confusion can be achieved by using
the complex method of permutation or scrambling depending on the key and the plaintext. On the other
hand, diffusion is a cryptographic technique developed to enhance the plaintext redundancy in order to
conceal the plaintext’s statistical structure to protect efforts to reproduce the key.

Chaos-based encryption algorithms have gained much interest in recent years from a large number
of researches. There are many essential attributes in chaos systems, such as non-periodicity, ergodic-
ity, randomness, vulnerability to initial values. Despite of these features, the image encryption method
based on the chaos principle is found to be more robust and appropriate for strong-security encryption
(Guesmi, Farah, Kachouri, & Samet, 2016a, 2016b; Patro & Acharya, 2019a). In general, this method
of encryption involves two stages: permutation and diffusion (Wang, Chen, & Wang, 2010; Zhang, Li,
Wong, Shu, & Chen, 2012). With the support of chaotic maps, the location of the pixels is modified in
the permutation step, where the pixel values are modified with the assistance of chaotic maps as in the
diffusion step. Having both permutation and diffusion together is a must for high protection, and this
was the research’s effort when conducting encryption.

Basically, in the encryption of images, two types of chaotic maps are used like chaotic maps having
high-dimensional and chaotic maps having one-dimensional (1D) (Liu, Sun, & Zhu, 2016; Patro, Acharya,
& Nath, 2019b). In the encryption of images, 1D maps are appropriate to use because it have simplicity,
high-efficiency, limited hardware resources requirement, etc., but they suffer from the problem of small
key space (Ozkaynak & Ozer, 2016; Wang, Wang, Zhang, & Guo, 2017). To avoid this problem, the use
of multiple 1D maps in image encryption is suggested. The combination of multiple 1D maps provide
large key space to the algorithm. At present, most of the chaotic encryption algorithms are easy to be
attacked by exhaustive attack (small key space); hence, the algorithm needs to be given large key space.

At the other hand, due to its simple implementation the genetic algorithm has gained popularity and
interest in many recent researches. It is always found to give satisfactory outcomes with high fitness and
improved security to images and data (Wang & Xu, 2014). The genetic crossover operation could be
one-point, two-point or multi-point as per the requirement upon implementation. Though it has many
advantages but it has its own limitations such as it does not go well when large number elements get
exposed to mutation and also it increases the search size exponentially. Even though it has limitations,
it is still one of the most used image encryption technique.

287



41 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/secure-chaotic-image-encryption-based-on-multi-

point-row-column-crossover-operation/268762

Related Content

Autoencoder Based Anomaly Detection for SCADA Networks

Sajid Nazir, Shushma Pateland Dilip Patel (2021). International Journal of Artificial Intelligence and
Machine Learning (pp. 83-99).
www.irma-international.org/article/autoencoder-based-anomaly-detection-for-scada-networks/277436

How to Structure Data for Humanitarian Learning
Gilbert Ahamer (2023). Encyclopedia of Data Science and Machine Learning (pp. 1826-1840).
www.irma-international.org/chapter/how-to-structure-data-for-humanitarian-learning/317588

Autonomous Navigation Using Deep Reinforcement Learning in ROS

Ganesh Khekareand Shahrukh Sheikh (2021). International Journal of Artificial Intelligence and Machine
Learning (pp. 63-70).
www.irma-international.org/article/autonomous-navigation-using-deep-reinforcement-learning-in-ros/277434

Multi-Objective Materialized View Selection Using Improved Strength Pareto Evolutionary
Algorithm

Jay Prakashand T. V. Vijay Kumar (2019). International Journal of Atrtificial Intelligence and Machine
Learning (pp. 1-21).
www.irma-international.org/article/multi-objective-materialized-view-selection-using-improved-strength-pareto-

evolutionary-algorithm/238125

Framework for Blockchain-Based Smart Healthcare Systems

Bhanumathi Velusamyand Vishnuvarthan Rajagopal (2022). Empirical Research for Futuristic E-Commerce
Systems: Foundations and Applications (pp. 245-270).
www.irma-international.org/chapter/framework-for-blockchain-based-smart-healthcare-systems/309678



http://www.igi-global.com/chapter/secure-chaotic-image-encryption-based-on-multi-point-row-column-crossover-operation/268762
http://www.igi-global.com/chapter/secure-chaotic-image-encryption-based-on-multi-point-row-column-crossover-operation/268762
http://www.irma-international.org/article/autoencoder-based-anomaly-detection-for-scada-networks/277436
http://www.irma-international.org/chapter/how-to-structure-data-for-humanitarian-learning/317588
http://www.irma-international.org/article/autonomous-navigation-using-deep-reinforcement-learning-in-ros/277434
http://www.irma-international.org/article/multi-objective-materialized-view-selection-using-improved-strength-pareto-evolutionary-algorithm/238125
http://www.irma-international.org/article/multi-objective-materialized-view-selection-using-improved-strength-pareto-evolutionary-algorithm/238125
http://www.irma-international.org/chapter/framework-for-blockchain-based-smart-healthcare-systems/309678

