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ABSTRACT

The universal financial shake of 2008 altered business and occupational circumstances and will inevita-
bly trigger the outbreak of new forms of operational risk. Under normal conditions, OR does not cause 
significant losses; thus, severe damage is likely to occur when an operational miscarriage or an unex-
pected event takes place. Under the Basel III context, the banking sector is trying to increase safety and 
stability, by focusing on the quality of historical loss data, while cultivating an inside operational risk 
awareness culture. One of the most perilous types of OR is fraud, and its effects are often dangerous and 
may have long-term spillovers. In this chapter, an analysis of the meaning and the main characteristics 
of fraud is provided, focusing on contemporary trends of the issue. Going further, the business anti-fraud 
strategic plan is described along with how it maximizes its efficiency, while the chapter aims to analyze 
the demands for an organization to pass through fraud-fragile to fraud-resistant.
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INTRODUCTION

Over the last decades, the global financial market has witnessed major changes, concerning both the 
products and services provided and the way financial institutions do operate. Going along with the digita-
lization of our times, operations continuously alter in such extend, that new risks - or even differentiated 
already known risks - unstoppably menace the entities and the market as a whole. As Marshall (2001) 
mentioned, the countries’ financial deregulations started in the 80’s (Wernz, 2020), the dynamic aggre-
gated global operations, the high complexity and volatility of new products and services, the outburst of 
advances in the IT field, and at the same time massive unexpected business scandalous losses, have put 
Operational Risk (OR) in the spotlight. And even though, global competition, business diversification 
and economy digitalization have stressed the stability and the profile of the banking industry the last 
years, however they have touched off operations efficiency potentials for stakeholders and have led to a 
more service-oriented banking system (Vives, 2019). It is a fact though that markets’ liberalization and 
technological changes motivated financial innovations, new products and services are created, the intense 
competition enhanced productivity and growth, but at the same time risks profile has been transformed 
and new types of financial dangers have occurred and are needed to be taken into account.

The financial crisis commenced in 2008, spreading its shadow over the global economy, and 12 years 
later with some countries still suffering by its socio-economic remains, in 2020, a global pandemic teared 
down the world we knew up until then. The universal financial shake altered business and occupational 
circumstances and will inevitably trigger the outbreak of new forms of operational risk. Given that, we 
provide an operational risk brief yet illuminating description enriched with updated information and 
experience on the matter. Within the operational risk context, we focus especially to one of its type that 
over the years has turned into the business world Achilles heel, by causing massive– even fatal in some 
cases – losses and major spillovers for business entities, financial fraud.

OPERATIONAL RISK

Coming along with the introduction of Basel II Accord in 2004, the stability and the insurance of the 
international banking system was a top issue to be managed, while up until before, OR was vaguely 
described as what was not credit or market risk. Given that OR is related to all the banking activities’ 
range (Chernobai et al., 2007), for the first time it constitutes a totally different kind of all other risks, 
when Basel Committee gave its proper definition as “the risk of loss resulting from inadequate or failed 
internal processes, people and systems or from external events. This definition includes legal risk, but 
excludes strategic and reputational risk” (BCBS, 2011).

Under normal conditions, OR does not cause significant losses for a financial institution, thus severe 
damage is likely to occur when an operational miscarriage or an unexpected event takes place. This is 
the main reason for banking institutions continuously trying to ameliorate the way they treat OR nowa-
days, especially after the major OR events that had been occurred the last decades leading a number of 
well-known entities to massive financial losses (Martínez-Sáncheza et al., 2016) or even bankruptcies, 
such as Bear Stearns and Lehman Brothers (Calluzzo & Dong, 2015).

However, managing risks is a highly demanding operational context, which includes significant direct 
and indirect costs, in the sense of its implication but mostly under the shadow of the misleading assump-
tion that if it is not measured, it is not there. Keeping in mind that a large number of potential risks may 



 

 

18 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/operational-risk-framework-and-fraud-

management/269135

Related Content

Autoencoder Based Anomaly Detection for SCADA Networks
Sajid Nazir, Shushma Pateland Dilip Patel (2021). International Journal of Artificial Intelligence and

Machine Learning (pp. 83-99).

www.irma-international.org/article/autoencoder-based-anomaly-detection-for-scada-networks/277436

Importance of Information Working With Colon Cancer Research
 (2021). Machine Learning in Cancer Research With Applications in Colon Cancer and Big Data Analysis

(pp. 1-6).

www.irma-international.org/chapter/importance-of-information-working-with-colon-cancer-research/277014

Shape-Based Features for Optimized Hand Gesture Recognition
 Priyanka R., Prahanya Sriram,  Jayasree L. N.and Angelin Gladston (2021). International Journal of

Artificial Intelligence and Machine Learning (pp. 23-38).

www.irma-international.org/article/shape-based-features-for-optimized-hand-gesture-recognition/266494

Implementation of Dynamic Gesture Interpretation of Sign Language for Impact on Hearing and

Speech Impairment
 Judy Flavia B.,  Aarthi B., P. Charitharyan, Renuka Thanmaiand Meghana Kesana (2023). Handbook of

Research on Advanced Practical Approaches to Deepfake Detection and Applications (pp. 257-274).

www.irma-international.org/chapter/implementation-of-dynamic-gesture-interpretation-of-sign-language-for-impact-on-

hearing-and-speech-impairment/316759

Minimum Prediction Error at an Early Stage in Darknet Analysis
 Ambika N. (2022). Dark Web Pattern Recognition and Crime Analysis Using Machine Intelligence (pp. 18-

30).

www.irma-international.org/chapter/minimum-prediction-error-at-an-early-stage-in-darknet-analysis/304197

http://www.igi-global.com/chapter/operational-risk-framework-and-fraud-management/269135
http://www.igi-global.com/chapter/operational-risk-framework-and-fraud-management/269135
http://www.irma-international.org/article/autoencoder-based-anomaly-detection-for-scada-networks/277436
http://www.irma-international.org/chapter/importance-of-information-working-with-colon-cancer-research/277014
http://www.irma-international.org/article/shape-based-features-for-optimized-hand-gesture-recognition/266494
http://www.irma-international.org/chapter/implementation-of-dynamic-gesture-interpretation-of-sign-language-for-impact-on-hearing-and-speech-impairment/316759
http://www.irma-international.org/chapter/implementation-of-dynamic-gesture-interpretation-of-sign-language-for-impact-on-hearing-and-speech-impairment/316759
http://www.irma-international.org/chapter/minimum-prediction-error-at-an-early-stage-in-darknet-analysis/304197

