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ABSTRACT

It is essential for businesses to keep up with the technological advances. Today nearly all the businesses 
depend on computer technologies and the Internet to operate as technological developments have in-
troduced many practical methods for businesses. Yet, transformation of businesses technologically also 
presents new means for the criminals, which has led to new types of fraud. It is crucial for businesses to 
take measures to prevent fraud. Traditional methods to prevent or to detect fraud seems to be ineffective 
for new types of fraud in the digital era. Therefore, new methods have been used to prevent and detect 
fraud. This chapter reviews fraud as a form of cybercrime in the digital era and aims to introduce the 
methods that have been used to detect and prevent it.

INTRODUCTION

Fraud is an old story and has been there since the existence of human beings. The nature of fraud has 
changed over time. Fraud has become much more prevalent compared to the past. Many methods have 
been developed to prevent fraud but fraudsters have always been one step ahead. With the digital trans-
formation of companies, fraud has also gone through transformation. Technological developments have 
enabled companies to present their products and services to meet customers’ needs but fraudsters also 
perpetrate fraud through technological opportunities and there remains just a bit of imagination. Thus, 
technology seems to have two aspects: “good and bad”. With the technological developments, some gaps 
have also emerged in the transactions that companies make, which also encourages fraudsters.

The invention of the Internet has introduced many investment opportunities. While the Internet has 
made information accessible more easily and given everything more transparency, it has also created 
more opportunities for fraudsters. Fraudsters often deceive unaware victims by promising spectacular 
returns (Cross, 2013).
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In a digital world, companies often face both internal and external threats. Insider frauds can be 
perpetrated by employees of companies whereas outsider frauds are incidences, such as computer hack-
ing and computer viruses. Some fraudsters are also capable of adapting old fraud schemes to the digital 
environment.

The term “cybercrime” has been introduced in this new era. Cybercrime is criminal activities in which 
a computer or network of computers is an integral part of the crime including activities such as spam-
ming, theft of electronic intellectual property and other financial frauds. On the other hand, computer 
programmers have developed data analysis software that enables users to sift mass of information and 
transactions to detect fraudulent activities.

Cybercrime involves any crime committed through the Internet. This chapter reviews only cyber-
crimes against businesses. The present study also reviews the methods to prevent and detect fraud in 
the digital era.

BACKGROUND

There is not a common definition of fraud. Fraud involves a wide range of activities united by some 
form of misrepresentation by a party to provide that party with an advantage or cause a disadvantage to 
others including criminal, civil and regulatory acts of deviance (Button and Cross, 2017).

Fraud incorporates four basic elements:

•	 “A false representation of nature of material
•	 Intent or knowledge that the representation is false, or intentional disregard for the accuracy
•	 Reasonably and justifiably relying on the representation
•	 Financial damages as a result of the preceding elements” (Skalak, Golden, Clayton &Pill, 2011: 

p.2).

Fraud is defined as an intent to cheat or gain an unmerited benefit including a broad set of acts. The 
American Institute of Chartered Public Accountants (AICPA) describes two main categories of fraud, 
which are deliberate misstatement of financial information, and misappropriation of assets (or theft). 
The definition of fraud might be extended as follows:

“Fraud consists of an illegal act (the intentional wrongdoing), the concealment of this act (often only 
hidden via simple means), and the deriving of a benefit (converting the gains to cash or other valuable 
commodity)” (Coderre, 2009: p.3). From a business standpoint, fraud may be defined as the misuse of 
assets in an organization and misrepresentation of financial statements.

Although there are various types of fraud, it can broadly be divided into employee fraud or misap-
propriation of assets and financial statement fraud (Skalak, Golden, Clayton &Pill,2011: p.5)

Employee fraud or misappropriation of assets might be perpetrated by any officer and employer 
working for an organization. Examples of this type of fraud are pilfering of cash and inventory, skim-
ming revenues, payroll fraud, and embezzlement.

Financial Statement fraud is the intentional misrepresentation or omissions of amounts or disclo-
sures in financial reports to deceive the people who use financial statements. Particularly, it includes 
manipulation, falsification, or alteration of accounting records or supporting documents that are used to 
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