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ABSTRACT

Thisstudydevelopedandvalidatedthepsychometricpropertiesofanewinstrument,cyberethics
instrument(CEI),forassessingcyberethics.Itemsrelatedtocyberethicsweregeneratedfromareview
ofbothscholarlyandpractitionerliteratureforthedevelopmentoftheinstrument.Theinstrument
wasadministeredtouniversitystudents.Asampleof503responseswasusedforexploratoryfactor
analysis(EFA)toextractthefactorstructure.TheresultsofEFAsuggestedasix-factorstructure
(cyberprivacy,computerethics,academicintegrity,intellectualproperty,netiquette,cybersafety),
explaining67.7%ofthetotalvariance.Theresultsofconfirmatoryfactoranalysis(CFA)showed
acceptablemodelfitindices.Therefore,theresultsestablishedtheviabilityofCEIformeasuring
cyberethics.Theinstrumentisessentialforadvancingthefieldofcyberethicsresearchasitwill
serveasatooleducatorsandresearcherscanusetomeasurethecurrentstageofcyberethics.The
resultsobtainedfromusingCEIcanhelpidentifyandrecommendcyberethicsinterventions.
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INTRoDUCTIoN

Developmentsincybertechnologieshavebroughtaboutethicalissuesingovernmental,financialand
educationinstitutions(Pattison,2020),andwithinsocio-demographicgroupssuchastherichand
thepoor,gender,developedanddevelopingnations(Tavani,2013).Amongthemajorconcernsisthe
problemofcyberethics.Cyberethicsrepresentsethicsintheuseofcyberspace(Kumar&Nanda,
2019).Cyberethicsissuesareevidentinareassuchascyberterrorismandwarfare,cyberespionage
ongovernments(Parasuraman&Kumar,2020),plagiarismineducationinstitutions(Mutula,2011),
cybercrimeandcyberfraudinfinancialinstitutions,andcomputermisuseinorganizations.Research
intherecenttimeshasbeenconcentratingoncyberethics,whichisthe“studyofmoral,legal,and
socialissuesinvolvingcybertechnology”(Tavani,2007,p.3).Cybertechnologyinvolves“awide
rangeofcomputingandcommunicationdevices,fromstandalonecomputerstoconnectedornetworked
computingandcommunicationtechnologies”(Tavani,2007,p.3).Thus,cyberethicsseekstoexamine
theeffectoftheuseofcybertechnologyonsocial,legal,andmoralsystems.Itevaluatesthesocial
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policiesandlawsthathavebeenframedinresponsetoissuesarisingfromthedevelopmentanduse
ofthelaws(Fergusonetal.,2020;Tavani,2013),whileattemptingtoaddresswhatisright,whatis
just,andwhatisfairintheuseofcomputers(Onyancha,2015).

Thescopeofcyberethicsspanscyberspacepsychology,privacy,Internetsafety(Michaeletal.,
2019),responsiblecomputing,cyber-harassment(Millman,Winder,&Griffiths,2017),cyber-bullying
(Sterner&Felmlee,2017),hatespeech,hacking,netiquette,cyber-citizenship(Whittier,2013),and
computerethics(Tavani,2013).AccordingtoChih-Mingetal.(2018),interpersonalinteractions,
socialjustice,informationsharing,andself-disciplinearetheimportantvirtuesthatfosterpositive
behaviours in cyberspace. Ethical issues in cyberspace also include intellectual property rights,
confidentialityandprivacy,datasecurity(Mutula,2011),cybersafety(Amin,2019),andplagiarism
(Straderetel.,2014). Inparticular,plagiarismisachallengingproblemineducation institutions
(Perez-Pena,2012;Yaokumah,2020),ashighaseighty-twopercentofundergraduatestudentswere
foundtohavebeeninvolvedinplagiarism(Novotney,2011).

Withthepurposeofencouragingethicalconduct(Burmeister,2017),codesofethicshavebeen
developed toguideappropriatebehavioursofmembersofcomputingrelatedprofessionalbodies
(AssociationforComputingMachinery,2018;ComputerEthicsInstitute,1992;InstituteofElectrical
and Electronics Engineers, 2014). Similarly, cyber laws (Copyright Act, 2005; Data Protection
Commission,2012)havebeenpromulgatedtocontroltheconductofpeopleincyberspace.Some
instrumentshavebeendevelopedtomeasurecomputerethicsofInternetusers.Amongthemarethe
ComputerandInternetActivityQuestionnaire(CIAQ)(Oliver,2002),CopyrightandComputerEthics
(Swain&Gilmore,2001),asurveyinstrumentforInformationandCommunicationTechnologies(ICT)
(Jung,2009),andEthicalDilemmasinComputingTest(EDICT)(Bickeletal.,1992).Theproblem
withtheseavailablecodesofethicsandthecomputerethicsinstrumentsisthattheyeitherdonothave
strongpsychometricproperties(Supavai,2014),makingthemunreliableformeasuringcyberethics
orareoutmodedasaresultofrapidityoftechnologicalchanges(Burmeister,2017;Kouatli,2017).

Basedonthenormativeethicstheory,thecurrentstudyaimsatdevelopingandvalidatingthe
psychometricpropertiesofacyberethicsscale,referredtoasCyberEthicsInstrument(CEI).Since
cyberethicsscaleswithstrongpsychometricpropertiesaresparse(Supavai,2014),thisinstrument
isessential foradvancingthefieldofcyberethicsresearch.Itwillserveasa tooleducatorsand
researcherscanusetomeasurethecurrentstageofstudents’ethicaljudgementincyberspace.Besides,
theresultsoftheuseofCEIcanhelpidentifyandrecommendcyberethicsinterventions.Toachieve
thisobjective,thestudyaddressesthefollowingquestions:

1. WhatarethepsychometricpropertiesoftheproposedCyberEthicsInstrument(CEI)?
2. HowdoesCEIcomparewithotherinstrumentsthatmeasuresimilarconstructs?

Therestofthestudyisorganizedasfollows.Thenextsectionpresentstheliteraturereview,
whichdiscussesethicstheories,empiricalstudiesinthefieldofcyberethics,andpractitionerworks
onethicalcodesofconduct.Thisisfollowedbythemethodology,whichexplainstheprocessofthe
instrumentdevelopment.Next,thestudypresentstheresultsandthediscussionofthefindings.The
finalsectionconcludeswiththeoreticalandmanagerialimplicationsandfutureresearchdirection.

LITERATURE REVIEw

Ethics Theories
Ethicsisabranchofphilosophythatdealswith“valuesrelatingtohumanconduct,withrespectto
therightnessandwrongnessofcertainactionsandtothegoodnessandbadnessofthemotivesand
endsofsuchactions”(Frankena,1963).TheEncyclopaediaBritannica(201l)definesethicsas“the
disciplineconcernedwithwhatismorallygoodandbad,rightandwrong”(p.665).Ethicsincludes
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