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ABSTRACT

Information security is an important field among the pervasive use of applications namely internet 
banking, mobile services, emails, viz., chaos-based encryption techniques play an important role in 
many security processes, namely: military systems, robotics, and other real time computing services. 
The secure transmission of audio, image and video are processed with unique characteristic of a third-
party which makes the encryption and decryption highly secure for the users. In this chapter, a detailed 
survey on the various chaos-based encryption techniques is discussed and analyzed.

INTRODUCTION

Information security ensures the security, integrity, and availability of public data among the users on 
the web. In the present scenario of digital era, information security is an important concern that too 
with the pervasive use of potential applications such as internet banking, and emails. This necessitates 
cryptography which is a very essential part in any communication and networking systems will ensure 
the security, integrity, authenticity and availability of the data over the cloud environment. Lot of progres-
sive research works are found in the literature by the individuals, academicians, and researchers for the 
past two decades on cryptographic algorithms. The security of any cryptographic protocol depends on 
the strength of cryptographic key and strength of cryptographic key depends on the length of a key. In 
the traditional cryptography, a random key is generated and the key will not be linked with the user, in 
turn it is very difficult to remember as the key as it is not linked with the user. The data will be initially 
encrypted, and the information will be secured with minimal crypto security features when the data is 
propagated in the network. The information will be more secured with public and private keys and dur-
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ing retrieval; the data will be decrypted with the same key. In the other hand the privacy of the data is 
network concern. Data shared in the network to be private is more secured. The data may be preserved 
using privacy techniques in any channel and transmit it with security including standards.

Contributing Areas of Cryptology

Cryptology is a part of mathematics. Cryptography and cryptanalysis comes under the mathematical 
study of cryptology. Cryptology is the process of hiding the data or information from the intruder. The 
combination of cryptography and cryptanalysis is called as cryptology. It has several research sections 
namely like information theory, computer science, cryptography, cryptanalysis, communication theory, 
semiotics, chaos theory and synergetic. The classification of cryptology is presented in Figure 1. (Shukla, 
Khare, Rizvi, Stalin, & Kumar, 2015).

1. 	 Cryptography

Cryptography is a process of secret writing which is used to convert the original text message into 
a coded cipher manuscript message and is called as enciphering; converting of the plain text from the 
cipher manuscript is deciphering. In cryptography, the source user and the destination user uses the 
matching key is called as symmetric or secret key encryption. If source user and the destination user 
uses a dissimilar key which called as asymmetric or public-key encryption. The general cryptographic 
system is deputed in Figure 2. 

Figure 1. Areas of Cryptology

Figure 2. View of Cryptography System



 

 

17 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/a-survey-on-chaos-based-encryption-

technique/270590

Related Content

A Modern Epistemological Reading of Agent Orientation
Yves Wautelet, Christophe Schinckusand Manuel Kolp (2010). Methodological Advancements in Intelligent

Information Technologies: Evolutionary Trends  (pp. 43-55).

www.irma-international.org/chapter/modern-epistemological-reading-agent-orientation/38520

Cloud-Based Data Analytics for Healthcare 5.0
K. Kavithaand C. Kumuthini (2024). Pioneering Smart Healthcare 5.0 with IoT, Federated Learning, and

Cloud Security (pp. 44-56).

www.irma-international.org/chapter/cloud-based-data-analytics-for-healthcare-50/339426

Biological Traits in Artificial Self-Reproducing Systems
Eleonora Bilottaand Pietro Pantano (2012). International Journal of Signs and Semiotic Systems (pp. 69-

83).

www.irma-international.org/article/biological-traits-in-artificial-self-reproducing-systems/101252

Challenges of Developing AI Applications in the Evolving Digital World and Recommendations to

Mitigate Such Challenges: A Conceptual View
Srinivasan Vaidyanathan, Madhumitha Sivakumarand Baskaran Kaliamourthy (2021). Confluence of AI,

Machine, and Deep Learning in Cyber Forensics (pp. 177-198).

www.irma-international.org/chapter/challenges-of-developing-ai-applications-in-the-evolving-digital-world-and-

recommendations-to-mitigate-such-challenges/267488

Applying the Linguistic Strategy-Oriented Aggregation Approach to Determine the Supplier

Performance with Ordinal and Cardinal Data Forms
Shih-Yuan Wang, Sheng-Lin Changand Reay-Chen Wang (2011). International Journal of Fuzzy System

Applications (pp. 1-16).

www.irma-international.org/article/applying-linguistic-strategy-oriented-aggregation/54238

http://www.igi-global.com/chapter/a-survey-on-chaos-based-encryption-technique/270590
http://www.igi-global.com/chapter/a-survey-on-chaos-based-encryption-technique/270590
http://www.irma-international.org/chapter/modern-epistemological-reading-agent-orientation/38520
http://www.irma-international.org/chapter/cloud-based-data-analytics-for-healthcare-50/339426
http://www.irma-international.org/article/biological-traits-in-artificial-self-reproducing-systems/101252
http://www.irma-international.org/chapter/challenges-of-developing-ai-applications-in-the-evolving-digital-world-and-recommendations-to-mitigate-such-challenges/267488
http://www.irma-international.org/chapter/challenges-of-developing-ai-applications-in-the-evolving-digital-world-and-recommendations-to-mitigate-such-challenges/267488
http://www.irma-international.org/article/applying-linguistic-strategy-oriented-aggregation/54238

