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ABSTRACT

Presently, the advances of the internet towards a wide-spread growth and the static nature of traditional 
networks has limited capacity to cope with organizational business needs. The new network architecture 
software defined networking (SDN) appeared to address these challenges and provides distinctive fea-
tures. However, these programmable and centralized approaches of SDN face new security challenges 
which demand innovative security mechanisms like intrusion detection systems (IDS’s). The IDS of 
SDN are designed currently with a machine learning approach; however, a deep learning approach is 
also being explored to achieve better efficiency and accuracy. In this article, an overview of the SDN 
with its security concern and IDS as a security solution is explained. A survey of existing security solu-
tions designed to secure the SDN, and a comparative study of various IDS approaches based on a deep 
learning model and machine learning methods are discussed in the article. Finally, we describe future 
directions for SDN security.

1. INTRODUCTION

With the fast development in computer system and the boost in the network, demand requires more 
network systems deployment. The huge number of system deployment may lead to many complex at-
tacks over the network and raises the need for powerful security mechanisms. Many researchers and 
industries have expressed interest in designing efficient security solutions to the network (Mukherjee 
et al., 1994). The modern approach of networking such as SDN abolishes static and distributed nature 
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of the legacy network. The centralization characteristics of SDN can result in an efficient and reliable 
network, but security is a major concern. To secure the network from unauthorized access, groups de-
ployed a firewall, antivirus software, and an intrusion detection system (Aburomman & Reza, 2017). A 
firewall blocks outside attacks on the network and are not enough to secure network completely from 
attacks. This is where the Intrusion Detection System (IDS) comes into the picture (Aydin et al., 2009). 
Currently, machine learning approach is applied to IDS, however, deep learning approach have also been 
implemented in IDS field. This paper describes the various Intrusion Detection System designed for 
SDN. The paper is ordered in the following behavior. Section 2 offers a brief overview of SDN. Section 
3 covers various network attacks and IDS security mechanism and also parameters essential for IDS 
performance evaluation. Section 4 provides a brief on the ML/DL approach. Section 5 gives a survey 
on different security solutions applied to the SDN environment, and, comparative study of various ML/
DL based SDN IDS with their operational functionality and performances. Section 6 represents research 
implication carried out from the survey.

2. SOFTWARE DEFINED NETWORKING

The network is comprised of a number of devices which are connected to share the information from one 
place to another. One good example of a network is the internet. The Internet-based, business organiza-
tions and industries need to change their network configurations dynamically according to their business 
requirements. To achieve these changes over the traditional network is the one biggest challenge. The 
complex traditional network creates a barrier for data centers to innovate new services, interconnect 
different data centers, interconnection with enterprises, etc. A new approach needs to be looked at to 
overcome these issues. This is where software defined network (SDN) comes to manage and configure 
the network as per industry business needs from a central location through programming.

In a traditional network, the main components of a device are data, management, and control plane. 
However, the control plane is responsible for routing, i.e. to identify the path to transfer the data towards 
the destination using routing algorithms. The data plane may also be referred as the forwarding plane, 
as it is accountable to send the network traffic to the next node along the path selected by the control 
plane for the respective destination. The management plane helps to manage both the control and the 
data plane. However, in such traditional network, the data and the control plane is combined in a single 
physical device (router). The control plane will be effectively separated from data plane in the SDN net-
work (Kreutz et al., 2015) and acts as a centralized software controller. Therefore, the controller provides 
programming functionality that allows a supervisor to organize and manage the network as per needs. 
SDN network having centralized control plane provides a global view, such that the flows are planned 
based on defined network policies to support traffic engineering, security, load balancing, etc. (Hayward 
et al., 2015). The following Figure 1 illustrates the architecture of SDN.

The typical SDN architecture consists of Infrastructure layer, as control layer and application layer. 
SDN uses different interfaces such as Northbound Interface and Southbound Interface to communicate 
amongst the planes. The Northbound Interface (NBI) is used among the application and the control 
layer, whereas the south bound interface (SBI) allows the control layer to communicate with the data 
layer and vice a versa. One of the popular Northbound Interface is REST API and Southbound Interface 
is openflow. Moreover, openflow protocol allows the SDN implementation in hardware and software 
environment. The controller is a vital part of the SDN network, which is otherwise referred as the net-



 

 

21 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/a-survey-on-intrusion-detection-system-for-

software-defined-networks-sdn/270612

Related Content

Embedded System Verification Using Formal Model an Approach Based on the Combined Use

of UML and Maude Language
Meliouh Ameland Chaoui Allaoua (2018). International Journal of Conceptual Structures and Smart

Applications (pp. 42-58).

www.irma-international.org/article/embedded-system-verification-using-formal-model-an-approach-based-on-the-

combined-use-of-uml-and-maude-language/233534

The Potential Impact of Chatbots on Student Engagement and Learning Outcomes
Oluwabunmi D. Bakareand Omeiza Victor Jatto (2023). Creative AI Tools and Ethical Implications in

Teaching and Learning (pp. 212-229).

www.irma-international.org/chapter/the-potential-impact-of-chatbots-on-student-engagement-and-learning-

outcomes/330838

Intelligent Decision Support for Identifying Chronic Kidney Disease Stages: Machine Learning

Algorithms
V. Shanmugarajeshwariand M. Ilayaraja (2024). International Journal of Intelligent Information

Technologies (pp. 1-22).

www.irma-international.org/article/intelligent-decision-support-for-identifying-chronic-kidney-disease-stages/334557

Duality in Linear Fractional Programming Under Fuzzy Environment Using Hyperbolic

Membership Functions
Pratiksha Saxenaand Ravi Jain (2020). International Journal of Fuzzy System Applications (pp. 1-21).

www.irma-international.org/article/duality-in-linear-fractional-programming-under-fuzzy-environment-using-hyperbolic-

membership-functions/253082

Smart Healthcare System, Digital Health and Telemedicine, Management and Emergencies:

Patient Emergency Application (PES) E-Governance Applications
A. Merlin Mancy, A. V. Senthil Kumar, Rohaya Latip, G. Jagadamba, Prasun Chakrabarti, Priyanka

Sharma, Ismail Bin Musirin, Meenakshi Sharmaand B. G. Kanchan (2024). Sustainable Development in AI,

Blockchain, and E-Governance Applications (pp. 124-151).

www.irma-international.org/chapter/smart-healthcare-system-digital-health-and-telemedicine-management-and-

emergencies/338957

http://www.igi-global.com/chapter/a-survey-on-intrusion-detection-system-for-software-defined-networks-sdn/270612
http://www.igi-global.com/chapter/a-survey-on-intrusion-detection-system-for-software-defined-networks-sdn/270612
http://www.irma-international.org/article/embedded-system-verification-using-formal-model-an-approach-based-on-the-combined-use-of-uml-and-maude-language/233534
http://www.irma-international.org/article/embedded-system-verification-using-formal-model-an-approach-based-on-the-combined-use-of-uml-and-maude-language/233534
http://www.irma-international.org/chapter/the-potential-impact-of-chatbots-on-student-engagement-and-learning-outcomes/330838
http://www.irma-international.org/chapter/the-potential-impact-of-chatbots-on-student-engagement-and-learning-outcomes/330838
http://www.irma-international.org/article/intelligent-decision-support-for-identifying-chronic-kidney-disease-stages/334557
http://www.irma-international.org/article/duality-in-linear-fractional-programming-under-fuzzy-environment-using-hyperbolic-membership-functions/253082
http://www.irma-international.org/article/duality-in-linear-fractional-programming-under-fuzzy-environment-using-hyperbolic-membership-functions/253082
http://www.irma-international.org/chapter/smart-healthcare-system-digital-health-and-telemedicine-management-and-emergencies/338957
http://www.irma-international.org/chapter/smart-healthcare-system-digital-health-and-telemedicine-management-and-emergencies/338957

