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EXECUTIVE SUMMARY

The rapid massive growth of IoT and the explosive increase in the data used and 
created in the edge networks led to several complications in the cloud technology. 
Edge computing is an emerging technology which is ensuring itself as a promising 
technology. The authors mainly focus on the security and privacy issues and their 
solutions. There are a lot of important features which make edge computing the most 
promising technology. In this chapter, they emphasize the security and privacy issues. 
They also discuss various architectures that enable us to ensure safe technologies 
and also provide an analysis on various designs that enable strong security models. 
Next, they make a detailed study on different cryptographic techniques and trust 
management systems. This study helps us to identify the pros and cons that led us 
to promising implementations of edge computing in the current scenario. At the end 
of the chapter, the authors discuss on various open research areas which could be 
the thrust areas for the next era.
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Data Security and Privacy-Preserving in Edge Computing

INTRODUCTION

Edge computing is the new era of computing. Over the period cloud computing has 
become the massive storage and the data warehousing was another notable factor 
of research with the cloud. However, the cloud has its disadvantages like effective 
bandwidth utilization, limited usage of resources. IoT has been a new working 
methodology that can perform massive growth in technical systems. However, there 
are several limitations in IoT as these devices incorporate only the cloud and the 
security issue in the cloud has always been the major limitation. To address these 
complexities edge computing came as a boon to the technical world.

The basic working of edge computing defines a device to process its data within 
itself or to the closest point near the device. This working principle has brought the 
data warehousing also to grow in a new way. So the data is processed somewhere 
between the device and the cloud repository. Generally, edge computing uses 
devices that act as an intermediate level for processing data. The cloud computing 
provisionally pictured few problems like the bandwidth maintenance and also not 
able to meet the data processing requirements. The problems faced while processing 
the data was mainly because of the size of data which was huge in size. Moreover 
this data processing consumed large amount of utilization capacity. So the cloud 
faced more challenges.

In edge computing the devices (Al-Fuqaha et al., 2015) are placed such that 
the data is either processed within the devices or at its close proximity. Sometimes 
we call it as data being processed at the corner or edge of the network. The edge 
computing network refers to the devices which are in close association with the 
devices. The devices which belong to the edge computing form a network with few 
ideal factors like the storage capacity speed or we can call it as computational speed 
which is required for fast data processing.

Edge computing architecture helps to reduce the computational processing in a 
large manner. Effective communication is also trusted as the network has its devices 
in close proximity. These flexibilities in the network contribute to the massive 
growth of this edge technology. In cloud technology the preserving of data was a 
challenge and secures data storage was always under a scrutiny. In particular the edge 
networks reduced these challenges in the cloud by offering efficient data storage 
.The cloud also had issues in access control which was another important privacy 
factor. However the upcoming edge computing offers stringent access control which 
maintain the privacy in a structured manner.

However, the edge computing had its own challenges. Since the data is processed 
in close proximities, every device has to be communicating and coordinating among 
them to ensure the flow of data processing without any security challenges. So the 
devices had to authenticate themselves. The authentication should be flexible so 
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