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ABSTRACT

Afundamentalopenquestionfororaclesinblockchainenvironmentsisadeterminationoftheamount
of trust tobeplaced in theoracle.Oracles serveas intermediariesbetweena trustedblockchain
environmentandtheuntrustedexternalenvironmentfromwheretheoraclesfetchdata.Assuch,itis
importanttounderstandtheuncertaintyintroducedbytheoracleinthetrustedblockchainenvironment
andtheimplicationsofthisuncertaintyonblockchainperformance.Thispaperdevelopsamodel
forcommoditizationoftrust.Themodelprovidesfordynamictrustenvironmentsthatincorporates
oracleselfishness.Theworkalsoconsiderstheequilibriumbehaviorforthedemandandsupplyfor
trustandintroduceselasticincentivesforincreasingthetrust.Theseresultsareusedtodetermine
optimumsizeofthenetworkthatcanbeservedbyanoraclewithvaryingdegreesofselfishness.
Keyconsequencesandchallengesofincorporatingoraclesintrusteddistributedledgerenvironments
arepresented.
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INTRODUCTION

Oraclesinblockchain(Wangetal.,2019)functionbyservingasabridgebetweenthetrustedworldof
blockchainandtheuntrustedworldoutsidetheblockchain.Althoughdistributedledgertechnologies
areabletoleveragetheirtrust-freearchitecturetosecurelyprocesstransactions,amajorroadblockto
theirwidespreadusageisthelackofmechanismstosecurelyverifyandincorporatedatathatexists
outsidetheblockchain.Theinclusionofanoraclehelpstobridgethisgapbetweentheblockchain
anddatasourcesaroundit.Byfetchingdatafromanexternalsource,oracleshelptotriggersmart
contractsthatlinktogetherthetrustedblockchainenvironmentandtheuntrustedexternaldatasource
(Wohrer&Zdun,2018).Forexample,inahedgingmodel,nodesinablockchain(trustedenvironment)
mightbedependentonweatherdatafromanexternalwebsite(untrustedenvironment)inorderto
predictfuturepricesforanagriculturalcommodity.Thisinformationcannotbeverifiedusingthe
blockchain’sinbuiltarchitecturefordistributedconsensus.Asatrustedentity,theoraclefetchesthis
informationandsuppliesittothenodes,therebytriggeringasmartcontract.
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Theimplicitassumptioninexistingliteratureaboutblockchainoraclesisthatofanaltruistic
oracle.This assumptionof an altruistic oracleprovides for ahighdegreeof trust placedby the
blockchainnodesintheoracle’sservices.However,thisassumptionofanaltruisticoraclemaybe
challengedbyfactorssuchascomputationalcomplexityoftheoracle’stasksanditsimpactonoracle
performance.Anoraclethatisrequiredtoperformcomputationallyintensivetaskstoretrievedata
frommultipleuntrustedenvironments,aggregateandprocessitfortheblockchainislimitedbyits
owncomputationalcapacity,thesizeoftheblockchainnetworkthatitserves,thequantityofsuch
requestsand inter-oraclecommunicationandcomputation responsibilities.Thus,oracles thatare
subjecttoahighvolumeofcomputationalprocessingmaysufferfromdegradationinperformance
intermsoflatency,throughputordataaccuracy.Additionally,sinceoraclesserveasintermediaries
betweentrustedanduntrustedenvironments,theyservetofunctionasauniquepointoffailurein
thetrustmodelespousedbyblockchainenvironments.Anoraclethatismanipulatedbymalware
cancompromisetheintegrityofthesmartcontractsandjeopardizetheapplicationsinvolvingsuch
blockchainenvironments.Suchoutcomescanthenimpacttheleveloftrustplacedintheoracleby
theblockchainandreverttheblockchainbacktotheoriginalstate,wheretheblockchainonlytrusts
dataintheledgerandisthusunabletofunctioninhybridenvironmentsthatrequiresmartcontracts.

Ourworkstudiestrustintheinstitutionoftheoracle.Specifically,ourworkseekstoanswerthe
question:Howtrustworthyistheoracle,andcanweusepeerevaluationsoftheoracle’strustworthiness
toassesstrustplacedbyanodeintheoracle?Todothis,wecommoditizetrustasatradeableunitwith
distinctsupplyanddemandfunctions.Oraclesmaydemonstrateselfishorfairbehavior,whereselfish
behaviorbehoovestheoracletoconserveitsownresourcesandoffersubparservicetothenodes.
Similarly,afairoracleisabletoservetherequestsofthenodes,evenattheexpenseofconsumption
ofitsownresources.Onereasonforanoracletodemonstrateselfishbehavioristheamountofwork
requestedoftheoracle.Theoracle’sselfishnessisdictatedbythenumberofrequestsitserves.The
roleoftheoracle’sselfishnesssetsthetoneforthenumberofnodesitcanserve.Weexplorehow
incentivesaddedtothenodes’trustvaluationscaninfluencethenumberofnodesthatcanbeserved
byselfish(fair)oracles.

Inourmodel,eachblockchainofnodesdemandsacertainquantityoftrustfromtheoracle,
whichisquantifiedbythedemandfunction.Theamountoftrustdemandedfromtheoraclebythe
nodesintheblockchainisbasedontwocomponents,thecollectivetrustplacedbypeernodesand
theselfishnessoftheoracle.Todothis,first,weborrowuponsociologicalconstructsfortrustin
societiestoformulateamathematicalframeworkforcollectivetrust.Specifically,weusethedefinition
inLewis&Weigert(1985)thatcollectivetrustinanentityisnotjustapersonalassessment,butit
dependsonthetrustplacedbypeersinthatentity.Thissociologicalconceptualizationoftrustis
extracted largely fromtheworksofLuhman(1979),Barber (1980),Parsons (1963)andSimmel
(1900).Luhmannemphasizes that trust leads toa reductionofcomplexity since individualscan
trusttheirpeerstomakeinformeddecisionsthatlessentheamountofrisk.Luhmannalsostatesthat
familiarityisapreconditionoftrustaswellasdistrust,asindividualslearnanddevisestrategiesfor
risk-mitigationfromtheactionsandoutcomesoftheirpeers.InrelatedworkbySimmel(1900),the
authorenvironmentswithperfectinformationdonotimposetheneedfortrust,sinceindividualswould
haveperfectinformationabouteventsandoutcomesandwouldknowtheappropriatestrategiesto
landthoseoutcomes.However,inimperfectenvironments,trustprovidesavaluableintermediary
constructwithwhichtoassesstheimpactofcertainactionsandoutcomesinthepeerenvironment.
WorkinBarber(1980)extendsthisformulationtostatethattrustimpliesa“confidentexpectation”
onbehalfoftheindividualthatacertainactionwillresultinalessriskyoutcome.Parsons(1963)
goesontoshowhowtrustholdstogethersocieties,notingthatthelackoftrustcanerodepublic
confidenceandleadstothedisintegrationofsocieties.

Ourmodelfortrustworkasfollows.InanetworkwithfournodesA B C, , andD thatisasked
totrustanentityS nodeA mightplacealeveloftrustinS thatmayormaynotreflecthowits
peers ( , ,B C andD) assessS. Inotherwords,“Itrustbecausethey(donot)trust”.Additionally,
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