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ABSTRACT

Blockchainsrelyonaconsensusamongparticipantstoachievedecentralizationandsecurity.However,
reachingconsensusinanonline,digitalworldwhereidentitiesarenot tiedtophysicalusers isa
challenging problem. Proof-of-work provides a solution by linking representation to a valuable,
physicalresource.Whilethishasworkedwell,itusesatremendousamountofspecializedhardware
andenergy,withnoutilitybeyondblockchain security.Here, theauthorsproposeanalternative
consensusschemethatdirectsthecomputationalresourcestotheoptimizationofmachinelearning
(ML)models–ataskwithmoregeneralutility.Thisisachievedbyahybridconsensusschemerelying
onthreeparties:dataproviders,miners,andacommittee.Thedataprovidermakesdataavailable
andprovidespaymentinreturnforthebestmodel,minerscompeteaboutthepaymentandaccessto
thecommitteebyproducingMLoptimizedmodels,andthecommitteecontrolstheMLcompetition.
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INTRoDUCTIoN

Bitcoin (Nakamoto, 2009) presented a workable solution to the problem of double spending of
electroniccashwithoutacontrollingcentralentitysuchasabank.Launchedin2009,theBitcoin
network implements a peer-to-peer network of computers that maintains a distributed ledger,
trackingallthenetworkparticipants’cryptocurrencybalances.Inanopennetworkofpseudonymous
participants,reachingconsensusaboutwhattransactionstoincludeintheledgerischallenging–a
simplevoting schemewon’twork since an individual canget anunfair influencebypretending
tobeanarbitrarilylargenumberofindividualsina“Sybilattack”(Douceur,2002).ForBitcoin,
Sybil-resistancewasachievedbyrequiringparticipantstoexpendreal-worldresourcesforachance
toappendnewtransactionstotheledger,aschemeknownasProof-of-Work(PoW)(Back,2002;
Nakamoto,2009;Dwork&Naor,1993).
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BACKGRoUND

PoW“proves”thattheimportanttaskofappendingthenextblocktotheledgerisgiventosomeone
–aminer–whois“rich”enoughthattheycannotbecorruptedtotolerateaSybilattack.Wealthis
proxiedbytheminer’saccesstoresources;forBitcoin,thatistheabundantamountofelectricity
andcomputationalresourcesrequiredtosolveaverydifficultmathematicalpuzzlebeforeothersdo.
However,foreveryblock,itfollowsthatthevastamountsofenergyexpendedbythewinningminer
andthenumerouslosingminersarewasted(Vries,2018;O’Dwyer&Malone2014;Budish2018).
Therehavebeensomeattemptsatamelioratingthisshortcomingbyinsteadsecuringtheblockchain
withusefulworkviaaProof-of-Useful-Work(PoUW)scheme.PoWrequiresminerstocollective
expendvastcomputationalresourcestosolveamathematicalproblemwhosesolutionhasnoother
purpose.PoUWentailssolvingamathematicalproblemwhosesolutionisusefultoathird-party
externaltotheblockchain.EarlyexampleswerePrimecoin(King,2013),wheretheworkrequired
wastosearchforchainsofprimenumbers,andPermacoin(Milleretal.,2014),intendedtodirect
miningresourcestodistributedstorageofarchivaldata.However,theseeffortshavefailedtoreach
wideadoptionpossiblyduetothelimitedutilityoftheworkperformed.Morerecenteffortshave
attemptedtosolvetheorthogonalvectorsproblemusefulforgraphtheoryanalysis(Balletal.,2017)
orperformcomputationaltasksforexecutingSoftwareGuardeXtensions(SGX)instructionsonIntel
chips(Zhangetal.,2017).

Herewetakeadifferentapproachandfocusonaspecific,butcommon,task:privacy-preserving
datamining.Ourapproachalsoresultsinworktowardsprovidingadual-purposeschemethatisuseful
fordomainsofblockchain(consensusmechanism)andAI(datamining).

WHy PRIVACy-PRESERVING DATA MINING

Theapplicationofmachine learning (ML) to importantproblems inmedicineand financeoften
resultsinanapparentcontradiction:Trainingthemodelsrequiresaccesstolargeandvarieddatasets
underindustryorregulatoryexpectationthatsecurityandprivacywillbepreserved,eventhough
thesizeandscopeofthedatacollectedmakesitattractivetohackersandincreaseslikelihoodof
maliciousorevenunintendedprivacybreaches.Recentnewsreportshavehighlighteddatasecurity
andprivacyfailures(Armeding,2018;Cameron,2017;Subramanian&Malladi,2020).Tomitigate
thisseemingcontradictionandlimitdataleaks,apopularschemeobfuscatestherawdataandapplies
machinelearningonthetransformeddata,enablingdata-drivendiscovery(“mining”)ofinsightswhile
ensuringthatthedataremainprivate.Thisschemewhichpreservesprivacyyetmaintainsdatautility
andmodelingaccuracyiscalledprivacy-preservingdatamining(Thuraisingham,2005).

Given the popularity of AI (Siau & Wang, 2020; Wang & Siau, 2019), it is attractive to
conceptualizeablockchain’sproof-of-workmathematicalproblemasadataminingproblem.However,
proof-of-workismostcompellingforblockchainusecasesinwhichtheproofofaccesstoresourcesis
aproxyforproofofincorruptibilityamongstuntrustedpotentialvalidators(Nakamoto,2018).Bitcoin
andEthereumareblockchainnetworks that exemplify this “trustless,” “permissionless” context.
Clearly,raw,un-obfuscateddatacannotbeprovidedtothirdpartyvalidators(cryptocurrencyminers)
tododataminingonsuchopenblockchains;minersmaybetrustedtodotransparent,straightforward
validation,buttheycannotbetrustedwithrawdata.Hence,ourPoUWsolvesaprivacy-preserving
dataminingproblem,notagenericdataminingproblemusingrawdata.

Givenatrainingdatasetofnumericalfeaturesandacategoricalorcontinuoustarget(output
variable)associatedwitheachexample,thePoUWtaskcanbesetupasanMLcompetition,where
minerscompetetopredictthetargetsgivensomeinputs.Theminerthatbestpredictsthetesttargets
wins.AstandardMLcompetitionreliesonatrustedparty,theorganizer,whohasfullaccesstothe
datasetandwithholdsasubsetofthetargetsfromthecompetitors.Theorganizerreleasestwosets
ofdatatothecompetitors:acompletesetofinputs-targetpairsformodeltraining(thetrainingdata)
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