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ABSTRACT

Wireless sensornetwork is a special kindof adhocnetworkcharacterizedbyhighdensity, low
mobility,andtheuseofasharedwirelessmedium.Thislastfeaturemakesthenetworkdeployment
easy;however, it ispronetovarious typesofattackssuchassinkholeattack,sybilattack.Many
researchers studied the effect of such attacks on the network performance and their detection.
ClassificationtechniquesaresomeofthemostusedendeffectivemethodstodetectattacksinWSN.
Inthispaper,theauthorsfocusonsinkholeattack,whichisoneofthemostdestructiveattacksin
WSNs.Theauthorsproposeanintrusiondetectionsystemforsinkholeattackusingsupportvector
machines(SVM)onAODVroutingprotocol.Inthedifferentexperiments,aspecialsinkholedataset
isused,andacomparisonwithprevioustechniquesisdoneonthebasisofdetectionaccuracy.The
resultsshowtheefficiencyoftheproposedapproach.
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1. INTRoDUCTIoN

WirelessSensorNetworks(WSN)arespontaneousnetworksconsistingoftenstoseveralhundredsand
sometimesthousandsofnodescalledsensorsormotes.Thesenodesaredispersedinanenvironment
called a collector field in order to perform autonomously three complementary tasks: to collect
data(generallymeasurementsoftemperature,humidity,vibrations,radiation,etc.),toprocessthem
andfinallytotransmitthesesdatatothebasestationviaaradiocircuit.Figure1illustratesWSN
architecture.

Theattractive featuresofWSNs(small size, lowcost, flexibilityand facilityof installation,
largetypesofsensors,wirelesscommunication)haveenabledthistypeofnetworkstoinvadeseveral
applicationareasandbepresentnotonlyintheindustrialsectorbutalsoinmedicalandeverydaylife
applications(García-Hernandoetal.2008).

Nodes in a wireless sensor network are typically deployed in hostile environments and
left unattended with low computing, memory, and energy capabilities with vulnerable wireless
communication that can be easily observed and interfered with. All those constraints make the
WSNnotonlyaneasytargetforseveraltypesofattacksbutalsomaketheapplicationoftheexisting
solutionsforwiredorevenwirelesssystemsinappropriate.
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Varioustypesofattacksarepossibleondifferentlayersofthesensornodeandthosethataffect
theoverallperformanceofWSNsareknownbydenialofserviceattacks(dos).Thefirsttaxonomy
ofdosattacksforsensornetworkshasbeendiscussesin(WoodandStankovic2002)andforwhole
attacksin(Roostaetal.2006).Thedosattacksontheroutingprotocolsarethemostattacksdiscussed
intheliterature(KarlofandWagner2003):sinkholeattack,blackholeattack,wormholeattackand
selective forwarding attack. Therefore, a lot of solution has been proposed to improve security
mechanismsforWSNsagainstdosroutingattacks.Somerelatedresearchareintroducedandanalyzed
infollowingsection.

Inthispaper,authorsfocusonsinkholeattack,whichisoneofthemostdestructiveattackinWSNs
(Ngaietal.2006;Abdullah,etal.2015;RajuandParwekar2016,AbdirahmanandSukhkirandeep
2019,ZhangandLiu2019,SejaphalaandVelempini2020).Thisattackconsiststopreventthebase
stationtoreceivepacketsfromwholenetworkbyattractingallthetrafficfromneighboringnodes
close to thebasestationbasedonfakerouting information.WSNsareparticularlyvulnerable to
sinkholeattacksduetothecommunicationpattern“manytoone”wheresensornodesroutedatato
singlebasestation.Sinkholeattackcanbelaunchedfromacompromisednodeoracounterfeitnode
introduced inside thenetwork.Once launchedsuccessfully,sinkholenodecanbeused to launch
furtherattackssuchasselectiveforwardingattack,wormholeattack,floodingattack,sybilattack
andblackholeattack.

Theobjectiveofthisworkistodesignandimplementanefficientdetectionschemebasedon
SVMtechniqueforintrusiondetectionsystem(ids)inWSNwithenergysaving(Luetal.2013)(Lu
etal.2014)(Luetal.2015).Theproposedidsaimstodetectaspecificdosroutingattacknamely
thesinkholeattackbyusingtworoutinginformation:hopcount(HCNT)anddestinationsequence
number(DSN)onadhocondemanddistancevector(AODV)(Perkinsetal.2003)protocol.Authors
experimentedbinaryclasssupportvectormachines(SVM)toperformSVMclassifier.Thedatasetused
indifferentexperimentationsisprovidedbyGarofaloandalin(Garofaloetal.2013)foracomparison.

The remainder of this paper is organized as follows. Section 2 references related work for
Sinkholeattackdetection.Section3presentstheexistingattackdatasets.Section4introducesSVM
classificationforintrusiondetection.Theobtainedresultsarepresentedinsection5and6anddiscuss
insection7.Finallypaperconcludeswithsection8.

2. BACKGRoUND AND ReLATeD WoRK

Innetworksecurity,IntrusionDetectionSystemsareconsideredasasecondlineofdefensesince
attackscannotbealwaysavoidedorprevented.IDSsalreadyrepresentakeytoolforensuringcyber
securityintraditionalcomputerbasedsystemsandtheybecameanactiveresearchtopicforwireless
sensornetworks.

Theclassificationofintrusiondetectionsystemsdependson(1)thedatacollectionmechanism
(2)howattacksaredetected(3)infrastructure(4)Sharinginformation(5)typeofintrusion(6)Source
ofattack(7)frequencyofuse.

Figure 1. Example of WSN architecture
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