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ABSTRACT

TheintegrityofwirelessnetworksthatmakeuptheclearmajorityofIoTnetworkslacktheinherent
securityoftheirwiredcounterparts.Withthegrowthoftheinternetofthings(IoT)anditspervasive
natureinthemodernhomeenvironment,ithascausedaspikeinsecurityconcernsoverhowthe
networkinfrastructurehandles,transmits,andstoresdata.NewwirelessattackssuchasKeySnifferand
otherattacksofthistypecannotbetrackedbytraditionalsolutions.Therefore,thisstudyinvestigates
ifwirelessspectrumfrequencymonitoringusinginterferenceanalysistoolscanaidinthemonitoring
ofdevicesignalswithinahomeIoTnetwork.Thiscouldbeusedenhancethesecuritycompliance
guidelinessetforthbyOWASPandNISTforthesenetworktypesandthedevicesassociated.Active
and passive network scanning tools are used to provide analysis of device vulnerability and as
comparisonfordevicediscoverypurposes.Theworkshowstheadvantagesanddisadvantagesof
thissignalpatterntestingtechniquecomparedtotraditionalnetworkscanningmethods.Theauthors
demonstratehowRFspectrumanalysisisaneffectivewayofmonitoringnetworktrafficoverthe
airwavesbutalsopossesseslimitationsinthatknowledgeisneededtodecipherthesepatterns.This
articledemonstratesalternativemethodsofinterferenceanalysisdetection.
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1. INTRoDUCTIoN

Wi-Fi andother communication technologies such asBluetoothhave existed formore than two
decadesandthevolumeofdevicesthatutilisethesetechnologieshaveexplodedinrecentyearswith
anearly100%adoptionrate.ThetermTheInternetofThings(IoT)iscommonlyusedtonameaset
ofobjects(orthings)thataredirectlyconnectedtotheInternetviacommunicationprotocolssuch
asWi-Fi(802.11),Bluetoothandnumerousothercommunicationprotocols.Thesenetworksconsist
ofdevicesknownas“Things”whichcanbeconstrainedbyhardwareshortcomingsthatreducetheir
securityeffectiveness.Objects in theIoTarecontrolledviamicrocontrollers thatareconstrained
in computational power, memory resources and power restrictions. These restrictions limit the
devicesfrombeingabletoutilisethesameprotocolsthatareusedbyhigherpoweredcomputerslike
TransmissionControlProtocol(TCP)andHyperTextTransferProtocol(HTTP)ormodernencryption
standardswhicharetooresourceconsumingtobeusedonthesehighlyconstraineddevices.Arecent
studyconductedbyHPFortifyonDemandresearchconcludedthat70%ofInternetofThingsdevices
onthemarketarevulnerabletoattack(Miessler,2014).TheInternetofThingsisaphenomenon
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thatisgrowingrapidlyandisexpectedtoinclude50billiondevicesconnectedtotheinternetbythe
year2020accordingtoindustryexpertssuchasMichaelDellfounderofDellInc.(Barajas,2020).
Withthisgrowthandthesecurityconstraintsimposedonthesedevicesbyhardwareshortcomings
andsecuritymisconfigurations,itispredictedbyGartnerResearchthat20%oftheoverallsecurity
budgetofmajorcorporationswillbespenttryingtosecurethesedevices(Woods&vanderMuelen,
2016).Applicationsforthistechnologyincludeagriculture,manufacturing,powerdistribution,to
smarthomes,healthcare,andbeyond.Allthesesensorydevicesareconnectedtolargerinfrastructure
produceanextraordinaryamountofdata.Thistechnologyadvanceacknowledgestherealitythat
humansocietyismovingtowards‘smart’and‘smarter’systems.Therapidadvancesincomputer
science,softwareengineering,systemsengineering,networking,sensing,communication,andartificial
intelligenceareconverging(Voas,2016).

WiththeriseofIoTnetworksinrecenttimesandtheirexpectedexponentialgrowthinthenext
fivetotenyearsawaytoeffectivelysecurethemwillbeofparamountimportance(Barajas,2020).
Therearefewhomeorbusinessownersthatfullyunderstandandrecognisehowtheirnetworkexists
andinteractswithitssurroundingsandthethreatsthatarisewiththeconstantchangeinthenumber
andtypeofdevicesthatconnectanddisconnectontheirnetworks.Thisshowstheneedforabetter
waytoprotecttheseIoTnetworkswhichiswhytheU.S.FederalTradeCommission(FTC)announced
thelaunchofacontestthataimstofindsolutionsforsecuringtheInternetofThings(IoT)devices
deployedinconsumers’homes(Kovacs,2017).TheFTCsaidthetoolcanbeaphysicaldeviceinstalled
ontheuser’shomenetwork,anapp,acloud-basedservice,oradashboard.Therequirementisthat
thetooladdressesvulnerabilitiescausedbyoutdatedsoftware,butitcanalsoincludeothersecurity
features,suchasonesdesignedtomitigatetheriskofhardcodedorweakpasswords.

With the rapid rise of the IoT phenomenon and the introduction of these poorly secured
devicesontothenetworkinfrastructurehavebroughtwiththemanavalancheofsecurityconcerns
thatconsumershaveaboutthisencroachmentintothehome.Thesevulnerabilitieshavebeenwell
documentedbytheOWASPInternetofThingsProject(Li,2020).Thevulnerabilitieshighlightedby
thisprojecthavebeenexploitedinsomerecenthigh-profileattacks.TheseDirectDenialofService
(DDoS)attacksarenothingnewbutbecauseoftheprevalenceoftheseunsecureddeviceswithhigh
bandwidthcapacitytheseattackshavebecomedevastatingagainsttheirtargets.Thisformofattack
hasbeenleviedagainstsomehigh-profiletargetssuchasDynDomainNameServer(DNS)Service
(Paganini,2020).DynwhichservicesalargeportionoftheDNSserviceintheUnitedStateswasput
underintenseattackusingthisDDoSformofattackthatutilisedmanythousandspossiblyhundreds
ofthousandsoftheseIoTdevicesunderthecontroloftheMiraimalware.Thismalwarewasableto
infectthesedevicestoharnessthemasahugebotnetabletoinundatetheDynServerswithahuge
amountoftrafficthatwasabletoknockouttheirservice(Paganini,2020).Thisattackhasalsobeen
successful inknockingout thewebsiteofwell-knownsecurity investigatorBrianKrebsutilising
thesamemalwaretoproduceanattackthatproduced620Gbpsoftrafficagainsthiswebsitewhich
wasstatedasarecordamountoftrafficforaDenialofServiceattackaccordingtoAkamaisecurity
engineers (Krebs, 2016). Akamai have released a threat advisory explaining how to exploit IoT
devicesforlaunchingmass-scaleattackcampaignsagainstatargetandhowtoprotectagainstthis
exploitation(Caltum&Segal,2016).

Wethereforeaimtoinvestigatetheeffectivenessofusingasetofprofessionaltoolsthatare
designedtodetectwirelessinterferencesandtofixproblemsinanetworkenvironment.Asaresult,
theobjectivesoftheproposedresearchare:

• To investigate if a wireless interference and site survey planning toolset can be used as a
preliminaryscanningtechniquetodetectnetworkvulnerabilitiesbeforeusingnetworkscanning
methods.
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