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ABSTRACT

Privacyprotectionisahot topic innetworksecurity.Manyscholarsarecommittedtoevaluating
privacyinformationdisclosurebyquantifyingprivacy,therebyprotectingprivacyandpreventing
telecommunicationsfraud.However,intheprocessofquantitativeprivacy,fewpeopleconsiderthe
reasoningrelationshipbetweenprivacyinformation,whichleadstotheunderestimationofprivacy
disclosureandprivacydisclosurecausedbymaliciousreasoning.Thispapercompletesanexperiment
onprivacy informationdisclosure in the realworldbasedonWordNetontology.According toa
privacymeasurementalgorithm,thisexperimentcalculatestheprivacydisclosureofpublicfigures
indifferentfieldsandconductshorizontalandverticalanalysistoobtaindifferentprivacydisclosure
characteristics.Theexperimentnotonlyshowsthesituationofprivacydisclosure,butalsogives
suggestionsandmethodtoreduceprivacydisclosure.
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1. INTRoDUCTIoN

In recent years, hack attack, virus, trojan and personal information disclosure are increasingly
exposedtopublicview,networksecurityhasattractedmuchattention.Theexistingnetworksecurity
technologieshaveabroaddefinitionofprotecteddata,whichdoesnotdividethetypesofdata.Most
ofthetime,theytreattheprotecteddataequally.Networkserviceprovidersdon’tthinkdifferently
aboutdifferenttypesofdatawhentheygrabnetworkdata,alsotheydon’tcommunicatewithdata
providers(Vincentetal.,2011).Infact,differenttypesofdataneeddifferentdegreesofprotection,
especiallypersonalprivacydata.Forexample,someone’sgenderisoneprivacydatathatcanbeopen
toalotofpeople,suchasfriends,colleaguesandsoon,passwprdofbankcardisalsokindofprivacy
data,butitisconfidentialitytoothers,whichcanonlybekeptbyhimself.
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Manynetworkactivitiesmaycausepersonalprivacyinformationdisclosure,suchaswebsite
registration,onlineshopping,clicking linksandsoon.What information isdisclosed inprocess
ofnetworkactivityisdifficulttocapture,evenifitcanbecaptured,itisdifficulttomeasurewhat
impact itwillhaveonthedataownerafterprivacyinformationisdisclosed.However, thereisa
certainconnectionbetweendifferenttypesofpersonalprivacydata(Omoronyia,2016),moredatacan
bederivedfromoneormoreexistdata.However,theseconnectionsarenotconsideredinnetwork
activities.Mostexistingprivacyprotectionschemescanonlymatchindividualprivacyinformation.
TheP3Pplatform(Cranoretal.,2002)whichproposedin2007providesamethodforpersonalized
privacyprotection,enablinguserstodefinetheirprivacypreferences.ButP3Pplatformhasnotdone
anyprocessingfortherelationshipbetweendifferentprivacyinformation,alsohasnotusedspecific
numberstoquantifytheselinks.

Ontologyisagoodtooltofindtherelationshipbetweendifferentdata.Inanontologylibrary,
thecorrelationbetweentwoseparatedatacanbecalculated.Becauseoftheexistenceofreasoning
relationship,mostoftheexistingprivacyprotectionmethodswillactuallystillcauseprivacydisclosure.
Inordertounderstandthesituationofprivacydisclosureinrealworld,thispaperconductsaprivacy
disclosuremeasurementexperimenton tenpublic figures indifferent fields, soas tounderstand
whatkindofprivacyinformationiseasilydisclosedbypeopleindifferentfields.Bycalculating
ofaprivacymeasurementalgorithmbasedonWordNetontology,thedegreeofdisclosureofthese
publicfigures’privacyinformationisquantifiedwithaspecificnumberandanalyzedcomparatively.

Therestofthispaperisorganizedasfollows.Section2reviewrelatedworkincludeprivacy
protection,ontologybasedprivacyprotectionandprivacymeasurement.Section3introducesthe
relationshipandstructureofWordNet.Section4buildsaprivacydisclosuremodelanddefinesthe
goal.Section5 introduces thequantificationalgorithm, include the frameworkofalgorithm, the
relationshiphandlingandthecharacteristicsofalgorithm.Section6istheexperimentalpartand
section7istheconclusion.

2. RELATED WoRK

Therearemanyhottopicsinthefieldofprivacyprotection,suchaslocationbasedprivacyprotection,
datapublishingbasedprivacyprotection,Internetofthingsbasedprivacyprotection,videoprivacy
protectionandsoon.Thispapermainlyconsidersprivacyprotectionindatadissemination.Inthis
respect,themorecommonwayistorestrictpublicationbydefiningrulesorencryptingdata.Huo
etal.(2018)proposedanewlogicthatcombinesdistributedlogicwithdistributedtemporallogicto
enableallpartiesinsocialnetworktoimplementabalancestrategybasedonpre-definedrulesand
reachedacontractualaccesscontrol.Ulybyshevetal.(2017)designedacloudenterpriseframework
toensurethateachservicecanonlyaccessauthorizeddatabasefieldsbyassigningkeysinuntrusted
cloudplatform.Chenetal.(2015)proposedadatadistributionprotocolcalledReDD,whichenables
highqualityinformationtobetransmittedinamobilesocialnetworkbyestimatingthequalityof
messages,withoutrevealinguser’sprivacyinformation.Somescholarshadbegunprivacyprotection
fromknowninformation,suchasZhangetal.(2018)consideredavarietyofmedicalknowledge,
establishedadestinationtree,anddynamicallydefinedtheaccessboundaryofhospitalinformation
systembasedoncontext.Thesemethodscouldallachieveprivacyprotectiontoacertainextent,but
theydidn’tdividetheprotectedprivacyinformationbasedonmeanings,ortosay,thedivisionis
notdetailedenoughtoconnectprivacyinformationwhichhadrelationshipsintermsofmeaning.

Withtheapplicationofontologytechnologytothecomputerfield,somescholarsbegantoachieve
privacyprotectionbasedonontology.Tianetal.(2017)proposedanontologybasedservicerating
framework,whichwasbasedonsemanticsimilaritytomatchrequirementsandservices, thereby
reducingprivacydisclosure.Chouetal.(2017)introducedontologytechnologyregardingprivacy
disclosureproblemsinthefieldofnetworkvisualization,implementsavisualinterfacebasedon
ontology,andassistswithsomeprivacyprotectionoperations.Belaazietal.(2015)proposedthat
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