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ABSTRACT

Aflashcrowd(FC)eventoccurswhennetworktrafficincreasessuddenlyduetoaspecificreason
(e.g.,e-commercesale).Despiteitslegitimacy,thiskindofsituationusuallydecreasesthenetwork
resourceperformance.Furthermore,attackersmaysimulateFCsituationstointroduceundetected
attacks,suchasdistributeddenialofservice(DDoS),sinceitisverydifficulttodistinguishbetween
legitimateandmaliciousdataflows.Todifferentiatemaliciousandlegitimatetraffic,theauthors
proposeapplyingzero inflatedcountdatamodels inconjunctionwith thecorrelationcoefficient
flow(CCF)method–awell-knownmethodusedinFCsituations.Theresultsweresatisfactoryand
improvetheaccuracyofCCFmethod.Furthermore,sincetheenvironmenttogglesbetweennormal
andFCsituations,themethodhastheadvantageofworkinginbothsituations.

KEywoRDS
Binominal Negative, Distributed Denial of Service (DDos), Flash Crowd, Poisson, Zero Inflated Model

INTRoDUCTIoN

DistributedDenialofService(DDoS)attacksareamongtheworstthreatstonetworksystemsdueto
theirdiversityandlevelofsophistication(Zargaretal.,2013)and(Hoqueetal.,2015).Theliterature
onthistopicpresentsseveralmethodologiestodealwiththatissue;eachoneissuitedtoaspecific
situation(Wangetal.,2018)and(Françoisetal.,2012).AveryparticularcaseistheDDoSattack
thatoccursinFlashCrowd(FC)environments.FCaresituationswheretheInternetnetworkflow
suffersasharpincreaseintrafficandresourceutilizationduetoalegitimatereason(ane-commerce
sale, for example). Such behavior causes performance degradation on the network according to
OikonomouandMirkovic(2009),Lietal.(2008),Arietal.(2003),PaxsonandFloyd(1994),and
BeitollahiandDeconinck(2014).
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TechnicallyitisquitechallengingtodistinguishFCtrafficfrommaliciousbehavior(Yuetal.,
2009),(Jungetal.,2002)and(Oikonomou&Mirkovic,2009).However,fewoftheseworksanalyze
scenarioswheretraffictogglesbetweennormalandFCbehaviors-weconsidernormaltraffic,the
legitimatenetworkflowwithout(orwithfew)maliciouspacketsandnotinanFCsituation.

Despitetheprofusionofmethodologies,Yuetal.(2011)developedaCorrelationCoefficient
Flowmethod(CCF),whichhasthemeritofsupportingbothregularandFCenvironments.However,
theCCFmethodhassomeknownvulnerabilities:itdependsonthenumberofbotnetsclosetothe
users’number;furthermore,itwasnottestedinanFCscenariowithaDDoSattack.

ToimprovetheaccuracyoftheCCFmethod,weproposeusingcountdatamodels(e.g.,Poisson
andNegativeBinomial(BINEG)),whichcanbeusedinsituationswhereitiscrucialtoknowthe
numberof timessomeindependenteventsoccur(Parketal.,2006)and(Guerinetal.,2015).In
additiontothedistinctionbetweenlegitimatetrafficandDDoS,ourcontributionincludesanalysis
of(1)regulartraffic,(2)DDoSoverregulartraffic,(3)FCtraffic,and(4)raresampleswithDDoS
attacksoverFCtraffic.Totestourproposal,weexperimentwitharealdatasetandcomparethe
resultsapplyingthecoreoftheCCFmethoddevelopedbyYuetal.(2011).

THEoRETICAL FoUNDATIoN AND RELATED woRKS

Inthissection,theconceptualbasisthatguidestheresearchwillbeidentifiedandthemainworks
thatsoughttodealwiththesameproblemdescribed,highlightingwhatdifferentiatesourresearch
fromtheworksalreadycarriedout.

Count Data Distributions
ThecountdatadistributionssuchasPoissonandBINEGservetodeterminethenumberofeventoccurrences
withinadiscreteperiodsincetheseeventsareindependent.Generally,thesedistributionsareusedwhen
thesamplenislarge,andtheprobabilityofoccurrencepofaneventislow(Heckertetal.,2002).

Poisson
Poisson regressionmodelsare frequentlyused toanalyzecountdata.A randomvariableYwith
integervaluesy={0,1,2,…}andanaveragenumberofoccurrencesµ>0hasaPoissondistribution
withprobability(Ridout&Hinde,1998)and(Dobsonh&Barnett,2018):
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AnimportantissueinthePoissondistributionisthatvarianceisequaltomean:E(Y)=var(Y)=µ.
TheparameterµisalsousedtomodeltheeffectofindependentvariablesintheresponsevariableY
throughregression.LetY=(Y1, …,Yn)beindependentrandomvariableswhereYiistheitheventofni
andθ=(θ1, …,θn)isthevectorofparametersofthedistribution,theexpectedvalueofYiisE(Yi)=µi=niθi
andthemodeldependenceofθiontheindependentvariablesis:  θ β
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Negative Binomial (BINEG)
InaseriesofindependenttrialswithBernoullidistribution,theBINEGdistributionindicatesthe
numberoffaultsbeforethekthsuccess.ABINEGregressionmodeldiffersfromaPoissonmodelto
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