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ABSTRACT

Secureandefficientauthenticationmechanismbecomesamajorconcernincloudcomputingdue
tothedatasharingamongcloudserveranduserthroughinternet.Thispaperproposedanefficient
hashing,encryption,andChebyshev(HEC)-basedauthenticationinordertoprovidesecurityamong
datacommunication.Withtheformalandtheinformalsecurityanalysis,ithasbeendemonstratedthat
theproposedHEC-basedauthenticationapproachprovidesdatasecuritymoreefficientlyincloud.
Theproposedapproachamplifiesthesecurityissuesandensurestheprivacyanddatasecuritytothe
clouduser.Moreover,theproposedHEC-basedauthenticationapproachmakesthesystemmorerobust
andsecuredandhasbeenverifiedwithmultiplescenarios.However,theproposedauthentication
approachrequireslesscomputationaltimeandmemorythantheexistingauthenticationtechniques.
TheperformancerevealedbytheproposedHEC-basedauthenticationapproachismeasuredinterms
ofcomputationtimeandmemoryas26msand1,878bytesfor100Kbdatasize,respectively.
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1. INTRoDUCTIoN

Intheincreasingeraofnetworkandcomputertechnology,thecloudcomputingframeworkemerges
astheon-demandservicethroughinternet.Variouscloudservicesarerecentlyavailablebasedon
theapplicationsanddataoutsourcing.Hence,theusersareaimedtostoretheinformationincloud
inordertominimizethecostanduserburden(Jiang,et al.,2018).Thecloudcomputingmodelis
quicklyincreasinginthefieldofindustryandrealizingthepowerofsharedresourcesinthenetwork
environment,asithelpstodrivetheefficiencyandsavingsofdata.Despiteofvariousadvantages,
datasecurityandprivacyarestillconcernsasopendiscussionincloud.Thus,toprovidearobust
securitysolutionincloudbecomesanimportantandsignificantareaforresearch.Inthenetwork
environmentofeconomicconditions,theindustriesusingthecloudservicesaregrapplingacrossthe
globewiththepressureofcost.Howevercloudcomputingserviceshelpstominimizetheexpenditureof
Informationtechnology(IT).Theworldistendingtowardstheemergingtrends,likecloudcomputing,
theconcernsregardingtheprivacyandsecurityofinformationandothersecurityissuesshouldnot
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actasthebarrierforadoptingthecloudservices.However,thecloudstoragesystemallowstheusers
tostoreandsharethedatawithdifferentaccessrolesandpermissions.Intheprecedencebaseddata
sharingmodel,eachuserhastheaccesspolicymechanisminordertoaccessthefile,andeachfilehas
theaccessrightstoaccessthefilesuchthattheaccesspolicymaydifferforvarioususers(Agarwal,
et al.,2020;Kumar,et al.,2020;Altowaijri,2020;Shajina&Varalakshmi,2017).

Thecloudcomputingapproachesgreatlymodifiesthewaytosharetheinformationindailylife.
Itisconsideredastheubiquitousconceptsharingmodel,asthesubjectscanusethedevicesinorder
torequesttheresourcefromdifferentcloudservers.Thus,thesecurityisconcernedasanimportant
factorincloud(Fang,et al.,2020;Farjana,et al.,2020;Yang,et al.,2017).Toenabletheauthorized
userstoaccesstheservicesincloud,differentcryptographicprotocols,namelyuserauthentication
approachesarecommonlyintroducedincloudcomputingenvironment.Thesemethodsareintegrated
withthekeyexchangeapproach(Diffie&Hellman,1976).inordertogeneratethesharedsession
keythatguaranteesthesecurityinthedatacommunicationscenario.Intheexistingscenario,the
authenticationapproachbasedonthepasswordmodelisthewidelyusedmeasureincloud(Wazid,
et al.,2020;Roman&Gondim,2020;Ibtihal&Hassan,2020;Lin,et al.,2003).Here,eachusercan
selectthepasswordandregisterthentocloudserver.Aftercompletingtheregistrationprocess,only
thelegitimateuserscanaccesstheresourcesfromcloudserver.Moreover,thecloudservermaintains
thetablecalledpasswordtable,thatrecordsalltheinformationabouttheauthenticatedusersandit
increasestheriskinleakingthepassword.Toamendthesecurityweakness,theserverappliesthe
hashingfunctionforuserpasswordbeforeitgetsstoredinthetable.Themaliciousadversaryusercan
obtainthehashedpasswordandplotthepasswordguessingattackbyderivingtherealpasswordof
users.Tosolvethisissues,varioususerauthenticationapproachesisintroducedwithoutmaintaining
theverificationtable(Lin,2018).

Theaccesscontrolandtheauthenticationmechanismarewidelyusedtosecuretheoutsourced
data.Someoftheexistingresearchworkfocusesinkeydistributionbasedonthecost(Boneh,et 
al.,2004).Theadvantagesofsecuritymechanismsareimplementedinthesingleownerscenario.
However,inthesingleownerscenario(Wong,et al.,2000),theownerofthegroupauthorityofdata
hastherighttomodify,edit,andstorethedataincloud.Inthemultiownermodel,itoffersmore
flexibleforvariousapplicationsatrealtime.However,alltheownerspresentinthegrouphasthe
rightstochange,editandreadthefractionofinformationfromtheentirefilethatissharedbythe
organizationgroup(Wang,et al.,2013).Thesegroupsaredynamicinpersonality,asnewusercan
jointothegroupbyreplacingtheexistingone,andtheaccessrightscanberevokedbythenewuser
fromtheexistingone.Bychangingthemembershipintheorganizationgroupsmakesthedatasharing
moresecurebyeliminatingtheexternalusers.Variouscryptographicmechanisms,likedatapublic
auditingprotocol(Yang&Jia,2012),accesscontrolmechanism(Ruj,et al.,2013),datapossession
protocol(Wang,2012),keymanagement(Barsoum&Hasan,2012),andsecuredatasharingprotocol
(Liu,et al.,2012)areintroducedtosolvethesecurityissues.Mostoftheresearchworksarefocuseson
authenticationmechanism(Sharma&Banati,2020;Abuarqoub,2020;Shajina&Varalakshmi,2017).

ThisresearchisfocusedtomodelanewHEC-basedauthenticationapproachtoofferdatasecurity
amongtheclouduserandserver.Theproposedapproachconsistsofthreedifferententities,suchas
cloudserver,user,andtheAuthorizationcenter(AC).Theauthenticationframeworkisenabledusing
threedifferentphases,suchasregistrationphase,authenticationphase,anddatadeliveryphase.In
theregistrationphase,theservercreatesitsowncredentialsandverifywiththeACusingthesession
password.Similarly,thecloudusercreatesthecredentialsandverifiesthemwiththecloudserver.
Afterregisteringthecredentialsofuserandserver,theauthenticationframeworkiscarriedoutinthe
authenticationphase.Here,theauthenticationmessagesgeneratedbytheuserareverifiedwiththe
server,whiletheauthenticationmessagesgeneratedbytheserverareverifiedwiththeAC.Finally,
thedataisexchangedfromtheservertotheuseratthedatadeliveryphase.Theserverencryptsthe
datausingtheusersecretkeyandthedataencryptkeyanddeliverthesecuredatatotheuser.Finally,
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