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ABSTRACT

Thereisaneedforanautomaticlogfiletemplatedetectiontooltofindoutall thelogmessages
throughsearchspace.Ontheotherhand,thetemplatedetectiontoolshouldcopewithtwoconstraints:
(1)itshouldnotbetoogeneral,and(2)itshouldnotbetoospecific.Theseconstraintscontradictto
oneanotherandcanbeconsideredasamulti-objectiveoptimizationproblem.Thus,anovelmulti-
objectiveoptimization-basedlog-filetemplatedetectionapproachnamedLTD-MOisproposedin
thispaper.Itusesanewmulti-objective-basedswarmintelligencealgorithmcalledchickenswarm
optimizationforsolvingthehardoptimizationissue.Moreover,itanalyzesalltemplatesinthesearch
spaceandselectsaParetofrontoptimalsolutionsetformulti-objectivecompensation.Theproposed
approach is implementedandevaluatedoneightpubliclyavailablebenchmark logdatasets.The
empiricalanalysisshowsLTD-MOdetectsalargenumberofappropriatetemplatesbysignificantly
outperformingtheexistingtechniquesonalldatasets.
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INTRODUCTION

Nowadays,large-scalecomputerprocessorsarecomprisedofnumberofsoftwareapplicationsand
componentsrunningonthousandsofoperatingnodes.Theruntimestatisticsoftheseprocessorsare
continuouslygatheredandaccumulatedintheformoflogfilesandanalyzedthereoftodetectthecause
andexactlocationofissuesduringsystemfailureandmalfunctioning(Baoetal.,2018).Ingeneral,
runtimestorageorloggingisausualprocesstostoresystemfunctionaldatahelpfulfordevelopers
aswellassupportengineerstoanalyzethebehaviorofsystemsandtrackdownthedifficultiesthat
mayariseinthefuture.Thus,logfilesplayanessentialroleinthemaintenanceanddevelopmentof
software-basedcomputingsystems.Additionally,therichdatapresentinthelogfilesfacilitateahuge
varietyofsystemanalyticpracticeslikeensuringsoftwaresecurity(Latibetal.,2018),analyzing
applicationstatistics(Patel&Parikh,2017),detectingperformanceanomalies(Vaarandietal.,2018),
identifyingcrashesanderrors(Sumanetal.,2018;Adametal.,2016)andsoon.Inspiteofthe
remarkabledataavailableinlogs,itisagreatdealtoperformeffectiveanalysisduetothefollowing
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challenges.Firstly,recentsoftwaresystemsregularlyproducetonsoflogs(e.g.,acommercialcloud
devicecangenerateaboutgigabytesofdataeveryhour)(Astekinetal.,2019).Thesehighvolume
logsmakeitimpossibletodoamanualinspectionforkeydiagnosticsevenifprovidedwithsearch
andgreputilities.Asaresult,traditionalloganalysismethodsthatmostlydependonmanualoperation
havebecomeunfeasibleandprohibitive(Jiaetal.,2018;Lietal.,2018).Secondly,themessagesin
logfilesareintrinsicallyunstructuredasdevelopersnormallystorethesystemactivitiesinafree-text
formatforbetteraccessibilityandflexibility(Rath,2016).Therefore,thereexistsagreatdemand
forautomatedloganalysisforallkindsofapplications(Heetal.,2017;El-Masrietal.,2020).An
automaticloganalysisbasedonkeywordsearcheswithadhocscriptslike“CRITICAL”or“ERROR”
isfoundtobeinadequateforfixingseveralproblems(Baudart,2018;Vegaetal.,2017).Further,
rule-basedmethodsareanadvancedtechnique;howeveritisdifficulttoformulateeachandevery
rulethroughouttheanalysis(Khan&Parkinson,2018).Thedrawbacksoftheseinitialapproaches
significantlyincreasedthedifficultyinlogfiledataanalysis.Toovercometheselimitations,recent
studiesaswellasindustrialistsprovidedifferentalternativeswithapowerfulwordsearchandmachine
learninganalyticslikeSplunk(Carasso,2012),ELK(Smith,2015),Logentries(Jaunin&Burdick,
2011),etc.Nevertheless,thefirstandforemoststeptoenabletheseloganalysisislogparsingthrough
whichfree-textrawlogdataareparsedintoastreamofstructureddata(Heetal.,2016).

Alogfileusuallycontainsabatchofsingleormulti-linedcharacterslistedintheformofan
inherent chronologicalpattern.Thispattern isnormallyunderpinnedbya timestamp inserted to
eachmessageofthelogfiles.Themessagesmightbehighlystructured(e.g.valuesseparatedwith
commas),semi-structured(e.g.attribute-valueformat),unstructured(e.g.free-textofrandomlength)
oracombinationofthese(Landaueretal.,2020).Therefore,logparsersareappliedtotransferthe
logmessagesinunstructuredpatternintoastructuredpattern.Theparsedmessagesthenenablethe
advantageofcertaincharacteristicslikefiltering,effectivesearch,counting,groupingandsophisticated
logmining(Zhuetal.,2019).AnexampleofunstructuredHDFSbenchmarklogmessageisshown
inFigure1.Itconsistsofthefollowingfieldsrecordedduringsystemruntime:(a)timestamp(stores
thetimeinwhichaneventisoccurred),(b)verbositylevel(describestheseveritylevelofoccurring
event,e.g.“FATAL”,“ERROR”,“WARN”,“INFO”)and(c)rawmessagedata(free-textdepiction
of system task). Generally, log parsing with traditional methods require heavy usage of regular
expressionsinthesourcecode.Theseexpressionsaremanuallyderivedbythedevelopersforeachlog
eventandaddedtotheparsingrulelist.Duringsystemruntimestorage,theincominglogmessages
arecomparedwiththederivedexpressionstofindamatchinglogeventfromtheparsinglist.Besides,
traditionalmethodsare found tobe impracticalanderror-pronedue to the following limitations.
First,todayssystemsarelarge-scalewhichinturnproducehugevolumeofrapidlyincreasinglogs.
Second,thedesignaswellascomputingtaskofthemodernsystemsisverycomplexwhichmakes
loggingdifficult.Third,thesourcecodeofasystemcanbewrittenbyanydeveloperwhohaseven
noideaaboutthepurposeoflogparsing.Finally,theloggingstatementsareupdatedfrequentlydue
tothewideadoptionofagilesoftwareandso,developersmustupdatetheparsingrulestoguarantee
thenewversion(Heetal.,2018).

Thelackofstructuredtraditionallogdataformatleadstothedevelopmentofautomatedlog
datatemplatedetection.Itistheprocessofidentifyingdifferenteventscontainedinlogfilesthrough
automatedtemplateextraction.Itisalsothemodernwayofconvertingunstructuredlogdatainto
structuredformforahigh-scaleplatform.Manyautomatedlogparsesarepresentedintheliterature
namelySLCT(Vaarandi,2008)anditsextensionLogcluster(Vaarandi&Pihelgas,2015),IPLoM

Figure 1. Format of an unstructured log message
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