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ABSTRACT

The practice of protecting computers, websites, mobile devices, electronic services, networks, and digital
data from malicious attacks is known as cybersecurity. Since political, military, private, financial, and
medical institutions collect, process, and maintain massive volumes of data on computers and other
devices, cybersecurity is critical. Sensitive data, such as intellectual property, financial data, personal
records, or other forms of data, can make up a large amount of the data. Improper access or disclosure
to that data can have profound implications. Technology has undoubtedly made a significant change in
every aspect of life in Pakistan, whether it is a financial or non-financial sphere. Technology’s usage is
thoroughly utilized by banks worldwide. They have started adopting it frequently because of the immense
need to achieve goals and satisfy customer needs more efficiently. Almost all leading banks have now
provided e-commerce facilities. Over time, more and more services and facilities are offered to bank
customers conveniently via e-commerce products.
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INTRODUCTION

E-commerce has been promoted worldwide as a primary enabler for youth entrepreneurship and a job-
creating catalyst (Ahmed, 2019; Kshetri, 2007). Despite favorable internet and smartphone demographics
and rising e-commerce adoption, Pakistan’s e-commerce market is still tiny compared to comparable
countries such as Indonesia and India and poses serious cybersecurity challenges. Due to various tech-
nological, sociopolitical, and cognitive hurdles, Pakistan’s true E-Commerce potential has yet to be
realized and along with that a robust cybersecurity for safeguarding the trust of the digital users. With
over 36 million internet digital subscribers, over 40 million smartphone digital users, over 30 million
broadband internet users, expanding 4G LTE penetration, and massive social media adoption, the future
looks bright and can provide enormous benefits to the country’s economy and the people. Pakistan has
all of the required indicators and is fast advancing to kick-start an e-commerce boom that will stimulate
the economy and also create jobs for the people and newer tech industries around which the country can
modernise. The Alibaba group’s recent acquisition of www.Daraz.pk, Pakistan’s largest online market-
place, may significantly affect the country’s e-commerce growth (Ahmed, 2019).

Increased internet connectivity, higher capacity, better logistics penetration, and distribution systems,
and the availability of alternative payment mechanisms such as COD and mobile payments have con-
tributed to an increasing trend in B2C and C2C e-commerce in recent years. Overall the progress has
been astonishing. The increased traffic on B2C and C2C websites, hundreds of which are now among
Pakistan’s top 500 websites by traffic, is evidence of much more modernization to follow (Ahmed, 2019).
The expansion of structured retail into e-commerce and the growing number of e-commerce portals
with multimillion-dollar investments, such as Yayvo.com, 24hrs.pk, and Daraz.pk, is further evidence
of the important role that the digital technology has to offer. Furthermore, the buyer’s and almost every
established consumer brand’s rapid embrace of social media adds to the belief that e-commerce is gain-
ing traction in Pakistan.

In 1987, ATMs were introduced in Pakistan (Abbasi, 2013), and they have gained much popularity.
Now, internet and mobile banking services are offered on a large scale to facilitate Pakistan’s respective
customers. Remittances from foreign countries also play a crucial role in the financial sector’s stabil-
ity, and thus banks are bringing customers even closer to their banks. This study’s primary focus is on
e-commerce facilities offered by banks, i.e., local and foreign, with relevance to customers’ individual
and collective perceptions of these services. This study will highlight the areas where e-commerce
services have lapses.

While the internet provides some anonymity, more and more ways that personal information can be
compromised on cyberspace and there is an enormous risk to privacy of the people. One can reduce
the cyber risk of an Internet mishap by using awareness as a safety net. Being vigilant when using the
internet helps secure data, devices, and money. Young people are particularly vulnerable because they
put a high value on creating an online identity, and many websites request personal information and
privacy can be compromised on cyberspace. While many people are aware of setting up strict privacy
controls on their accounts and preventing email scams, it is essential to educate them about the dangers
of providing personal information online and cybersecurity (ReachOut Australia, 2021).

Since they are heterogeneous, with various minor transactions executed by individuals across several
networks, cross-border remittances are difficult to monitor due to vast networks. Understanding of the
available digital transaction networks and the capacity to collect or approximate digital data that cov-
ers all heavily used channels are prerequisites for enhancing data on remittances which also has risks
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