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ABSTRACT

Cashvendingmachinesareubiquitous,andalthoughtheirtechnologyvouchesforitssecurity,they
areerraticallystormedbytheraiders.Withtheescalatingcrimecounts,theraidersarefleeingfrom
justicebyvirtueoflackingevidence.Thisresearchworkproposesacomputervision-basedanti-raider
ATMsystem.TheproposedapproachmodelstheimageacquiredfromtheCCTVsagainsttheraider
imagesbasedonthecomputervisionanddeducesthefactfromtheMobileNetv2architecture.Once
themodelidentifiestheraider,theimageisuploadedtotheGoogleDrive,whichservesasevidence
forthejudicialdepartment.Theproposedresearchismodeledagainstseveraloptimizers,andtheresult
concludesthatamongthemAdamoptimizerhasexcelledinbothcomputationtimeandaccuracy.
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1. INTRodUCTIoN

The Automatic Teller Machines (ATM)/Cash vending machines have eased the human life and
haveplayedapivotalroleinenhancingthee-Commerceinanation.Accordingtothe(International
MonetaryFund[IMF],2018)data,thetotalnumberofATMsdeployedforonelakhpersonsisgiven
approximatelyas16forNepal,20forIndia,95forChina,124forJapan,etcforothers.Thisimmense
numberofATMsnotonlyfacilitatesine-transitionsbutalsoresultedincrimesrelatedtoATMslike
dacoits/robbery/theftworldwide(FederalBureauofInvestigation[FBI],2019).Accordingly(Ministry
ofFinance,2020),Indiaintheacademicyear2019-2020hasseenalmost1092ATMcrimeswhich
isalmost15.10%higherthanthe2017-2018year,butalmost19.23%lesserthan2018-2019year,
becauseoftheincreasedinstallationsofCCTVcoveragebasedonthecircularinthemidof2019
(ReserveBankofIndia[RBI],2019).

The impactof theseCCTVscouldbefurtherenhancedwith theaidofDeepLearning.The
facialrecognitioncanbedeployedinthoseATMssothatthepresenceofraiders/burglarscouldbe
identifiedeasilybeforeithasbeenreportedbythebeholder.Asthecrimehasbeendocumented,the
furtherinvestigationcomesintoactionimmediatelyasthisplaysaskeyevidenceintheinvestigation.

Themajorcontributionsofthepaperare:

1. FacialrecognitionoftheraiderusingMobileNetv2Architecture
2. Aidingthejudicialdepartmentwiththematerialevidence



International Journal of Smart Security Technologies
Volume 9 • Issue 1

2

Therestofthepaperisorganizedasfollows:Section2highlightsthecloselyassociatedresearch
workswhereastheproposedarchitectureisexplainedinSection3.Theexperimentalset-upandthe
informationflowareexplainedinSection4.Section5and6elucidatestheconclusionsaswellas
futuredirectionsofthisresearchwork.

2. LITeRATURe SURVey

In(Kimetal.,2005;Yoon&Kee,2002),theauthorshavetriedtodetecttheoccultedfaceusing
SVMwhich indeed concluded tousemore advancedmethods for facial detection. In thispaper
(Dermanetal.,2013),inordertoovercomethecardand/orcashforgetting(CCF)incidentsthey
areimplementingthefacialdetection.In(Lietal.,2017),thefacialrecognitionisusedtoavoidthe
anti-shoulderattacksinATMs.

In(Wang&Siddique,2020),itmakesuseoffacialrecognitionfore-commerceinATMs,which
demandsthemodeltobepre-trainedbythecustomer’sfacialimagestoauthenticatethetransactions
thataretobetakeninplace.Alsothispaper(Joshi&SurabhiSunil,2019)hasimplementedthesame
forATMsecurity,usingthepopularrecognitionalgorithmHoG.Theseimplementationscouldnotbe
afeasiblesolutioninadevelopingcountrieslikeIndia,asthecustomerratiotobanksaregoingtobe
inhigherinratio.Hencepre-trainingthemodeltodetecteachcustomercouldn’tholdtrueforthem.

Asthereal-worldcouldbetrickyinpredictions,thispaper(C.Zhang&Z.Zhang,2014)mainly
concentratedonpredictingtheface/non-facedetectionsontheFDDBdatasetusingmulti-tasklearning
(MTL)framework,whichhasusedposeestimatorandfaciallandmarksinparallel.Ithasshowna
remarkableachievementinfacialdetections.Afterthismethod,lotofthemhasstartedtoconcentrate
onfaciallandmarks(Çeliktutanetal.,2013),asthereisnumberofvariantsavailablethatresultedin
differentperformances,asstatedinthispaper.

From(Lietal.,2017),itisconcludethatfaciallandmarkpredictionsarequitelightweightas
comparedwithfacialrecognitions.Hence,theproposedworkdealswithfaciallandmarkasopposed
tofacialrecognition.

3. MoBILeNeTV2 BASed RAIdeR deTeCTIoN

Thefacialrecognitiontoolsareusedtoclassifythecivilianandtheraiders,basedonthepresenceof
mask/bandanaintheraider,astheyuseittoaverygreaterextend.Thischaracteristicoftheraider
istakenintoaccountfortheclassificationandoncewhentheraiderispredicted,thesystemwould
immediatelyuploadtheraidersframeintotheGoogleDrive,whichwasownedbytheSecurityManager
oftheconcernbank.Theycouldlatertransfertheimageforthecopsforfurtherinvestigation.This
reducesthedelaythatusuallyoccursinfirst-incidentreport(FIR)ofnocturnalATMdacoities.The
proposedsystemisdepictedinFigure1.

Fortheproposedimplementation,TensorFlow,anopen-sourceframeworkformachinelearning
which provides wrapper functions for Keras, a deep neural network library is been used. Also
MobileNetv2(Sandleretal.,2019)modelhasbeenusedduetoitsbuilt-insupportforembedded
devices likeSoCs,mobiles, tabs.TheabovementionedKeras frameworkwouldprovidemodels
whicharepre-trainedusingGoogle’sin-housedataset,Imagenet(Keras,n.d).

4. eXPeRIMeNTAL SeTUP

This project has been implemented using Intel i5 Core with 2GB of RAM hosted with Ubuntu
18.04.04LTSoperatingsystem.Itwasefficientenoughtoclassifythepresenceofraideramongthe
real-timeframesandtheraiderpredictedframeswereuploadedintotheGoogleDrivesuccessfully.
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