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ABSTRACT

This chapter highlights the need for security solutions to be usable by their target audience, and exam-
ines the problems that can be faced when attempting to understand and use security features in typical
applications. Challenges may arise from system-initiated events, as well as in relation to security tasks
that users wish to perform for themselves, and can occur for a variety of reasons. This is illustrated by
examining problems that arise as a result of reliance upon technical terminology, unclear or confusing
Sfunctionality, lack of visible status and informative feedback to users, forcing users to make uninformed
decisions, and a lack of integration amongst the different elements of security software themselves. The
discussion draws upon a number of practical examples from popular applications, as well as results
from survey and user trial activities that were conducted in order to assess the potential problems at
first hand. The findings are used as the basis for recommending a series of top-level guidelines that may
be used to improve the situation, and these are used as the basis assessing further examples of existing
software to determine the degree of compliance.

INTRODUCTION

End-users are faced with an increasing require-
ment to use security, with recent years witnessing
a significant surge in the range and volume of
security threats that can affect their IT systems.
Highly publicized incidents involving malware,
spyware, phishing, and denial of service have all

served to heighten general awareness of Internet
threats, with the consequence thatusersatall levels
(be they at work or at home) are likely to have at
least some appreciation of the need to keep their
systems secure. However, adequate protection
will rarely be achieved by default, and here we
often find that even the security technologies that
are used are often used badly (classic examples
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being bad practice with passwords, and poorly
maintained anti-virus protection). In some cases,
the blame for this clearly resides with careless or
irresponsible end-users. However, it is important
torealize thatanother significant factor is often the
underlying unfriendly nature of the technology.

Security-related functionality can be found in
both specific tools and embedded within general
applications, and users will frequently encounter
therequirement to make security-related decisions
during routine use of their system. However, pro-
vision of security functionality is only of value
if the target audience can understand and use it.
Unfortunately, the manner of presentation, and
the implicitassumptions aboutusers’ abilities, can
often hamperusage inpractice. This canrepresent
a particular problem in contexts where users are
required to fend for themselves, and may result
in necessary protection being under-utilized or
misapplied.

Although much security-related functionality
isnow presented via the ostensibly friendly context
of a graphical user interface, if we look beyond
the surface, the user-friendliness can quickly
disappear. For example, a series of apparently
simple check boxes or low-medium-high settings
can soon become more complex if you have to
understand the actual functionality that they con-
trol (Furnell, 2004). As a result, many users will
ultimately remain as baffled as they would have
been by a command line interface. Those most
likely to suffer are non-technical users, who lack
the knowledge to help themselves, or any formal
support to call upon. Should they be implicitly
denied the level of protection that they desire
simply because they are not technology experts?
Clearly, the answer is no. As such, the usability
of security is a crucial factor in ensuring that it is
able to serve its intended purpose. Although this
requirement is now beginning to achieve much
more widespread recognition (CRA,2003; Cranor
& Garfinkel, 2005), usable security remains an
area in which current software is often notably
lacking.

This chapter examines the nature of the usabil-
ity problem, presenting examples from standard
end-user applications, as well as supporting evi-
dence from current research. Having established
the existence and nature of the problem, the discus-
sion proceeds to consider specific issues that can
present obstacles from the usability perspective.
Particular consideration is given to problems at the
user interface level, and how we may consequently
find our attempts to use security being impeded
(or entirely prevented) as a result of inadequate
attention to human-computer interaction (HCI)
aspects. The discussion then proceeds to present
a brief examination of means by which the situa-
tion can be improved, and the chapter concludes
with a summation of the main issues.

BACKGROUND

If we consider the factors that may prevent users
from securing their systems then, perhaps unsur-
prisingly, lack of knowledge and inability to use
the software concerned are amongst the prominent
reasons, particularly for the novice community.
Evidence here canbe cited from a study of security
perceptions amongst 415 personal Internet users
who were asked to identify the factors that pre-
vented them from carrying out security practices
(Furnell, Bryant, & Phippen, 2007). The overall
findings are illustrated in Figure 1, and although
41% considered that they devoted sufficient atten-
tion to security, a variety of reasons were seen to
be impeding the remainder. Although there is no
single issue that stands out as an obstacle to all
users, there are clearly some reasons that can be
related to the users’ knowledge and the usability of
the software (e.g., “I don’t understand how to use
security packages” clearly shows that some users
find the protection challenging to use, whereas
“Security impedes the use of my computer” il-
lustrates a usability constraint from a different
perspective). When specifically considering the
main reasons cited by respondents that classed

197



22 more pages are available in the full version of this document, which may be
purchased using the "Add to Cart" button on the publisher's webpage: www.igi-
global.com/chapter/security-usability-challenges-end-users/29053

Related Content

Blockchain Technology: Applications in the Industry

Zaigham Mahmood (2021). Industry Use Cases on Blockchain Technology Applications in 1oT and the
Financial Sector (pp. 1-16).

www.irma-international.org/chapter/blockchain-technology/273807

Developing Risk Management as New Concept to Manage Risks in Higher Educational Institutions
MingChang Wu, Didik Nurhadiand Siti Zahro (2017). International Journal of Risk and Contingency
Management (pp. 43-53).
www.irma-international.org/article/developing-risk-management-as-new-concept-to-manage-risks-in-higher-educational-
institutions/170489

What Can Fitness Apps Teach Us About Group Privacy?

Miriam J. Metzger, Jennifer Jiyoung Suh, Scott Reidand Amr El Abbadi (2021). Research Anthology on
Privatizing and Securing Data (pp. 2135-2157).
www.irma-international.org/chapter/what-can-fithess-apps-teach-us-about-group-privacy/280276

Optimized Deep Neuro Fuzzy Network for Cyber Forensic Investigation in Big Data-Based |oT
Infrastructures

Suman Thapaliyaand Pawan Kumar Sharma (2023). International Journal of Information Security and Privacy
(pp. 1-22).
www.irma-international.org/article/optimized-deep-neuro-fuzzy-network-for-cyber-forensic-investigation-in-big-data-based-iot-
infrastructures/315819

A Review on Data Privacy and Security in the Time of COVID-19

Aida Ben Chehida Douss, Ons Chikahouiand Ryma Abassi (2022). Cybersecurity Crisis Management and
Lessons Learned From the COVID-19 Pandemic (pp. 1-14).
www.irma-international.org/chapter/a-review-on-data-privacy-and-security-in-the-time-of-covid-19/302218



http://www.igi-global.com/chapter/security-usability-challenges-end-users/29053
http://www.igi-global.com/chapter/security-usability-challenges-end-users/29053
http://www.irma-international.org/chapter/blockchain-technology/273807
http://www.irma-international.org/article/developing-risk-management-as-new-concept-to-manage-risks-in-higher-educational-institutions/170489
http://www.irma-international.org/article/developing-risk-management-as-new-concept-to-manage-risks-in-higher-educational-institutions/170489
http://www.irma-international.org/chapter/what-can-fitness-apps-teach-us-about-group-privacy/280276
http://www.irma-international.org/article/optimized-deep-neuro-fuzzy-network-for-cyber-forensic-investigation-in-big-data-based-iot-infrastructures/315819
http://www.irma-international.org/article/optimized-deep-neuro-fuzzy-network-for-cyber-forensic-investigation-in-big-data-based-iot-infrastructures/315819
http://www.irma-international.org/chapter/a-review-on-data-privacy-and-security-in-the-time-of-covid-19/302218

