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ABSTRACT

The Internet has established firm deep roots in our day to day life. It has brought many revolutionary
changes in the way we do things. One important consequence has been the way it has replaced human to
human contact. This has also presented us with a new issue which is the requirement for differentiating
between real humans and automated programs on the Internet. Such automated programs are usually
written with a malicious intent. CAPTCHASs play an important role in solving this problem by present-
ing users with tests which only humans can solve. This chapter looks into the need, the history, and the
different kinds of CAPTCHASs that researchers have come up with to deal with the security implications
of automated bots pretending to be humans. Various schemes are compared and contrasted with each
other, the impact of CAPTCHAs on Internet users is discussed, and to conclude, the various possible
attacks are discussed. The author hopes that the chapter will not only introduce this interesting field to
the reader in its entirety, but also simulate thought on new schemes.

INTRODUCTION

Human interactive proofs (HIPs) are schemes
which require some kind of interaction from a hu-
man user that is tough for a program to simulate.
“Completely automated public Turing test to tell
computers and humans apart” (CAPTCHAs)area
class of HIPs which are tests that are so designed
thathumans can easily pass them while automated

programs have a very tough time in passing them.
Thus, suchtests try to prevent malicious automated
programs from accessing Web services which are
meant to be used by human users only.
Differences inthe capabilities between humans
and computer programs, which can be tested
and evaluated over the Internet, are made use of
to create a CAPTCHA. Generally, hard “artifi-
cial intelligence” (Al) problems are turned into
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CAPTCHAs

CAPTCHA . Usually such tests utilize schemes
which exploit the differences in the cognitive
capabilities between humans and computers, for
instance, exploiting the difference between hu-
mans and computer programs in understanding
distorted text.

Necessity

As the Internet grows into our daily lives and
removes human to human interaction by consid-
erable leaps and bounds, the necessity to identify
whether the entity on the other side of Internet is
really ahuman being or an intelligent program has
gained immense importance. Many e-commerce
businesses which cater to such a growing popu-
lation of human users on the Web have business
models in which the primary assumption is that
humans are the users of the service. Automated
programs are increasingly able to perform many
tasks on the Web just like a human user. In many
cases, these automated bots are to be denied access
to the service. In all such scenarios CAPTCHAs
play the role of the guard which keeps the bots
from accessing the services.

Some of the immediate scenarios wherein there
is a necessity of segregating the human and the
non-human user are as follows:

e Online polls

*  Preventing spammers from getting free mail
IDs

*  Preventing chat bots from irritating people
in chat rooms with advertisements

*  Preventing automated dictionary attacks in
password systems (Pinkas & Sander, 2002)

* Preventing unruly search engine bots from
indexing sites

* Preventing unethical pricing practices in
e-commerce

* Preventing inflating/deflating rankings in
online recommender systems

*  Preventing spam in blog comments

* Preventing game bots from playing online
games

»  Preventing DDoS attacks (Gligor, 2005)

* Preventing automated worm propagation
(e.g., Santy Worm, Provos, McClain, &
Wang, 2006)

While these were some of the current reasons
for the deployment of CAPTCHAs, as e-com-
merce grows and as the Internet replaces human
to human interaction, new scenarios requiring
CAPTCHASs will emerge.

History

The earliest attempt and perhaps the longest
continuing one, is a classic example of trying to
fool the automated programs which try to harvest
mail IDs on the Web. This is the custom of putting
out mail IDs on the Web with the “@” symbol
replaced by “at” and by other such variations.
Some variants are:

*  Mail id(AT)mail provider(DOT)com
* Mail id@mail providZr.nZt (Replace Z
with E)

instead of mail_id@mail provider.com. This
practice called “address/mail munging” is still
prevalent and has been able to withstand attacks
from basic automated scripts which try to harvest
mail IDs.

Moni Naor (Naor, 1996) and the researchers
at Georgia Tech (Xu, Lipton, & Essa, 2000; Xu,
Lipton, Essa, & Sung, 2001) were one of the earli-
est contributors to the field of CAPTCHAs. The
earliest attempt of using a CAPTCHA on the In-
ternet was by Altavistain 1997 and was to prevent
Web-bots from abusing the free URL submission
utility. This was aword based CAPTCHA in which
the user had to recognize the distorted word. In
2000, Yahoo was in need of some mechanism
to prevent bots from joining the chat rooms and
directing the chat room users to advertisements.

221



25 more pages are available in the full version of this document, which may be
purchased using the "Add to Cart" button on the publisher's webpage: www.igi-
global.com/chapter/captchas-differentiating-between-human-bots/29054

Related Content

Up In Smoke: Rebuilding After an IT Disaster

Steven C. Ross, Craig K. Tyranand David J. Auer (2008). Information Security and Ethics: Concepts,
Methodologies, Tools, and Applications (pp. 3659-3675).
www.irma-international.org/chapter/smoke-rebuilding-after-disaster/23318

Blockchain-Based Data Sharing Approach Considering Educational Data
Meenu Jainand Manisha Jailia (2022). International Journal of Information Security and Privacy (pp. 1-20).
www.irma-international.org/article/blockchain-based-data-sharing-approach-considering-educational-data/303666

Empathy and Mindfulness: Exploring the Possible Predictors of Authentic Leadership
Aishwarya Singh, Santoshi Senguptaand Swati Sharma (2018). Multidisciplinary Perspectives on Human
Capital and Information Technology Professionals (pp. 290-307).
www.irma-international.org/chapter/empathy-and-mindfulness/198262

Verifiable Authentication and Issuance of Academic Certificates Using Permissioned Blockchain
Network

Erukala Suresh Babu, B. K. N. Srinivasarao, llaiah Kavatiand Mekala Srinivasa Rao (2022). International
Journal of Information Security and Privacy (pp. 1-24).
www.irma-international.org/article/verifiable-authentication-and-issuance-of-academic-certificates-using-permissioned-
blockchain-network/284052

Three Models to Measure Information Security Compliance

Wasim A. Al-Hamdani (2011). Security and Privacy Assurance in Advancing Technologies: New Developments
(pp. 351-373).

www.irma-international.org/chapter/three-models-measure-information-security/49512



http://www.igi-global.com/chapter/captchas-differentiating-between-human-bots/29054
http://www.igi-global.com/chapter/captchas-differentiating-between-human-bots/29054
http://www.irma-international.org/chapter/smoke-rebuilding-after-disaster/23318
http://www.irma-international.org/article/blockchain-based-data-sharing-approach-considering-educational-data/303666
http://www.irma-international.org/chapter/empathy-and-mindfulness/198262
http://www.irma-international.org/article/verifiable-authentication-and-issuance-of-academic-certificates-using-permissioned-blockchain-network/284052
http://www.irma-international.org/article/verifiable-authentication-and-issuance-of-academic-certificates-using-permissioned-blockchain-network/284052
http://www.irma-international.org/chapter/three-models-measure-information-security/49512

