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ABSTRACT

This chapter presents a value exchange model of privacy and security for electronic customer relation-
ship management within an electronic commerce environment. Enterprises and customers must carefully
manage these new virtual relationships in order to ensure that they both derive value from them and
minimize unintended consequences that result from the concomitant exchange of personal informa-
tion that occurs in e-commerce. Based upon a customer s requirements of privacy and an enterprise
requirement to establish markets and sell goods and services, there is a value exchange relationship.
The model is an integration of the customer sphere of privacy, sphere of security and privacy/security

sphere of implementation.

INTRODUCTION

New technologies have fostered a shift from a
transaction-based economy through an Electronic
Data Interchange (EDI) informational-exchange
economy to relationship-based Electronic Com-
merce (EC) one (Keen 1999.) We have moved
from “first order” transactional value exchanges
through “second-order” informational value

exchanges to “third-order” relational value
exchanges (Widmeyer 2004.) Three important
types of EC relationships have been identified:
between enterprises and customers (B2C); be-
tween enterprises (B2B); and between customers
(C2C) (Kalakota 1996.). Additional relationships
between Governments (G2G), enterprises (G2B)
and customers (G2C) have become more im-
portant as EC and e-government have matured
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and legislation, regulation and oversight have
increased (Friel 2004; Reddick 2004); however
these are not the focus of this paper. Relational
value exchanges have become central to success
and competitive advantage in B2C EC and it here
that we focus on privacy and security in the age
of virtual relationships.

Both enterprises and customers must carefully
manage these new virtual relationships to ensure
that they derive value from them and to minimize
the possible unintended negative consequences
that result from the concomitant exchange of
personal information that occurs when goods are
services are purchased through EC. The need
to manage these relationships has resulted in the
development of Electronic Customer Relationship
Management (eCRM) systems and processes
(Romano and Fjermestad 2001-2002). eCRM
is used for different reasons by enterprises and
customers. It is important to understand how and
why both of the players participate in “relational
value exchanges” that accompany the economic
transaction and informational value exchanges
of EC.

Enterprises use e€CRM to establish and main-
tain intimate virtual relationships with their eco-
nomically valuable customers to derive additional
value beyond that which results from economic
value exchanges to improve return-on-investment
from customer relationships.

Customers obtain goods, services and in-
formation (economic value) through EC for
purposes such as convenience, increased selec-
tion and reduced costs. EC requires customers
to reveal personal information to organizations
in order for transactions to be completed. The
exchange of information between customers and
organizations leads to the possibility of privacy
violations perpetrated against the customer and
the responsibility for organizations to provide
privacy policies and security measures that will
engender customer trust.

In this paper we present a series of models
“sphere of privacy model,” “sphere of security

model,” “privacy/security sphere of implemen-
tation model,” and then integrate them into the
“relational value exchange model” to explain
privacy and security in the context of eCRM
from the perspective of both customers and en-
terprises to provide guidance for future research
and practice in thisimportantarea. Itisimportant
for both customers and firms to understand each
others’ vested interests in terms of privacy and
security and to establish and maintain policies
and measures that ensure both are satisfactorily
implemented to minimize damage in terms of
unintended consequences associated with security
breaches that violate privacy and lead to relation-
ship breakdowns.

Thereminder of this paper is structured as fol-
lows: First, we explain why privacy and security
are critically important issues for companies and
customers thatengage in EC and the consequences
that can result from failure to recognize their
importance or poor implementation of measures
to ensure both for the organization and its cus-
tomers. Second, we define privacy and security
and their interrelationship in the context of CRM.
Third, we present our relational value exchange
model for privacy and security in eCRM; next,
we discuss

Customer Relationship Management
Privacy and Security: Who Cares?

“The data contained within a CRM application is
often a company s most critical asset, yet because
of the pivotal role this information plays in day-
to-day business activities, it is also often the most

’

vulnerable to security breaches and disruptions.’

(Seitz 2006)

Before we explain and define privacy and se-
curity in detail and our models and the relational
value exchange model we will describe the costs
associated with failure to understand these con-
cepts and failure to effectively ensure that both

49



21 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/information-privacy-security-crm/29144

Related Content

Data Discovery Over Time Series From Star Schemas Based on Association, Correlation, and
Causality

Wallace Anacleto Pinheiro, Geraldo Xexéo, Jano Moreira de Souzaand Ana Barbara Sapienza Pinheiro
(2020). International Journal of Data Warehousing and Mining (pp. 95-111).
www.irma-international.org/article/data-discovery-over-time-series-from-star-schemas-based-on-association-correlation-
and-causality/265259

Weak Ratio Rules: A Generalized Boolean Association Rules

Baoging Jiang, Xiaohua Hu, Qing Wei, Jingjing Song, Chong Hanand Meng Liang (2011). International
Journal of Data Warehousing and Mining (pp. 50-87).
www.irma-international.org/article/weak-ratio-rules/55079

Legal Framework for Data Mining and Privacy

Robert Sprague (2009). Social Implications of Data Mining and Information Privacy: Interdisciplinary
Frameworks and Solutions (pp. 181-198).
www.irma-international.org/chapter/legal-framework-data-mining-privacy/29150

A Method for Generating Comparison Tables From the Semantic Web

Arnaud Giacometti, Béatrice Markhoffand Arnaud Soulet (2022). International Journal of Data Warehousing
and Mining (pp. 1-20).
www.irma-international.org/article/a-method-for-generating-comparison-tables-from-the-semantic-web/298008

System Analysis and Design for Document Classification

(2021). Developing a Keyword Extractor and Document Classifier: Emerging Research and Opportunities
(pp. 137-144).

www.irma-international.org/chapter/system-analysis-and-design-for-document-classification/268467



http://www.igi-global.com/chapter/information-privacy-security-crm/29144
http://www.irma-international.org/article/data-discovery-over-time-series-from-star-schemas-based-on-association-correlation-and-causality/265259
http://www.irma-international.org/article/data-discovery-over-time-series-from-star-schemas-based-on-association-correlation-and-causality/265259
http://www.irma-international.org/article/weak-ratio-rules/55079
http://www.irma-international.org/chapter/legal-framework-data-mining-privacy/29150
http://www.irma-international.org/article/a-method-for-generating-comparison-tables-from-the-semantic-web/298008
http://www.irma-international.org/chapter/system-analysis-and-design-for-document-classification/268467

