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ABSTRACT

In the last decades, factories have suffered a significant change in automation, evolving from isolated 
towards interconnected systems. However, the adoption of open standards and the opening to the in-
ternet have caused an increment in the number of attacks. In addition, traditional intrusion detection 
systems relying on a signature database, where malware patterns are stored, are failing due to the high 
specialization of industrial cyberattacks. For this reason, the research community is moving towards 
the anomaly detection paradigm. This paradigm is showing great results when it is implemented us-
ing machine learning and deep learning techniques. This chapter surveys several incidents caused by 
cyberattacks targeting industrial scenarios. Next, to understand the current status of anomaly detection 
solutions, it analyses the current industrial datasets and anomaly detection systems in the industrial 
field. In addition, the chapter shows an example of malware attacking a manufacturing plant, resulting 
in a safety threat. Finally, cybersecurity and safety solutions are reviewed.
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INTRODUCTION

Nowadays, industry plays a fundamental role in our society since an essential part of the economy is 
based on this sector. Therefore, any advance that involves a significant increase in the industrial produc-
tion of factories is associated with an improvement in the economy and, consequently, with the growth 
of countries. In this context, industrial processes automation has been the way followed by factories to 
increase production without increasing cost.

Decades ago, automation in factories consisted of small isolated elements capable of making 
measurements and, based on these measurements, performing certain types of actions. However, new 
technologies are being introduced progressively in the industrial ecosystem, facilitating the automation 
of processes. In recent years, new terms, such as Industry 4.0 (Lasi et al., 2014), Industrial Internet of 
Things (IIoT) (Boyes et al., 2018), and recently, Industry 5.0 and Society 5.0 (Perakovic et al., 2020), 
have emerged strongly. In general, these terms are related to each other and refer to introducing new 
smart devices in industrial factories. These devices use typical technologies of communication networks, 
such as Ethernet or WiFi, to exchange information between them. In addition, more and more factories 
are being connected to the Internet (Mirian et al., 2016) to provide new functions such as remote control 
or information sharing between factories in different geographical areas. In addition, and based on the 
Industry 5.0 paradigm, Artificial Intelligence (AI) techniques are being introduced in industrial scenarios 
(Skovelev et al., 2017).

Although Industry 4.0/5.0 comprises many different elements and the identification of its parameters 
is crucial (Perakovic et al., 2020), the core part of the factory automation are the Industrial Control 
Systems (ICS) that encompass a large number of heterogeneous devices whose goal is to control and 
supervise industrial processes. To achieve this goal, ICS comprise devices that operate in both the logical 
and physical layers of industrial processes. This is the reason why ICS are also known as Cyber-Physical 
Systems (CPS). Devices in the logical layer govern the system behavior, while devices in the physical 
layer, such as controllers and sensors, interact with the physical world.

ICS control and supervise the industrial processes from manufacturing industries to critical infra-
structures such as power-grids or gas pipelines. They are placed from the second level to below in the 
automation pyramid, as shown in Figure 1. In the zero level of the pyramid, we found low-level devices 
nearest to the controlled process; in other words, the physical layer. Among these devices, actuators 
and sensors are responsible for getting information from the environment and making actions over the 
physical world. In the upper level, the Programmable Logic Controllers (PLC) are located. PLC serve 
as intermediaries between the lower level (sensors and actuators) and the next upper level. To be spe-
cific, PLC receive commands from the upper level that are transmitted to actuators/sensors. Sensors 
and actuators execute the commands received and send back the result to the PLC, which transmits it 
to the upper level. In the second level of the automation pyramid, we find the Supervisory Control And 
Data Acquisition (SCADA) systems (Boyer, 2019). These systems are responsible for monitoring and 
controlling all the devices in the ICS. At this level, we see devices and software closer to traditional 
networks than control networks are. For example, devices that incorporate web, database, and histo-
rian servers are located at this level. SCADA collect the information from different PLC and store it in 
databases. Most SCADA can manage alarms and display trend graphics and other useful information 
shown in Human-Machine Interface (HMI) devices. Operators use these devices to monitor the correct 
operation of the processes. If a process malfunction is detected, operators can interact with the process 
through the HMI. The last two levels of the automation pyramid are more related to business tasks than 
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