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ABSTRACT

Software growth has been explosive as people depend heavily on software on daily basis. Software 
development is a human-intensive effort, and developers’ competence in software security is essential 
for secure software development. In addition, ubiquitous computing provides an added complexity to 
software security. Studies have treated security competences of software developers as a subsidiary of 
security engineers’ competence instead of software engineers’ competence, limiting the full knowledge 
of the security competences of software developers. This presents a crucial challenge for developers, 
educators, and users to maintain developers’ competences in security. As a first step in pushing for the 
developers’ security competence studies, this chapter utilises a literature review to identify the security 
competences of software developers. Thirteen security competences of software developers were identified 
and mapped to the common body of knowledge for information security professional framework. Lastly, 
the implications for, with, and without the competences are analysed and presented.

INTRODUCTION

The current explosive growth being observed in the software industry requires high-level correspond-
ing software security. This is because “software vulnerabilities or flaws are often key entrance door for 
attackers” (Sametinger, 2013). They include buffer overflows, SQL injection, cross-site scripting, stack 
overflow, inconsistent error handling, and so on (McGraw, 2004). Previously, software security used 
to be an afterthought, but recently it is being addressed actively from the planning stage of software 
development. Additionally, in today’s software development process, software testing includes security 
testing instead of only functional testing (Mano, Duhadway, & Striegel, 2006), thus making the security 

Towards a Security Competence 
of Software Developers:

A Literature Review

Nana Assyne
 https://orcid.org/0000-0003-0469-6642

University of Jyväskylä, Finland



2051

Towards a Security Competence of Software Developers
﻿

competences of the developers more eminent in software development. Coupled with the fact that research 
work on software developers’ competence is not lacking (Lenberg, Feldt, & Wallgren, 2015), the security 
competences of software developers should be well recorded in literature. But on the contrary, that is 
not the case. However, when they are recorded, they are recorded as a subsidiary of security engineers’ 
competence instead of software engineers’ competence, thus making it counterproductive to develop and 
maintain the security competences of software developers to the benefit of the possessors (developers), 
those who train the possessors of the competences (educators), and users of the competences (industry).

McGraw (2004) defines software security as “the idea of engineering software so that it continues 
to function correctly under malicious attack”. And, Hazeyama & Shimizu (2012), goes further with the 
definition by stating that “software security deals with security during the whole software development 
process”. On the other hand, software engineering competence is defined by the Institute of Electrical 
and Electronics Engineers (IEEE) as knowledge, skills, and attitudes of software developers to fulfil a 
given task in a software development project (IEEE, 2014). Thus, the author of this chapter defines se-
curity competence of software developers as those specific security competences required by a developer 
to deal with security during the whole software development process. An example is an SQL injection 
skills and security pattern skills.

As mentioned above, one cannot afford to leave software security as an afterthought; developers 
must strive to improve software security issues from the planning stage to the maintenance stage. The 
works of Cheng et al. (2008), Hilburn and Mead (2013), and Riehle and Nürnberg (2015) are studies 
that investigated methods to handle software security using the lifecycle of software development. It is 
also well established that vulnerabilities and flaws are the doors attackers exploit. Works such as Kaur 
and Kaur (2016), McGraw (2004), Park et al. (2010), and Wegerer and Tjoa (2016) confirm this asser-
tion in literature. In addition, assailants of software systems are persons or entities, who are active and 
keep on improving their skills in attacking software systems to satisfy their desire (Cheng et al., 2008). 
However, the security competences of the developers of the software are not well established in literature.

Whilst introducing security engineering environment studies for software developers, Cheng et al. 
(2008) point out that there is urgent need to create an environment that integrates various tools and pro-
vides comprehensive facilities to the designers, developers, users, and maintainers of a software system 
(Cheng et al., 2008). The development and maintenance of such an environment requires knowledge of 
security competences of the developers to prepare and develop them to withstand the intrinsic difficulty 
of assailants of a software system (Cheng et al., 2008). This implies that security know-how of the de-
veloper is very crucial. Hazeyama and Shimizu (2012) and Hilburn and Mead (2013) reiterate the need 
for awareness to be channelled towards developers’ skills regarding security. However, previous studies 
provide less concise and coordinated information on security competences of developers.

Summarily, these competences are scattered in several different studies. Thus, the following ques-
tions arise: what are the security competences of software developers? How can they be improved? As 
part of broader research on software developers’ competences, we set our research question as what are 
the security competences of a software developer that are available in literature? The remainder of this 
work includes: Section 2 presents previous studies and background. Section 3 looks at the methodology 
used in this study. Section 4 looks at the results. Section 5 and 6 presents the discussion and conclusion.
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